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Strategic realignment of medium-sized companies due to distributed
ledger technologies in supply chain management

Roman Stammes, Eugen Burov, Thomas Ludwig, Tan Gurpinar
Technische Universitat Dortmund, August-Schmidt-Stral3e 1, 44227 Dortmund
Universitat Siegen, Adolf-Reichwein-Stral3e 2, 57076 Siegen

More than 10 years dfter the invention of Bitcoin, the underlying blockchain technology is having an increasing
effect on today’s society. Although one of the most popular application areas of blockchain is still the field of
cryptocurrencies, the technological concepts are crossing into further application domains such as interna-
tional supply chains. Fast-changing markets, high costs of time and risk management as well as biased rela-
tionships between the actors pose big challenges to an appropriate supply chain management. Based on a case
study about sensor tracking, this paper explores the potential impact of blockchain on small and medium en-
terprises within an international supply chain. We will show that blockchain technologies offers a high potential
to reduce inequalities of power relations between involved actors within supply chains. To achieve this, the
requirements for the use of blockchain in supply chain management will be analyzed by means of a conducted
case study and an expert survey of the companies concerned.

1. Introduction

Nowadays, global competition, cheap production re-
sources and the rapid availability of materials and pro-
ducts place high demands on an appropriate supply
chain management (SCM) within companies. Within
such a supply chain, a large number of different actors
play a crucial role. Suppliers, manufacturers, customers
and service providers all aim to improve its efficiency [1],
usually resulting in a low manual effort, i.e., a process
chain that is automated as much as possible [2]. To
address the challenges of a low manual effort within the
supply chain, there are plenty of different SCM systems
and technical networks aimed at supporting (semi-)au-
tomated internal, but also external cross-company pro-
cesses [3]. With the advent of inexpensive sensors and
devices as well as new possibilities for data exchange,
the Internet of Things (loT) became an effective way to
track and authenticate products and shipments using
several kinds of data sensors such as GPS or RFID [4].
The loT devices are further meant to measure environ-
mental aspects and therefore to monitor conditions of
products and their quality throughout the entire supply
chain.

However, when focusing on small and medium enterpri-
ses (SMEs) within supply chains, they usually have large
financial constraints, wherefore their high priority is
more often placed on inventory management and con-
trol [5], instead of an effective SCM. Therefore, the data
on the supply chain (including sensor values, environ-
mental parameters, etc.) is held and maintained by the
large companies. For this reason, SMEs are forced to
trust the data of the large dominant companies within
the supply chain, which lead to major differences in
power relations and tensions.

Distributed ledger technologies (DLT), such as block-
chain, promise a “trustless” transaction system including

an unchangeable storage and transparent traceability of
data [6]. The multitude of different actors within supply
chain networks resulted in first use cases for the appli-
cation of DLT within the SCM [7]. Distributed ledger tech-
nologies store the data transparently for all parties in-
volved and thus create a basis of trust. These technolo-
gies thus enable process efficiencies and a uniform in-
formation basis to be created.

Such use cases usually consider new forms of sensor-
supported hardware which automatically gathers data
within the supply chain and stores it in a traceable man-
ner within the distributed ledger. The DLT-based busi-
ness relationships within the supply chain and the trans-
parent traceability of sensor data are predestined to es-
pecially support SMEs to operate in collaborative value
networks with shared power relations and grounded
negotiations and to enhance the chances for a possible
transformation from market imbalance to a rather
transparent and fair business. Small and medium enter-
prises can develop competitive advantage through new
implementation strategies [8]. However, in exactly which
way SMEs are able to transform or strategically realign
their traditional business with regard to their role in a
supply chain and thus shifting into DLT-based supply
chain management is not obvious. Within this paper, we
therefore address the research question which require-
ments for the use of DLT technologies in SCM must be
fulfilled and what are the impacts on power relations
between their business partner?

The paper is structured as follows: within related work
(section 2), we introduce into the fields of supply chain
management and blockchain technologies and present
current approaches that focus on applying blockchain
technologies within SCM. We will then report on the find-
ings of a product development about tracking loT data
within supply chains and its deployment within an actual



business case (section 3). Based on this product deploy-
ment meant as technology probe we were able to dis-
cuss with the involved actors blockchain technologies
within SCM. Based on the following interview study with
the involved actors (section 4), we present the findings
about blockchain technologies in supply chain manage-
ment from the SMEs perspective and its impact on
power relations (section 5).

2. Background and state of the art

The research combines two areas of research. The first
focuses on loT-driven supply chain management, the
second on blockchain and distributed ledger technolo-
gies.

2.1. Supply Chain Management and loT

A supply chain is a network of companies to supply, pro-
duce and distribute a specific product to a final buyer.
Nowadays, a supply chain consists of several actors that
including legally separated organizations for producing
parts or components, providing logistic services and
even the customer himself bound by material, informa-
tion and financial flow [9]. Supply chain management
(SCM) encompasses the integration of all core business
processes within a supply chain which lead to an in-
crease in value for consumers or actors across organiza-
tional boundaries through production data, services or
information [10]. Advancing information and communi-
cation technologies (ICT) made it possible to process in-
formation at different locations within the supply chain,
thus enabling advanced planning [9].

As supply chains become increasingly global and com-
plex, companies try to outsource several supply chains
services to specialized third-party logistic companies.
Although on the one hand a multitude of tasks can be
outsourced to specialized companies, on the other hand
there are increased requirements for a comprehensive
information management and mechanisms to share in-
formation within the supply chain. Borade and Bansod
(2007) expect that in future all organizations need to
adopt partnership information sharing initiatives with
suppliers, which requires the establishment of mutual
trust within the supply chain to share the vital informa-
tion [11].

The concept of the Internet of Things (10T) can be descri-
bed as a network consisting of numerous “smart” ob-
jects, which form an overarching information network to
exchange information between interconnected physical
objects. The Internet of Things appeared for the first
time within the supply chain area in 1990 [12]. Here, the
devices are usually equipped with electronic sensors
such as RFID making them uniquely addressable [13].
Applying 1oT within the supply chain mainly contributes
to an improved quality of information and new ways of
enabling interactions between goods and machines, but
also between humans and machines [14].

The basis for the advantages of applying loT within the
supply chain [15] lies primarily in electronic product
coding technology coupled with internet technology
[16]. Nowadays, RFID is especially widely used in SCM for
efficient data acquisition. RFID tags contain information
such as the volume of goods, weight, production date,
batch numbers and much more. This technology is often
the determining identification for the link from manufac-
turers, transportation, warehousing, distribution, to the
assembler [17]. However, RFID typically requires a rea-
der to query the data at certain stations in the supply
chain, which means that there is no continuous tracking,
for example on the high seas. To tackle this problem,
first developments for tracking devices try to indepen-
dently send data to relevant actors in the supply chain to
get live status of goods and their conditions [18].

Some big ICT companies such as the Telekom AG are
currently developing new solutions for 10T which will pri-
marily benefit the manufacturing and logistics indust-
ries. The focus is usually on applications that cover the
machine and sensor network Narrow-Band 10T (NB loT).
These novel technologies are characterized by the com-
paratively low costs and lower energy consumption. U-
sing this technology, companies are able to integrate
millions of objects and processes inexpensive, fast and
integrate securely. Compared to the conventional tech-
nologies based on GPS the Low-Cost Tracker has the ad-
vantages of lower costs, worldwide 3GPP standard and
longer battery life. In addition, these novel trackers also
record - besides movement data - additional parame-
ters like vibrations or temperatures. The built-in sensors
record and transmit data about harsh environmental
conditions or improper handling of the goods through
the entire supply chain [19].

Such approaches foster transparency among the invol-
ved actors and may affect negotiating power. Transports
can be continuing monitored, and due to the integrated
movement alarm, theft prevention can be carried out
successfully. The sum of these functionalities should
pave the way for a large-scale cross-sector use. The Te-
lekom AG reports that due to missing information 30
percent of all deliveries worldwide do not reach their
destination in time, and freight theft costs companies
billions. Intelligently networked load carriers bring more
transparency into the supply chain and the transporta-
tion of goods by water, rail and road can be controlled
more precisely.

2.2. Blockchain and Supply Chain Management

More than 10 years after the invention of Bitcoin in re-
sponse to the 2008 global financial crisis [20], the under-
lying blockchain technology is having an increasing ef-
fect on today's society. A blockchain consists of chrono-
logical blocks which represent digital information stored
with time stamps in a public database. The individual
blocks contain a hash value of the previous block so that
verifiability is guaranteed and through referencing the
previous block a chain of blocks (blockchain) is created



[21] Usually, the information sent and who sent it is en-
crypted and only visible to the sender. Each transaction
made can be transparently viewed on the blockchain,
where the users are usually represented by pseudo-
nyms.

Consensus algorithms are used to achieve agreement
between distributed processes and systems within the
peer-to-peer network. This peer-to-peer network is de-
signed to achieve reliability in a network with unreliable
nodes. Several different consensus mechanisms have al-
ready been established in the blockchain area. The most
used are the proof-of-work (mining), proof-of-stake or
byzantine fault tolerance algorithm [22]. Beside the field
of cryptocurrencies, technologies such as Ethereum [23]
or Hyperledger [24] allow the creation, administration,
and execution of decentralized programs. These decen-
tralized programs (called smart contracts) paved the way
for the development of decentralized applications
(dApps) that allow the distributed execution of an appli-
cation within the peer-to-peer networks.

Decentralized applications offer great potentials in the
area of trade finance, where a bank processes financing
for goods traffic between exporter and importer. The in-
volved actors often do not know each other or simply do
not trust each other enough for paying in advance. The
exporter wants to receive the payment for the goods be-
fore forwarding them to the importer. The importer on
the other hand wants to receive the goods before paying
the exporter. If blockchain technologies are used, it is
possible that the manufacturer can be paid instantly
[25].

Letters of credit are a conditional promise of payment
by the credit institution, which notifies payment to the
payee upon presentation of previously defined docu-
ments. The requested documents can be transport doc-
uments, such as bills of lading, waybills, unloading con-
firmations or take-over confirmations, certificates of
origin, certificates of quality or insurance certificates.
Within the supply chain, parties involved create the doc-
uments and pass them on to the other parties involved.
Traditionally, most documents are still created and ex-
changed physically.

Blockchain technology aims to ease these process steps
by storing data of loT sensors transparently within a
blockchain and linking those directly to the trade docu-
ments. This blockchain-based sensor data serves as evi-
dence for later negotiation. A container, for example,
can automatically link temperature and GPS data to the
blockchain. Information is picked up by the sensors and
saved in the blockchain. After receiving the data, the
commands are interpreted, and the system can be exe-
cuted automatically via the smart contract [25].

There are already several approaches that apply block-
chain technologies to SCM. When focusing on rather
technical studies, different blockchain frameworks get
covered by Samaniego et al. [26] who elaborate on loT

devices which are being used within blockchains to man-
age device configuration, store sensor data or enable mi-
cro-payments. Augusto et al. [27] analyze smart con-
tracts, that are used in the loT environment of logistics
where they highlight the benefits of applying blockchain
technologies. However, these approaches mainly focus
on rather technical evaluations and lack practical valida-
tion.

There is further work focusing on the impact of using
blockchain technology in several branches and indus-
tries. Casino et al. [28] gives an overview with a system-
atic literature review about the current status of block-
chain applications. Nagamalai et al. [29] deal with the
perspective of smart contracts applied for security, pri-
vacy and performance issues. Saberi et al. [30] deal with
blockchain applications in supply chain risk manage-
ment, and Korpela et al. [31] perform research on stra-
tegic and operational information exchange within a
supply chain network via blockchain. All these studies fo-
cus on large companies and do not take into account the
specifics of SMEs and how blockchain technologies
might impact the relationships with other actors within
the supply chain.

Wong et al. [32] turned to SMEs and examined the adop-
tion of blockchain in operations and supply chain man-
agement among Malaysian SMEs. They revealed the im-
portance and potential of networked ledgers which
share real time data to everyone who participate in the
network. Within our study, we will extend these perspec-
tives by examining German SMEs and providing substan-
tiate views with an actual use case instead of merely re-
maining on a rather theoretical level about potential ef-
fects.

The literature study shows first investigation of block-
chain technologies within supply chain management.
However, current approaches focus either mainly on
technical investigations or on large companies. Our pa-
per therefore shows the explicitly turn to the role of
SMEs and impacts of applying blockchain technologies
on the current unequal power relations within supply
chains as well as describing the necessary requirements
for the implementation of the technology.

3. Case study on managing sensor data in sup-
ply chain management

As the literature review revealed, tracking the goods
within a supply chain is a major concern for companies.
Several problems can arise such as fraud, changes over
illegal routes, stealing as well as wrong or unsafe storage
under incorrect conditions. As soon as goods are on the
way to their destination port, they can no longer be
tracked and even if a data platform is used, the company
must trust the data points and depends on the data of
the shipping a company. This hampers a complete valid-
ity and there is no guarantee for the involved compa-
nies. Supply chain management is still mainly based on



physical paperwork such as the bill of landing, which se-
cures the right to the goods. Tackling these challenges of
modern SCM, the companies involved try to make use of
modern ICT to digitalize the paperwork, foster automa-
tion, and track the supply chain with different kinds of
parameters.

To get insights into which requirements are necessary
for the use of blockchain in SCM, we conducted a partic-
ular case study together with the companies described
below. The aim was to examine the decisive parameters
for the implementation of a blockchain solution based
on an actual working product instead of rather a theo-
retical basis. Within the case study, we will report on the
findings of an IT project together with a big bank (BANK),
an Association for Technical Inspection (TUV), a logistic
enterprise (LOG) as well as a small, but global trading
company (TRADE). Thus, beyond a pure literature review
or testin a laboratory environment, a live test on the re-
quirements for the use of blockchain in supply chain
management was carried out. All names of the compa-
nies are anonymized for the review.

The small trading company has its headquarters in Ger-
many and employs three managers, one of whom was
responsible for working on the IT project. TRADE procure
and sell non-food goods for customer needs, such as
small electrical appliances, tools, gifts and decorative
items. Their customers are well-known supply chains in
Germany and Europe. TRADE offers an own logistics ser-
vice for GPS data tracking of goods consignments.

The project was carried out by sending a tracker from
LOG to the TUV office in China. The TUV inspector in turn
attached the tracker to the goods and the container was
sealed after the goods were loaded. This ensured that
nothing could affect the tracker. The imported goods
were able to be tracked and traced the entire distance
through the tracker. The transport was followed from
the production factory in China to the customer in Ger-
many with geofencing. In the loT tracking project the
combination of an APl interface with the geofencing con-
tained all the relevant data, such as the time. In particu-
lar, at which time the goods arrived at a port on the
route.

The implemented “Smart Visibility” service from LOG
(Figure 1) made it possible to ensure real-time tracking
along the process chain and as it was able to transmit
the following environmental data: temperature, air pres-
sure, humidity, vibration and door closing and opening.
The loT-based traceability system enables the company
to monitor the quality from production process to deliv-
ery to the end customer. Moreover, trust in a cross-sec-
toral collaboration is enabled, as the data platform and
the loT-tracker share the correct information. This is
however problematic, as the owner of the platform has
all the power and data available.
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Figure 1 “Smart Visibility" service from LOG Platform

Through the development of procurement and sales ac-
tivities, the SME wants to establish communication net-
works with partnership, equality and trust. Due to the
pressure of small margins and innovations in SCM, new
processes play an increasing role for the involved com-
panies. For this reason, the goal is to process and digital-
ize the entire value chain so that competitiveness can be
maintained.

Furthermore, if a product has left production, no specific
information is available. The import companies like
TRADE just get a status information, but has no chance
of tracking their ordered goods through a reliable plat-
form. To solve the problem, a distributed ledger technol-
ogy like a blockchain was discussed to strengthen the
partnership through trust in an unchangeable system.

In the corporate environment, primarily a consortium
technology solution is going to be used to strengthen the
negotiation power and equality between the partners.
So, TRADE can have a more important role in the supply
chain and have more security through the trustworthy
data received. Moreover, the complete and reliable
traceability in supply chain management can make it re-
liable and trustworthy, which enables process efficien-
cies and cost reductions for TRADE.

This project was a first step in using an 10T data tracking
platform as a technology probe for discussing SCM plat-
forms using blockchain. To be able to make demands on
a functioning blockchain system it is necessary to con-
duct a live use case and to share these experiences with
the participating companies. The case study evaluated to
what extent and with which conditions a blockchain-
based solution can be used. Furthermore, the imported
goods were real goods, where a mistake would be costly
and therefore a comparison was made from the results,
which requirements had to be fulfilled step by step, so
that the blockchain could be connected. Therefore, a
classical data platform was taken from the provider LOG
and the collected data was evaluated afterwards.

The result of the project was that the different parame-
ters, such as the fact that the |oT tracker does not have
access to the network on the world's oceans and cannot
retransmit the data packets. It was also revealed that
these data that had not been transmitted could be for-



warded afterwards. This is important to adapt the auto-
matic pre-defined contracts to this special feature. Such
requirements must be considered, as well as the fact
that the sending of the data packets for the different
contractual partners may arrive with delays and that
there must therefore be no breaches of contract or pen-
alties. The letters of credits to be redefined must also be
adapted as well as that the decisions are no longer
based on pure trust in the contractual partners rather
than the new implemented system.

During the case study and the actual live tracking of the
product, a trade finance blockchain solution was an-
nounced by the companies as an alternative product to
the existing solution. The loT tracking project therefore
served as a helpful component for further development
for new solutions in SCM. In addition, BANK has entered
a cooperation with 12 other enterprise partners to de-
velop the supply chains of the future. Exactly this en-
deavor can now be developed with the data collected
from the TRADE project.

During the study, the involved actors discussed that the
information obtained, such as a trusting structure across
the entire delivery network, as well as the transparency
and real-time of the delivery information is of crucial im-
portance. Based on the measurement data collected,
smart contracts can be attached to a blockchain solu-
tion, which can automatically make a payment for pre-
defined events. The manual and paper-based checks of
the documents can thus be omitted. However, a transi-
tion from the current IT infrastructure to a company-
owned blockchain database would require a substantial
shift. Indeed, the shift to a blockchain based technology
with an loT traceability system could, through the data
immutability, prevent fraud, reduce costs, gain trust and
leads to more negotiation power between the partici-
pants.

Blockchain technology now enables all banks to store
the information on a node and make it accessible to eve-
ryone involved. The confirmations are validated by the
contractual partners and posted synchronously. Since all
data is stored on the permissioned blockchain and can-
not be changed, protection against forgery is guaran-
teed. Interest and principal payments can still be auto-
mated via smart contracts. The bank that provides the
platform can charge everyone an extra fee, but the plat-
form can make it more transparent, faster and cheaper
for everyone. Smart contracts offer the opportunity to
agree contracts between business partners without pro-
gramming via a central office. Breach of contract or legal
disputes are thus imposed [33].

In addition to trade finance, the decentralization of the
standard credit business also causes many distortions
on the financial markets. Through peer-to-peer transac-
tions, the intermediary is no longer involved in the cus-
tomer's value chain. Blockchain could become a valuable
tool for negotiation power, in which SMEs join through a

consortium and receive the chance to develop the sup-
ply chain process. These processes are usually complex
and need a lot of manual execution. The exchange be-
tween the enterprises is time-consuming and expensive
due to the different IT structure and the exchange of pa-
perwork.

4. Evaluation of the applicability of blockchain-
based SCM

To further evaluate the case study findings and first
ideas, this section introduces an interview study. The in-
terviews were conducted after the actual product de-
ployment to obtain practical information from the par-
ticipating companies. Based on the analysis of the com-
panies’ feedback, we derive requirements for the use of
blockchain in supply chain management.

4.1. Methodology

The interview study was meant to validate, prioritize and
enrich the prior case study outcomes with further prac-
tice-oriented experiences. We chose semi-structure in-
terviews with multiple experts involved in the same case.
We selected five participants according to their position
and project involvement within the different companies
BANK, TRADE, and LOG [34]. The employees of the com-
panies were also involved in the use case, so that a sub-
sequent evaluation of the results could be carried out.
All participants are employed in the trade finance area
and would like to see changes in the process in the fu-
ture In this paper, the importance of having experts give
insights into their personal view of the analyzed problem
was also considered [20].

The actors were asked about the company's status quo
in dealing with supply chain management, assessments
of the requirements for blockchain technology and the
influence of blockchain technology on SCM in their re-
spective companies Hence, a standardized way to ap-
proach the interviewees in three categories to ask gen-
eral questions, case related questions and questions
dealing with a future outlook were used. The interview
outcomes then were analyzed according to Mayring's
qualitative content analysis [35].

4.2. Interview Results

Our results revealed, that the participants see high po-
tentials in blockchain technology for reducing the ad-
ministration (costs) of paperwork, and replace the cur-
rent silo systems by new technology possibilities: “Cus-
tomers try to digitize and work with us to get off the big
paperwork” (interviewee 1). However, there are some
major challenges in the current supply chain process.
Currently the within the entire process and the for-
warder is dependent on the decisions and specifications
of the other partners. For instance, the supplier is be-
tween the two big power relations of the producer and
the retailer. On the one hand, the producer has all the
power if the producer has not started the production or
acquired the material at his own expense. On the other
hand, the retailer can reject the goods as any time: The



retailer can also look at the goods so closely at any time
and reject them for no reason (interviewee 2). There is
no objective process, if there are contractual defects
concerning the goods. Also, the retailer acts as a transla-
tor and as a kind of insurance agent between the two
parties and becomes the risk taker in the procedure.

Due to the above-mentioned aspects, it is especially in-
teresting for the surveyed companies to test out new
technology-based use cases. Basically, there are a hand-
ful of companies with which we can work in partnership
and further develop projects (interviewee 3). The area of
blockchain could be one of the most promising. How-
ever, there is just curiosity in blockchain, a real adoption
and implementation shall not affect the current supply
chain process until advantages are visible. The imple-
mented use case of loT data tracking was also valuable
for the development of the blockchain-based supply
chains, because problems arose which could not have
been thought of before. The 10T device transmits via the
mobile data network and if there is no access to the data
network, then no information can be stored in the block-
chain-based. In this specific case, the tracker in the In-
dian ocean was too far away from land and could not
transmit the ship's position and other predefined data.
In this case, such challenges must be considered for the
implementation of trigger events via smart contracts.
“Smart Contracts are useful in that an action can be trig-
gered as soon as a shipment arrives in the geofence. The
triggering of an automatic payment process would be
sufficient, too” (interviewee 3).

According to the interviewees, the following points can
be seen as advantageous for the current challenges: no
down payments and automatic payments, less paper-
work because of the credibility of a distributed ledger,
smart contracts in specific defined trigger events, more
transparency, less fraud, security data quality IT stand-
ards, networks and equality in the drafting of the con-
tract. The challenges must be solved before the new
technology revolution can be applied in practice. This
also requires the creation of product solutions and easy
implementation interfaces. “There is no real product
available yet [...] We are not faced with the choice of us-
ing either blockchain products or classic products. At the
moment it is only interesting, but not practicable. (Inter-
viewee 2)

Finally, the respondents praised that supply chain-based
technology solutions are more attractive to them: “We
also have a great interest in knowing that our data is
stored securely and that we do not fall into the hands of
individual large companies, and therefore we would
tend to use blockchain solutions” (interviewee 2). Here,
the integration of different business networks can help
with collaboration of different companies. “It will be-
come decentralized and many business networks will
emerge, like Marco Polo [a trade finance initiative]. Many
business networks with specific degrees of decentraliza-
tion will emerge and networks will be established be-
tween the entire platforms” (interviewee 1).

After analysis of the survey the decision for distributed
ledger networks plays a decisive role in improving coop-
eration between supply chain partners. Furthermore,
analysis showed that the use of objective clearly defined
rules, which are observed equally by all contractual part-
ners, leads to a fair and sustainable business relation-
ship.

5. Discussion

The case study has shown the usability of an 10T applica-
tion in SCM and what requirements or potentials lays in
DLT technology, which can create an equilibrium of
forces for German SMEs in supply chain management.
With the collected data from the use case and the in-
sights gained from the interviews, a blockchain based
solution can be developed. By interviewing experts fol-
lowing the use case, the insights could be shared and an-
alyzed to answer the research question about require-
ments for the use of DLT technologies in supply chain
management and its impact on power relations between
involved business partners.

The design of the use of such a blockchain-based plat-
form must consider the fact that international transport
routes can lead to tracker failures, as it is not always pos-
sible to establish a network on the world's oceans. Smart
contracts must meet these requirements. Furthermore,
the live use case showed that a platform has to meet the
requirement that the objectivity of the data can be given
to all participating persons at any time and that deci-
sions are no longer based on pure trust in the contrac-
tual partners. As the empirical survey revealed, the par-
ticipating companies are concerned about the data se-
curity, applicability, evaluability of the shared infor-
mation. Furthermore, the evaluation of the existing
frameworks should be advanced as well as standardiza-
tion for rapid adaptation to the market.

Intermediary-free structures enable objective and fair
corporate relationships to be established for supply
chain management. The inherent transparency of block-
chain also means that information is shared equally be-
tween all parties and can no longer be manipulated.
Equal rights in the supply chain management also
means that the SME is no longer subject to uncertainty,
but rather to trust. The experts involved also agreed that
a distributed database infrastructure like blockchain will
come on the market anyway and that early testing has
the decisive added value for future implementations.
They also list some potential advantages like no down
payments and automatic payments, less paperwork be-
cause of the credibility of a distributed ledger, smart
contracts in specific defined trigger events, more trans-
parency, less fraud, security data quality IT standards,
networks and equality in the drafting of the contract

Furthermore, this research indicates that it is essential
to conduct live use cases, as this is where the real prob-
lems and challenges can be identified. Some points can-
not be considered in a theoretical considerations and



tests, such as the issue that the loT-tracker had no con-
nection to the country and could no longer send data live
but had to retransmit it. These uncertainties could be
found out with the research approach of accompanying
the use case. Currently, most approaches do not focus
on already existing (and well-established) ICT which is al-
ready used in SCM. This paper could thus provide deci-
sive assistance for future studies that focus on the equal-
ity of bargaining power for SMEs in supply chain man-
agement under consideration of 10T devices based on
blockchain.

6. Conclusion

Since Blockchain is increasingly crossing into various ap-
plication fields, we provided not only an overview of the
current literature in supply chain management with loT
and blockchain, but also a case study with an actual
working product together with a German SME. Our case
study was conducted to examine the potential impact of
blockchain on small and medium enterprises within an
international supply chain.

With the help of an empirical study, our case study was
able to show that blockchain has the opportunity to re-
duce inequalities of power relations between the large
enterprises and SMEs within supply chains. With the re-
quirements now established for the use of blockchain in
SCM a valuable input on the current state of research
could be identified. The change of increasing negotiation
power in supply chain management for SMEs is based
on the new technology blockchain in combination with
consortia with other companies. Future studies may be
focused on DLT-Use-Cases using loT-Devises to do auto-
mated payments or implementations for a transfer of
risk for insurance. There is also a possibility of a more
quantified perspective for the blockchain technology.

Moreover, the inherent blockchain characteristics like in-
teroperability, transaction speed, costs, rights and rem-
edies needed to be assessed. Blockchain or distributed
ledger technologies could be one of the game changers
in future supply chains. However, in order for a funda-
mental change, cooperation between all participants is
required and problems like the limited transaction
speed must be solved. Also, the frameworks need an
evolution in form of satisfactory IT security, objective
standards and equality in the process. The case study of
the German SME was presented to uncover necessary
requirements for using blockchain in SCM tracing sys-
tems as well as current open research areas. Also, the
implemented loT tracking case will be implemented in a
subsequent step by the participating companies in a per-
missioned blockchain solution and the gained insights
will be included.

However, further studies are needed to examine the im-
pact of the use of blockchain technologies in SCM in
terms of profitability particularly for SME's [36, 37, 38].
The results of this study should therefore not be consid-
ered as part of a series of examinations. Only a few stud-
ies were focused on the use of blockchain in SCM and no

study on the effects of reducing inequalities within
power relations has been conducted so far [32]. The
small number of studies in this new specific makes it dif-
ficult to comparisons our work with other existing and
actual tested technologies and use cases. Also, hardly
any small and medium sized enterprises have adapted
their existing business models in such a way that block-
chain can be integrated into SCM [36, 39], which leaves
an field of research that can be focused on in future. Fol-
lowing studies can therefore build on our initial work
and examine the process chains in the SCM that will
change significantly in the future due to distributed
ledger systems [32]. Although our work only presents
the first steps of applying blockchain technologies in in-
ternational supply chains, we hope to inspire other de-
signers and developers trying to engage with the issues
that may arise from the intersection of SCM, loT and
blockchain.
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Supply Chain Automation with Smart Contracts - Assessing
Potentials of Blockchain Technology in the Logistics Sector

Beat Weichsler
Westfalische Wilhelms-Universitat Mlnster, Schlossplatz 2, 48149 Mtinster

As economies are getting more and more interconnected, the importance of the global logistics sector grew
accordingly. However, both structural challenges and current events lead to recent supply chain disruptions,
exposing the vulnerabilities of the sector. Simultaneously, blockchain has emerged as a key innovative technol-
ogy with use cases going far beyond the exchange of virtual currencies. This paper aims to analyze how the
technology is transforming global logistics and its challenges. Therefore, six use cases, are presented to give an
overview of the technological possibilities of blockchain and smart contracts. The analysis combines theoretical
approaches from scientific journals and combines them with findings from real-world implementations. The
paper finds that the technology can change supply chain design fundamentally, with processes and decisions
being automated and power within supply chain structures changing. However, implementations also face
technological, environmental, and organizational challenges that need to be solved for wide-spread adoption.

1. Introduction

This paper is going to analyze the possible applications
of DLT in the supply chain context. The main question to
be answered is whether and how the technology can be
used to overcome existing problems in Supply Chain Ma-
nagement (SCM) and how to create additional value to
supply chain stakeholders. Therefore, 4 key questions
are to be answered:

1. How do distributed ledgers work from a technical
perspective? What are the currently available op-
tions available for real-world implementation?

2. What use cases using DLT have already been the-
oretically developed? Have they seen successful
real-world implementation?

3. What are major problems related to the imple-
mentation? Are they a thread for the future suc-
cess of DLT in Supply Chain Management?

4. Taking everything into consideration; how impact-
ful is the technology going to be for the future of
supply chains?

To answer that question, first, a short analysis of both
the global logistics sector and the status quo of block-
chain technology is being given. Afterwards, a detailed
analysis of how Distributed Ledger Technologies (DLT)
can bring innovation to the logistics sector is being given.
Therefore, a deep dive into six use cases is conducted,
including both economic and technological perspectives.
Finally, these findings are being discussed regarding
challenges and overall future implications for the indus-

try.

2. Theoretical Foundations

This chapter is going to give an overview of important
basics and notations for this paper. First, the current
state of the logistics sector is being outlined. Afterwards,
important foundations of DLT are being introduced.

2.1. Status Quo of the Global Logistics Sector

With the trend of globalization in the last decades and
the establishment of more and more interconnected
supply chains, logistics have emerged to become a cent-
ral part of the global economy. According to the World
Bank, the global GDP peaked in 2019 at $84.6 trillion [1].
11% of this GDP, $9.3 trillion, are thereby trade-related
costs [2]. This is up from 2010, were trade-related costs
made up 10.53% of the global GDP at that time. the glo-
bal logistics sector can be divided into several subcate-
gories. It is notable that over 55% of the market can be
contributed to the two largest categories, with “Road
Freight Transport” being the largest with 32.43%, follo-
wed up by “Warehouse and Distribution” with 26.67%.
After that, a large gap occurs, and the following catego-
ries “Domestic Parcel Delivery” and “Contract Logistics”
can consequently only contribute to less than 5% of the
entire market.

1950 1960 1970 1980 1990
Year

Figure 1: Trade Export Value in billion US dollars [3]

However, while enabling modern globalization, the logis-
tics sector also faces challenges. Looking at the data of
Global Trade Export Value in figure 1, we can see that
from 1950 to 2008, the growth of the global trade export
value was only accelerating. However, since 2008, we
can analyze both a general slowdown in year-to-year
growth as well as 3 major pushbacks in the years 2008,
2014 and 2019.

This can be traced back to two structural problems of the
sector as well as current geopolitical events. First, the



high uncertainty among supply chains leads to an in-
creasing amount of disruption. In 1996, Richard Wilding
introduced the “Supply Chain Complexity Triangle”, com-
bining all major sources of supply chain uncertainty into
one framework [4]. The three dimensions thereby are
“Amplification of Demand”, “Deterministic Chaos” and
“Parallel Interactions”. Second, the increased use of Just-
in-Time Manufacturing in the recent years furthers
stresses global trade. While the “strategic implementa-
tion of the JIT approach significantly improces manufac-
turing performance” [5], it also leads to less resistant
supply chains that do not tolerate a large amount of dis-
ruption because of low reserves and high interdepend-
encies.

Additional to the structural challenges, current geopolit-
ical events further strained the interconnected logistics
sector. The most notable event was thereby the Covid-
19 pandemic. The measurements against the spread of
the virus caused a wide range of new challenges and
problems to the global economy and supply chains. Even
after the introduction of vaccines in 2021, local out-
breaks in producing countries like China and Vietnam
regularly lead to lockdowns and disruptions along the
entire supply chain [6]. On 23 March 2021, one of the
most used shipping routes in the world, the Suez Canal,
was blocked by the container ship Ever Given. Over 400
vessels were directly affected by the event, leading to an
economic damage in the billions [7].

2.2. Technological Foundations of Distributed Ledg-
ers

To analyze use cases in chapter 3 and the overall impact
on the industry in chapter 4, it is important to firstly un-
derstand the theoretical foundations of the technology.
Therefore, important concepts and their technological
boundaries of DLT are being introduced.

First, it is important to understand the difference be-
tween centralized, decentralized, and distributed data
processing. Centralized Computing refers to a data set
controlled and operated by one entity. This entity has
the entire power to decide upon changes in the data set.
Decentralized Computing means that data and/or com-
puting is shared across at least two entities. These enti-
ties can however have different roles, for example one is
allowed to only access the file, while another is allowed
to change the data set. Distributed computing is a subset
of Decentralized Computing. All data and decision power
are shared across multiple servers in the system, also
called nodes, with each node having the same rights [8].

Blockchain is one implementation of a distributed
ledger. As its name suggests, its data is stored in a chain
of blocks. The data structure of a block contains the hash
of the respective block, the hash of the previous block,
and finally the data itself. A hash of a block is generated
by an algorithmic function transforming the blocks' data
into a shorter key. It is often referred to as a “Digital Sig-
nature” of the data. Having the hash of the previous
block also integrated ensures that a change of data in

the previous block could directly be detected when com-
paring the hashes [9]. Because of its design, blockchain
has far-reaching characteristics centralized data storage
cannot match. Information that is stored within a block
isimmutable to changes, as this would require all follow-
ing blocks to also adopt the changes. Additionally, the
decentralization increases safety concerning failure of
single nodes. As the data is spread across multiple enti-
ties, one failure is not going to have an impact on the
entire system. Finally, blockchain is transparent and its
data visible to all participating nodes.

To ensure all participating entities agree to the same
data set within the ledger at any given point of time, a
consensus mechanism is required. At the moment of
writing, two mechanisms are relevant when comparing
different blockchains. The first one, Proof-of-Work
(PoW), requires miners. Miners are network nodes that
take part in the approval process, exchanging computa-
tional power against assets. Therefore, different nodes
compete against each other. The “winner” can verify the
block and add it to the chain - therefore it receives a fee
[10]. The second, Proof-of-Stake (PoS), also requires
nodes willing to participate in the approval process. In-
stead of mining, nodes are required to deposit a certain
amount of assets. Whenever a new block is proposed, a
lottery system chooses one of the nodes with a deposit.
This node can now approve the block and receive the
transactional fee. As the deposit always needs to be
higher than the transactional fees, there is no incentive
to manipulate the system [11].

3. Analysis of Supply Chain Use Cases Using
Blockchain Technology

This chapter is going to explore the application of DLT
within Supply Chain Management. Therefore, a litera-
ture review has been conducted to find relevant theoret-
ical approaches, of which six have been found. Addition-
ally, a look at practical implementations of these ap-
proaches has been done to evaluate real-life status of
the ideas. The six uses cases have been categorized in
three fields of implementation, which are going to be
presented now.

3.1. Increasing Supply Chain Visibility and Data
Transferring

This category includes two use cases that create value
by generating and using information about the supply
chain and making this visible in a trusted, non-changea-
ble way.

3.1.1. Status Quo and Problems Today

Data sharing across the supply chain is an important
part of modern SCM as different stakeholder possess
important information being relevant for all entities. For
example, downstream retailers have better information
about the final customers and overall market trends,
while upstream retailers have an information advantage
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regarding product quality and preliminary product avail-
ability. Therefore, a lack of data sharing leads to lost
sales, double marginalization, and overall customer dis-
satisfaction [12].

However, and according to the article “Building a trans-
parent Supply Chain”, published in 2020 by the Harvard
Business Review, current technologies are often not suf-
ficient for data collection. This can be illustrated by the
example of a simple scenario where a retailer buys a
product from a supplier with a bank providing the nec-
essary capital. For that transaction, information flows,
inventory flows and financial flows are generated. How-
ever, not all flows are being saved in all the Entity-Re-
source-Planning (ERP) systems. Therefore, drawing the
connection between all three flows and entities is, espe-
cially in a real-world complexity, ex-post not possible
[13]. Using technologies like blockchain might be a solu-
tion to this problem, creating transparency and value
along the entire supply chain.

3.1.2. Use Case 1: “Increasing Supply Chain Trans-
parency”

In many industries, this need for supply chain transpar-
ency is especially important. One of those industries is
the agri-food sector, where information is not only used
to create additional value but is also necessary to vali-
date the origin and quality of the products. Today, this
additional information is not only requested by the re-
tailers, but also by the final customer, who generally de-
mands more transparency [14].

To solve that issue, different papers suggest an imple-
mentation of blockchain technology to enhance trans-
parency. The paper “Blockchain-based Traceability in
Agri-Food Supply Chain Management: A Practical Imple-
mentation” aims to design and evaluate the impact of a
communication system that is based on decentralized
blockchain technology [15]. Therefore, a system called
“AgriBlockloT” is presented, that combines the use of
modern sensor technology and Internet of things (loT)
devices like radio-frequency identification (RFID) sys-
tems and wireless sensors as well as a blockchain net-
work to connect them. AgriBlockloT can then store all
relevant information of the entire food supply chain and
make this visible to all stakeholders. The concrete imple-
mentation varies from industry to industry, but it is nec-
essary to list all participating supply chain stakeholders
and decide-upon which information is supposed to be
added to the blockchain. Additionally, for each stake-
holder, 10T devices can support the data capturing and
uploading. For example, the packaging company can
gear up its machinery with smart weights for automatic
detection and uploading of weight information.

This leads to a completely new way of interaction be-
tween supply chain stakeholder, shifting away from lin-
ear communication flows to a multi-dimensional com-
munication model, as shown in figure 2.

Additional to the process documentation, smart con-
tracts can be implemented to trigger certain actions
when anomalies are being detected. Overall, the imple-
mentation of the process clearly holds advantages to all
participating parties. Firstly, all stakeholders have all in-
formation available at any time. Second, the manual
documentation and communication effort can be re-
duced, as shown in figure 2.

Linear € Flows without Multi [ef
Implementation

Land Holders  ———

Rice Processing
Gompany
\\} Distribution Centers. |

‘ Retailers |
.
Comurs Q Sockenan oo

Figure 2: Communication Flows in Use Case 1 with and without
Blockchain [16].
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Looking at the real-life implementation of this use case,
we find many companies, both established and start-
ups, having tried out different approaches in that regard.
One of the leading companies in that area is London-
based start-up “Provenance” [17]. The company focusing
on delivering transparency and value for the final cus-
tomer, with their product including a proof of certificate
for final customers, a digital map with all supply chain
stakeholders, and integrated third-party certifications.
Provence has a total funding of $6.6m, having finished
the latest round worth $5.3M in March 2022 [17].

3.1.2. Use Case 2: “Enhancing Supply Chain Risk
Identification”

Supply Chain Risk Management (SCRM) refers to “the im-
plementation of strategies and plans to manage supply
chain networks through constant risk assessment and
reduce vulnerabilities to ensure resilience in supply
chain” [18]. It is an important part of SCM. Risks can
thereby be classified into two categories, endogenous
risks, which includes moral risks, information delivery
risks, and procurement risks, and exogenous risks,
which refers to market demand risks as well as policy
and legal risks [19].

An exemplary SCRM process can follow these steps in
the respective order: “Identify Risks”, “Asses & Prioritize”,
“Develop a Treatment Plan”, “Reduce Risk Exposure”,
“Reduce Impact ex post”, “Review and Learn” [20]. It
makes sense to apply the findings of use case 1 with a
focus on potential risks for a more effective SCRM. The
additional and verifiable information gained by block-
chain implementation throughout the supply chain can
result in various findings. For example, it might help to
identify geographic concentration of production re-
sources, logistical dependency on certain companies, or
other risks not visible earlier.
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The paper “Big Production Enterprise Supply Chain En-
dogenous Risk Management Based on Blockchain” in-
vestigates this approach in industrial supply chains. It
concludes that while blockchain adoption might be not
helpful to discover exogenous risks, it states that endog-
enous risk detection can be improved and implementa-
tion of DLT is reasonable and feasible [21].

As of March 2022, we can also see first real-world adop-
tions of blockchain technology in SCRM, especially in the
agri-food sector. For example, IBM FoodTrust is one im-
plementation of that use case. It enables retailers to con-
nect their whole supply chain to a private blockchain. If
a food safety issue is reported, it is immediately clear
who caused the problem and what products are af-
fected.

3.2. Process and Decision Automation

As the use cases focusing on better data visibility from
chapter 3.2 have been presented previously, this chap-
ter is going to give an overview of cases that interact
deeper with the supply chain functionality.

3.2.1. Status Quo and Problems Today

Many processes along the supply chain are still often
very manual, having only a low level of automation. This
low level of automation can be traced back to two main
reasons. Firstly, as analyzed earlier, supply chains' com-
plexity increased over the last years, with many steps
and stakeholders added. Secondly, regulatory authori-
ties often still require a large amount of manual docu-
mentation.

The low level of automation does not only result in high
opportunity cost. Another big problem is false infor-
mation or inaccurate data. Research suggests that 10%
of freight invoices contain inaccurate data which ulti-
mately lead to disputes and further process inefficien-
cies along the supply chain [22]. Therefore, automating
processes along the entire supply chain is an interesting
category of use cases, of which two examples are going
to be presented in the following.

3.2.2. Use Case 3: “Automatic Creation of Docu-
ments”

The first presented use case refers to the automatic cre-
ation of documents. Trade in general, but especially in-
ternational shipping requires a lot of documentation.
The most important document is thereby the Bill of Lad-
ing (B/L). This document can be seen as the main con-
tract between the exporter and importer. Also, it states
all relevant terms and conditions agreed-upon. In mod-
ern shipping, it also acts as trigger for payment cycles
and has further information based on legal require-
ments. In most cases, B/L are still print-out papers that
require wet signatures for relevant milestones. The ad-
ministrative costs of this B/L creation and updating is es-
timated to make up 37% of the total freight forwarder
fees [24].

The paper “Addressing some of bill of lading issues using
the Internet of Things and blockchain technologies: a
digitalized conceptual framework” introduces one way
to completely automate all B/L-related processes. There-
fore, containers and shipping gates are being outfitted
with loT technology, especially sensors and internet con-
nectivity, so that devices can communicate directly with
each other and without an intermediary.

Afterwards, a blockchain with five key components is be-
ing implemented. First, a privacy protocol cryptograph-
ically hashes all relevant data submitted through the
supply chain. Second, a transaction ledger creates trans-
action when pre-defined milestones (e.g., arrival of a
container in the harbor) are achieved. Third, a consensus
mechanism verifies the authenticity of the suggested
transaction. If approved, the transaction is being added
into a block. Fourth, smart contracts are being triggered
by the transactions and enforce agreed-upon terms, like
the payment in cryptocurrency from wallet A to wallet B.
Finally, whenever a transaction is completed, blocks are
being added to the blockchain.

Regarding real-life implementation it is notable that this
is not only a theoretical approach but has already been
implemented by many different companies. Besides in-
house solutions of large shipping companies, some
start-ups around the world have emerged to offer an
electronic bill of lading on a blockchain basis as-a-ser-
vice, one of them being Slovenia-based start-up CargoX.
Its product is built-upon Ethereum and offers the digiti-
zation of various types of freight documents, a full-text
search across all documents, validation of the original
source and prove of ownership, as well as a customiza-
ble interface [24]. CargoX raised $7m via an Initial Coin
Offering (ICO) in 2018, however newer financial data is
not available [25].

3.2.3. Use Case 4 “Automatic Coordination and Rev-
enue Sharing”

Instead of only focusing on automating certain process
elements to increase visibility and reduce operational
costs, blockchain implementation can also be used to
automate decisions across the entire SCM. The paper
“Intelligent Smart Contracts for Innovative Supply Chain
Management” suggests an approach that automates
both, supply chain coordination in terms of supplier se-
lection, as well as a fair ex-post revenue sharing. The
goal is to create a framework that pre-defines all neces-
sary criteria. Decisions are then being shifted away from
the supply chain coordinator and are being made by the
respective smart contracts.

To share revenue in a transparent way, a smart contract
is being set up including a revenue sharing algorithm,
following five steps. First, it calculates the average unit
cost csme €ach member must bear within the supply
chain. Second, for each resource, a minimum possible
cost of competing suppliers ckmin is identified. As soon as
the smart contract gets triggered, the algorithm distrib-
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utes ckmin to all suppliers. Then, alignment costs are be-
ing distributed. These refer to expenses that occur for a
single supplier to align with the greater interest of all
supply chain members. Finally, the remainder is being
shared as profit among all participants by a pre-defined
clearing key.

The second part introduced by the paper is the auto-
mated supply chain coordination. Therefore, the origina-
tor firstly initializes the process by predefining all criteria
on the blockchain. These include the product criteria,
such as required parts, quantity, quality, delivery meth-
ods, and deadlines, as well as the overall profit and clear-
ing keys for all parts, and finally the deadline for bids
from suppliers. When all information is published on the
network, suppliers can start to place bids. Finally, when
the deadline has passed, a smart contract gets triggered
that formally places all orders at the suppliers.

Overall, the blockchain-based network automates the
manual process of finding the best supply chain part-
ners. It offers clear advantages to the currently obscure
bidding processes for all participating parties. This part
was now investigated with a focus on the originator. If
we imagine a system where the bidding process is also
being automized, e.g., by smart contracts that bid auto-
matically when certain conditions are met from supplier
side, we can imagine how this network creates com-
pletely new supply chain designs that manually were not
to be emerged.

3.2. Sustainability & Governance

This chapter is going to give an overview of how DLT can
be used to create improvements regarding sustainability
goals. Therefore, a short overview of the current situa-
tion is given as well as deep dives into two use cases.

3.3.1. Status Quo and Problems Today

Companies nowadays are facing the pressure from mul-
tiple stakeholders to ensure their business operations
are meeting modern Environment, Social & Governance
(ESG) standards. On the one hand, consumers are pay-
ing more and more attention regarding sustainability
when choosing products to buy [26]. On the other hand,
investors are looking closely on the ESG performance of
their assets and are willing to pay a premium for socially
responsible investments [27].

One major problem when looking at ESG performances
is however information availability and trust. As Gold-
man Sachs points out in an article, a significant amount
of ESG data on companies are self-reported making it
difficult to objectively compare the information [28]. Ad-
ditionally, more and more concerns are rising regarding
Greenwashing. Therefore, it seems logical that compa-
nies should investigate whether new technologies can
help to make their ESG data better comparable and
more meaningful. In this chapter, two use cases are pre-
sented that do increase ESG performance by applying
DLT to their operations.

3.3.2. Use Case 5: “Real-time Emission Reduction in
Supply Chains”

As described in the previous use cases, blockchain is a
suitable technology to increase visibility and transpar-
ency along the supply chain. This use case applies data
from the blockchain to feed an algorithm to reduce car-
bon emissions.

This blockchain-based system was presented in the pa-
per “A blockchain-based approach for a multi-echelon
sustainable supply chain” and later-on tested by a simu-
lation. Therefore, an exemplary supply chain having sup-
pliers, manufacturers, distributors as well as a central
manager controlling the entire chain was designed.
Within that framework, an algorithm was developed to
include all relevant data inputs, such as inventory, labor,
and transport costs. Additionally, carbon emissions were
converted to a monitorial value to conduct optimization
with one variable only. The system then follows a 3-step
approach.

1. Inthe “Initializing Phase”, a first optimization is be-
ing done by inserting all available data points as
input for the algorithm. The outputs, including
Economic Order Quantity (EOQ) for each outlet
and inventory storages, are being uploaded to the
blockchain. Additionally, carbon threshold limits
are being determined, quantifying the maximum
allowed carbon emission per product.

2. The “Intervening Phase” is the part where block-
chain technology is especially needed. Real-time
data is being uploaded to the blockchain and emis-
sions per product piece are being constantly cal-
culated. If a limit of a certain outlet is being
reached, a smart contract triggers the main sys-
tem to start the “Optimization Phase”.

3. In this third phase, all new data points are being
downloaded from the blockchain and the algo-
rithm is being executed with the updated infor-
mation. As soon as a new optimum is being found,
the instructions are being updated in the block-
chain and the “Intervening Phase” starts again.

To give an example how this system might reduce CO2
emissions, imagine a factory in Malaysia having higher
energy costs than expected because the weather is
warmer than the annual average. If emissions are ex-
ceeding the pre-defined limits, the algorithm is going to
investigate whether using another factory in China for
the next batch has a lower emission cost, thus lowering
overall carbon emission and creating an overall more
environmentally friendly supply chain.

In a simulation using so-called MATLAB software, this
system was compared to a standard supply chain opti-
mization using a NSGA-II algorithm [29]. Different CO2
prices were tried out, and the blockchain approach could
outperform the industry standard by reducing emission
cost on average by 2.58%. Additionally, overall opera-
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tional costs were lower in all cases independently of or-
der demand. It is however important to note that this
simulation cannot reflect real-world complexity. There-
fore, the results should be seen rather as a proof-of-con-
cept than areal validation of the superiority of the block-
chain-based system [30].

3.3.2. Use Case 6: “Creating Traceable Circularity in
Supply Chains”

As the concept of Circular Economy (CE) is a growing
trend, current research is investigating the necessity for
Circular Supply Chain Management (CSCM). Even though
the terminology and the boundaries of CSCM are not
clearly defined yet it becomes evident that the sector is
driven by two main visions: firstly, the goal of a zero-
waste economy, and secondly the generation of restor-
ative and regenerative production cycles [31].

The basis of this chapter is an approach presented in the
paper “E-waste Management Using Blockchain based
Smart Contracts”. However, certain adjustments have
been undertaken. Firstly, the systemis being generalized
from a focus on the Indian recycling eco-system to fit for
a global implementation. Secondly, a credit system is in-
troduced that creates financial incentive for recycling,
thus eliminating the need for penalties from govern-
mental agencies as proposed in the paper. Thirdly, the
conclusion to circularity of the entire supply chain is be-
ing conducted and presented. Lastly, an overall score
was created to give consumers further insights about
the level of circularity of a respective product.

The first step in this adopted approach is to bring all
stakeholder on the same blockchain network, including
the implementation of smart sensors to track activities
and interfaces for users. The stakeholder in this process
are the producers, the retailers, the consumers, the col-
lection centers as well as recycling units. The second step
is that smart contracts are being developed that allow
the assignment of a unique ID to every product in the
supply chain. Additionally, a credit score is being calcu-
lated. This score is being generated by the value of the
raw materials within the product, multiplied by a certain
factor larger 1. The larger this factor is, the higher the
incentive for all supply chain stakeholders to participate
in the entire recycling process. However, a higher factor
also leads to a higher purchasing price for the final cus-
tomer, potentially lowering the attractiveness of the of-
fer. The third step happens through the entire product-
lifecycle. To ensure the product does not only make it to
the customer, a credit score has to be paid whenever the
product changes its owner. Therefore, the retailer pays
the producer, and the consumer pays the retailer (step
1 and 2 in figure 3). As the product is not used anymore,
the user can give it back to the retailer, thus receiving
back his money. The retailer can afterwards return the
product to the producer, who is responsible for the fol-
low-up recycling process. All payment processes are au-
tomated with smart contracts, giving all parties the cer-
tainty that credits are going to be paid back. The exact

process is modelled in figure 3, showing all physical and
financial transactions.

1 - Devery—

Figure 3: Proposed Circularity of Use Case 6. Own Representa-
tion.

Additionally, as all product transactions can be non-al-
terably traced ex-post, a score can be calculated in real-
time, showing the degree of recycling every product has.
For example, a shoe designed in a way that a lot of re-
sources could be recycled in the past receives a good
score that could be used for marketing purposes.

While this exact approach has never been implemented,
also because it was partly modified in this paper, similar
approaches have been conducted already. The US-
based specialty chemicals manufacturer Eastman Chem-
ical has developed a blockchain network together with
German software company SAP that can certify products
with an exact percentage of recycled materials used in
production as well as a tracking of that process over
time. According to Eastman Chemical, this project has
the potential to “be a turning point for the circular econ-
omy” [32].

4. Discussion of the Findings

4.1. Blockchain Implementation in Supply Chains
Today

According to the analysis conducted in chapter 3, two
main categories of blockchain penetration depths could
be found. First, low-level use cases, focusing on in-
creased visibility and low-level process automation can
be seen. This category includes use case 1 and 3 of this
paper. The technology of blockchain in these cases are
seen as a tool to enable an evolutionary progress. How-
ever, the technology does not really change the way sup-
ply chains are designed or decisions are being made.
Therefore, it cannot be seen as a revolution within Sup-
ply Chain Management.

The second category however refers to higher-level use
cases, such as cases 2, 4, 5, and 6. Here, the increased
visibility and transparency enabled by DLT is used to cre-
ate deeper interference with the management of supply
chains. Therefore, decisions, like the process of choosing
the best manufacturer, are being shifted away from sin-
gle supply chain stakeholders and are instead exercised
by pre-defined conditions within smart contracts. This
category is indeed to be seen as revolutionary, as it
transforms supply chain design and shifts power from
stakeholders to the technology.

Looking at real-world implementations, it is noticeable
that many companies did already implement pilots of
the lower-level use cases. By just increasing visibility and
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automating low-level processes, companies can try out
the possibilities of the technology and build up internal
blockchain competences, without risking a falsely imple-
mented smart contract to result in the malfunction of a
supply chain. The higher-level use cases however only
start to emerge in the real world. Scientific papers are
already proposing specific instructions of how the tech-
nology might be implemented and simulations being
conducted to understand the implications, and it is to be
expected that more and more real-world implementa-
tions of these ideas are to be seen in the next years.

4.2. Identified Problems & Concerns regarding
Blockchain Implementation

The reason why real-world implementation, especially of
higher-level use cases, are however slow to emerge is
because even though possibilities are promising, com-
panies are also facing a lot of challenges. To better un-
derstand the barriers of real-world adoption, the TOE-
framework, developed by Tornatzky and Fleischer in
1990 is going to be used.

Firstly, technological problems occur within blockchain
implementation. A big challenge are thereby security
challenges, such as 51% attacks on smaller networks and
endpoint vulnerabilities from user interfaces and APIs.
Additionally, the immutability of blockchain does also
create challenges. It is difficult to impossible to change
data within blocks, even though if false information has
been uploaded. Thirdly, according to a representative
study by the World Trade Organization, Standardization,
Interoperability and Integration to back-office systems
are a big hurdle for real-world implementation [33].

The second dimension of the framework refers to all en-
vironmental problems. Firstly, legal and governmental
uncertainties are a huge problem. While different coun-
tries indicate different approaches regarding future leg-
islation of crypto projects [34], also current laws are
partly in conflict with DLT. Article 17 of Europe’s GDPR
states the so-called “Right-to-Forget”, meaning compa-
nies must delete user data on request. It is however un-
sure how this can be done for date stored in blockchains.

The last dimension investigated are organizational prob-
lem. Thereby, a lack of management expertise and com-
mitment can be observed [35]. This means that decision
makers are not fully aware of the possible implications
DLT might offer. Adding to that, the high implementation
costs of blockchain developments lead to a lower moti-
vation to implement DLT projects.

4.3. Possible Implications for the Future of Supply
Chains

While it is difficult to predict and quantify the exact de-
gree of innovation DLT is going to bring to the logistics
sector, it is safe to say that some parts of it are going to
be evolutionary or revolutionary influenced by the tech-
nology. All presented use cases that conducted a simu-
lation or real-world comparison of the proposed imple-
mentations could see efficiency gains and therefore

value creation compared to the Status Quo. Also, the ris-
ing number of crypto-startups and their successful fi-
nancing rounds show that various parties believe in the
financial success of DLT. Based on the analysis of this pa-
per, three assumptions can be made regarding possible
implication on Supply Chain Management:

1. DLT can digitize, automate, and enhance processes
in a way earlier technologies were not able to. As an-
alyzed earlier, the complexity of supply chains leads
to a situation where white spots regarding automa-
tization can still be found in many places, for exam-
ple the wide use of paper and wet signatures for the
B/L process. The analysis suggests that these white
spots will be automated by the implementation of
DLT soon.

2. DLT has the possibility to solve basic and structural
challenges that have been around in Supply Chain
Management for decades. For example, the well-re-
searched bullwhip effect could be significantly re-
duced. By automating order and prediction pro-
cesses with smart contracts, the amplification of
highs and lows can be reduced. Looking at the con-
tract theory, we can explore a second example. The
Grossmann- Hart-Moore model of contract incom-
pleteness states that at the time of contract signing,
not all future events can be predicted, thus leading
to a deviation from the original agreement at some
point of time [36]. With the introduction of smart
contracts, that are being pre-defined and are non-
changeable afterwards, the degree of contract com-
pleteness could be increased.

3. ltis to be expected that legislation is going to follow
innovation. Theoretical research and practical pilots
are already showing today the effectiveness of the
technology, therefore putting pressure on govern-
mental bodies to create an environment this inno-
vation can thrive. In the blockchain world, this could
be seen already in a financial context. The German
authority for financial supervision, Bafin, created a
legal environment for crypto-based security token
offerings (STO) to enable innovative corporate fi-
nancing models with a safe legal frame [37].

5. Summary and Take-Aways

To assess the potentials of blockchain technology, this
paper first gives an overview of important concepts and
currently available implementation options. Thus, the
differences between centralized, decentralized, and dis-
tributed computing as well as blockchain technology are
explained. Afterwards, in chapter 3, a deep dive into six
use cases is undertaken. The paper finds that these
cases can be categorized regarding their implementa-
tion depth into low-level and high-level use cases, that
differ in implications for the supply chain design. After-
wards, technological, environmental, and organizational
problems are presented that explain why blockchain
technology is only starting to emerge. Many concerns
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and questions remain unanswered today, thus, creating
a need for further research as well as entrepreneurial
action, additionally underlining the importance of comb-
ing theoretical and practical approaches for this young
technology.

The main question to be answered with this paper is
whether and how DLT can be used to overcome existing
problems in Supply Chain Management and to create
additional value for its stakeholders. The main ad-
vantage blockchain is enabling is the increased visibility,
trust, and certainty for all supply chain members. How-
ever, the implications of using these advantages go far
beyond that. The analysis shows that the implementa-
tion of distributed technologies can increase supply
chain resilience and improve their design. Additionally,
different approaches are presented that proved in sim-
ulations and pilots that value creation through block-
chain implementation does work. However, while prom-
ising, the technology cannot be expected to solve all sup-
ply chain-related problems. More and more intercon-
nected economies, the effects of JIT manufacturing, and
the consequences of geopolitical events are not going to
be solved only by automating certain processes with
DLT. Thus, to create sustainable, secure, and efficient
supply chains that meet the economic and political goals
of the next decades, blockchain and DLT can only be
seen as one piece that needs to be set and seen in the
bigger context.
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The future of soulbound tokens and their blockchain accounts

Felix Hildebrandt
LUKSO Blockchain GmbH, Képenicker Chaussee 3a, 10317 Berlin

The topic of soulbound, non-transferable tokens is getting lots of interest within the blockchain space lately as
decentralized societies become more tangible with Web3 social media applications and DAOs. In this article, |
want to outline how such tokens function, their problems for adoption and standardization, and how they differ
from verifiable credentials in the SSI field. As such soulbound assets will likely rely on extended recovery and
asset management schemes to become viable identities that safely gain reputation and trust, features like social
recovery and contract-based accounting are incorporated. By combining those new technologies and the the-
oretical crypto-native identity construct, the paper will give an impression of the future user-centric data eco-

nomy.

1. Current NFT Landscape

NFTs are non-fungible, tradable tokens primarily used to
represent something of monetary value, but use cases
for documenting attendance, skills, and accomplish-
ments have become more prevalent. These tokens are
attestations to specific individuals and hold value similar
to diplomas, certificates of achievement, or even reputa-
tions gained through interpersonal interactions. This use
case reveals an issue with current NFT standards: they
are transferable and cannot be bound to a specific indi-
vidual. As Vitalik Buterin discussed [1], today's NFTs are
tradable items that can gain value and inevitably
become a signal of wealth, even when it is not the origi-
nal intent.

2. Soulbound Token Functionality

Unlike regular NFTs, soulbound tokens (SBTs) are a con-
cept of non-transferable assets. Once issued, they be-
long to a specific identity. They cannot move to a new
address (without social recovery) and cannot be traded
for a different asset. However, they can represent spe-
cific values. Soulbound tokens mimic special certificates,
accomplishments, accurate proof of attendance, or
social interaction graphs that cannot stem from another
identity. Issuers of these tokens “are not interested in
whether or not you paid someone who attended some
event. They are interested in whether or not you perso-
nally attended that event.” [1]

Bound tokens could be issued by the same account, ac-
ting as a post or information about themselves, but also
attested or shared by other individuals or institutions. A
Web3 attestation flow [2] would enable self-sovereign
acting users with attesters and verify instances around
them. Handing out such soulbound tokens from others
to user accounts would enable bound airdrops from
communities or a DAO controlled by accounts with
certain SBTs instead of votes that could just be traded,
building much stronger bonds within communities.

2.1 Issues with non-transferability

The decision POAP [3] made when creating their atten-
dance token ecosystem breaks down the problems
faced with developing bound tokens.

1. Users might have good reasons to migrate their assets
to a different wallet for security concerns. Externally Ow-
ned Accounts (EOAs), the most prevalent blockchain wal-
lets currently used, are bound to one single recovery
phrase that cannot be changed if compromised. That's
due to their minimal key-based [4] nature. Users would
face the loss of their non-transferable tokens if these ac-
counts became inaccessible or compromised.

2. Users could create a custom smart contract with a
transfer or ownership function to hold the bound NFT.
With such wrapper contracts, users could sell or trade
the asset’s “shell” instead of the non-transferable NFT if
transfer functions are limited to one or static within an
NFT's constructor.

Transferability has led to exploiting tokens that are not
meant to be transferred, like secret drops or whitelist
spots. One could argue that services that rely on those
NFTs can verify ownership by checking if the asset has
been moved, but there are further issues:

3. SBTs on EOAs could not exist without external proof
and reissuing services. Imagine a user who wants to up-
date their address. They would need to verify that they
are the original identity of both the current and the new
address, denying that the SBT has not been sold. It
would require a dependency/process to authenticate.
Such a service is provided by the Proof-of-Humanity at-
testation service [5] but might get complicated against
non-human identities. However, even more cumber-
some, every attestation service would have to imple-
ment an interface to either burn/reissue or transfer the
SBTs, which will cause a tremendous number of transac-
tions for rich histories of interactions.
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4. What if only the owner of the anonymous smart
contract wrapper has changed without transferring the
NFT that it holds? Depending on the management of the
roles of such a smart contract, the traceability of SBTs
can become unmanageable, as people may just set up a
non-standardized and non-bound shell around them.

The conclusion: Soulbound tokens are not easy to imple-
ment because they must be issued to specific identities
that have met a particular prerequisite, which requires
customer verification (KYC) or an established social
construct. Once the framework is more tangible, proto-
types will likely test different attestation aspects and
protocols.

Here, modular standards [6] (LSPs) mainly developed by
LUKSO for now, can solve some issues by replacing tra-
ditional EOAs with smart contract-based accounts built
around the ERC725 Proxy Account [7] standard. Such
can contain metadata for storing verifiable information
or claims of identities and only use EOAs as their control-
lers. An example would be Universal Profiles [8], which
can have descriptions, pictures, assets, and more data
attached. Through a key manager, the account can be
controlled by multiple keys with individual permissions,
safely allowing numerous devices and services to restrict
control of the identity. Unlike key-based accounts,
contract-based ones can update security without losing
tokens or relying on third parties to reissue assets. Ser-
vices could only hand out non-transferable tokens di-
rectly to Universal Profiles if they prove their ownership
through controller keys. Especially such an interface de-
tection for universal contract standards further limits
the use of wrapping up assets.

In theory, the only edge case remaining is setting up an
abstract identity from an anonymous profile when
buying an asset that starts gaining an honest reputation
after the first (and final) SBT trade. For example, a Uni-
versal Profile that stays anonymous to get some SBTs.
Since it cannot secretly sell the SBTSs, it sells the whole
anonymous account to someone instead. The buyer
could change the keys, fill his profile with correct infor-
mation, and act truthfully. The only remedy would be at-
testers introducing precautions.

2.2 Hybrid types for extended management

SBTs could also implement a revoke function for issuers
or communities, where tokens are initially revocable and
transferable before transitioning into a strict non-trans-
ferability. To ensure tokens are not financialized and
sold to a different party, or if keys are lost or stolen, the
issuer could burn and reissue (or transfer) the token to
a new wallet. Such hybrid forms could also bring lots of
value when proving if the user has authentic community
membership or is new to Web3 and does not have his
final account set up. Tokens or memberships could be
easily revoked within a probationary period or after a
duration of unexplained inactivity.

The more SBTs the account has, the easier it would be to
prove the identity belongs to that address, thereby con-
firming the legitimacy of reputation-based NFTs and
SBTs held within the account. These systems serve social
media purposes, similar to a resume for job applicants.
Instead of proving work experience and the completion
of assessments, SBTs allow for the growth of online re-
putation as a means for being recognized and taken se-
riously. If there is only one SBT and an account with few
interactions, it will become difficult to distinguish
between honest members and blenders. Uncertainty
may lead to actual engagement counters or metrics, as
an SBT is only as good as its strict hand-out process and
trusted issuer.

2.3 Cutting dependencies

Even if there is no standardization for SBTs yet, the con-
cepts are slowly becoming tangible. Web2 was never
built around sovereign identities; instead, machines with
their device address connected to central servers and
having their data managed and held by external ser-
vices. [2] Even if Web3 could solve such dependencies in
the future, it currently still lacks primitives to represent
social identities in the first place. Most blockchain pro-
jects have become fundamentally dependent on Web2
or are using Web2-like structures in the backend. Some
examples of the dependencies we face:

1. Since EOAs cannot represent profiles independently,
NFT artists rely on centralized platforms like OpenSea
and Twitter to commit to scarcity and initial provenance
and act as authenticated projects. EOAs do not have
data attached; they only serve as an address to hold as-
sets and sign data with a private key so that outsourcing
appears justified.

2. DAOs that try to move beyond sellable coins for voting
often rely on Web2 profiles to authenticate and ensure
Sybil resistance. Faucets or quota systems face the same
issue. Using the Ethereum Name Service (ENS) as a Web3
equivalent mainly depends on a paid subscription [4],
but also just acts as a sellable NFT held by an address.

3. Many Web3 participants rely on custodial wallets ma-
naged by centralized entities like Coinbase or Binance.
Decentralized key management systems are not user-
friendly and lack the functionality to act on happened
transfers for tokens or NFTs, making it super hard to ma-
nage assets even before building more complex data
economies like social media applications.

4. Most services gathering asset information about an
account rely on centralized projects like Etherscan since
services cannot easily read data directly from the net-
work or smart contracts.

The common sense of criticism directs to the conclusion
that there need to be multiple standards between the
token and its account to enable convenient and de-
centralized societies, leading to the next question.
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3. What is a soulbound token without a Soul?

Souls as token enclosures in outlined decentralized
societies could represent humans, machines, organiza-
tions, or anonymous or fictional personalities- anything
that requires an identity and a reputation bound to them
specifically. An identity has little value without external
attestations of abilities, qualities, and character- the buil-
ding blocks of reputation and trust. SBTs can represent
these attestations for Web3 identities, but unlike most
tokens today, they hold no value without this bond to an
identity instance, e.g., “Soul.”

It is crucial not to restrict what a Soul is and what it could
become. Through Proof of Humanity [5], a human Soul
might be able to expand the field of decentralized fi-
nance (DeFi) services into undercollateralized lending.
SBTs could represent “digital twins” of real-world assets
or other requirements from the DeFi world. But one
might also gain a reputation in other communities by ha-
ving a fictitious identity, as seen by the movement of
Web3 communities where NFTs act as entry points to ga-
ted communities. SBTs could enable new horizons
within public or private communities for both sides.

Still, Souls as regular EOAs make it hard to enable the full
capability of SBTs in a decentralized society:

1. There is no standardized way of attaching data directly
to the account other than by holding or owning an exter-
nal contract that might be transferable.

2. There is only one backup seed for each account, and
people could quickly lose their Souls and assets. This
lack of security is especially problematic for individuals
with valuable assets and cross-app reputations stored
on one account. Users should not hold their whole iden-
tity or Soul on one single, static backup.

3. There is no structure to owning multiple social graphs
or tokens with one identity. Every NFT is just thrown onto
one address, which can be chaotic without Souls for
every service.

4. They lack convenience. EOAs need funds before inter-
acting with anything on-chain, cannot accept or reject
transactions, cannot store data themselves, and do not
store their set of owned assets in a decentralized, auto-
mated way.

In conclusion, SBTs do not directly bring more people
into the blockchain ecosystem; it is the framework that
surrounds them. Extended account functionalities and
convenience are needed for new use cases and mass
adoption. Souls must function as a user-centered iden-
tity manager, not just a simple token enclosure.

4. Mainstreaming contract-based accounts

As mentioned before, LSPs could be seen as a game
changer for decentralized societies. Since 2020 the
LUKSO project has been actively building standards to
simplify and improve the blockchain experience. It could
become the perfect framework for Souls, even without

initially considering SBTs. In detail, the combination of
an EC725 Proxy Account [7] and LSP2 Storage Schema
[9] lets a basic EOA evolve into a contract-based identity
that features attaching rich information to it in a unified
list scheme that is easily parsable and expandable. This
could become useful for direct claims or attached assets
on the ERC725 Account. [6] LSP3 [10] further transforms
the account into a Universal Profile, adding public data
like images, names, tags, and descriptions. With the LSP6
Key Manager [11], a Soul could easily update and up-
grade the security to swap out or manage multiple keys
and define specific permissions. By having a Storage
Schema, the frame of the SBT could already have its me-
tadata before attaching anything to it. It would enable
identities to start gaining some initial reputation and in-
teract with each other in an easily accessible way, which
is especially needed to go beyond the current Web3
adoption.

In combination, the ecosystem of LSPs [4] will remove
numerous dependencies and bring more convenience.
For instance, The LSP1 Universal Receiver [12] is a stan-
dard for transaction handling that could be used to re-
ject or approve tokens. The feature is not only conve-
nient, but it also allows for the safe listing of specific ac-
counts. The ability to deny specific soulbound tokens
and social interactions is vital in the context of Souls, as
SBTs are ideally forever connected to an address.

4.1 Social Media adoption for Web3

LENS [13], a popular blockchain social media protocol,
can serve as an example that further outlines the bur-
dens of EOA-Souls. The project uses EOAs to receive an
NFT that mimics account profiles. Using NFTs as profiles
has considerable disadvantages. The social media iden-
tity is not only attached to a static EOA key but also uses
regular transferable NFTs, which means Souls purely
rely on data from held assets instead of data being di-
rectly attached to the account. Not just profiles, but also
interactions (posts, follows, comments, or reposts) are
represented by an NFT. Since there is no functionality to
accept or deny incoming assets, bot accounts could re-
gister handles, follow spam channels and send NFTs re-
presenting a follow to other accounts, which would pro-
pagate the unapproved content within their feed. This
spamming could get even worse if spam attesters
handed out SBTs. Therefore, prompt or discard by
default should be common sense when introducing fu-
ture SBTs. By using the NFT method, multiple profiles
could also be sent to one EOA, making them unusable
with any social graphs, as their interactions are not lin-
ked directly. Uncontrollability of asset transfers may be
why Aave, initiator of the protocol, is hesitant to issue
handles.

Even for the organization of assets and attached ser-
vices, LSP9 offers Vaults [14] that mimic profile subfol-
ders or separated wallets, keeping NFTs well organized
and enabling services to read and write contents from or
to certain sub-contracts. This categorization might
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become essential long-term when things like social me-
dia posts fill up accounts with thousands of NFTs. For
SBTs, it has to be said that such Vaults would also need
to be bound. Without proper organization, searching for
a token from the past becomes unwieldy. This chaos can
already be seen on some OpenSea profiles of larger
LENS accounts: it quickly happens to lose sight, which
will only get messier for future social graphs. Like sub-
domains on ENS [15], Vaults could be the best solution
for these organizational issues. The read access to Vault
contracts would further allow users to focus on enjoying
social applications. In contrast, the applications manage
their transactions but always keep data and rights on the
user'’s side.

4.2 Convenience is essential

LUKSO standards can provide users unprecedented con-
venience and reduce dependencies on centralized enti-
ties [16] with standards for tracking received assets and
a tool to subsidize transaction fees. Currently, most
blockchains rely on centralized instances like Etherscan's
block explorer to query a profile's current and previously
owned assets and transaction history. For future de-
centralized societies, frequent tokenized rights or inter-
action checks will result in heavy demand for these
queries. LSP5[17] and LSP10 [18] keep track of every ow-
ned asset or Vault by default. This information can al-
ways be read directly from the contract, removing the
need for block explorer APIs and making room for truly
decentralized frontends.

Developing a novel blockchain ecosystem goes beyond
the creation of smart contract standards. A standardized
off-chain relay tool [19] built by LUKSO also allows ser-
vices to pay for transactions and execute them on the
user's behalf. Users are alleviated from directly paying
fees, so they no longer have to get coins from crypto
exchanges to start interacting with the blockchain. Pro-
jects and companies can develop new business models,
such as advertising or subscription-based financing, net-
work quotas allowances, or subsidized onboarding.
These features provide a more familiar experience for
the user, significantly lowering the entry barrier for
newcomers who expect a Web2 user experience. For
services like LENS, users would not have to get MATIC
tokens before claiming a handle or publishing a post.
Instead, EVM-based projects could run their funded off-
chain relay service to create better onboarding.

Using extended complexity like smart contracts as ac-
counts requires more gas per transaction and therefore
comes with a higher cost. The team at LUKSO spent
years developing those fundamental building blocks and
making them as modular and lightweight as possible.
However, it won't be the best experience on occupied
networks, which are struggling with fees already. If most
of the network still uses EOAs, they further heavily lack
the feature set while interacting with contract-based ac-
counts. Blockchain standards can only achieve long-las-

ting and proper convenience if the entire ecosystem re-
lies on them. That's why LUKSO focuses on a standalone
ecosystem. However, standards and tools are compa-
tible with all EVM chains and developed for various eco-
nomies.

5. The need for community recovery

The last chapter explained the significant impact
contract-based accounts bundled with a key manager
could offer for Soul recovery. For security concerns, ser-
vices could implement varying burn-and-reassign me-
thods for SBTs. One example would be using social
recovery schemes [20], where trusted relationships are
relied upon to back up a Soul instead of just creating
more self-recovery options for the user. But defining the
right set of Souls to restore an identity might be difficult.
The user must balance choosing a significant enough
number of friends to avoid both power positions and
collusion. Group size can have a substantial effect on in-
terpersonal relationships within a group. Collective thin-
king dominates in large groups, as opposed to small
groups, where each voice carries more weight and has a
high impact in the event of discrepancies.

For social recovery decision-making, large groups may
succumb to a collective opinion more than the individu-
al's wishes. In contrast, smaller groups with closer inter-
personal relationships can more accurately manage a
Soul's wishes but have less collective accountability, ma-
king them more prone to collusion. Here, death, dispu-
tes, or falling out of touch would require frequent up-
dates to maintain a successful recovery.

A more robust solution, is tying Soul recovery to its
memberships across communities or services, drawing
on a broad set of real-time relationships for security. [21]
People a user currently and frequently interacts with
could attest that an old account is no longer accessible
or under that user's control. After a certain number of
attestations, the previous SBT can be removed, and a
new token reissued to a new address. Such a community
recovery model would require consent from a member
belonging to a qualified majority of a random subset of
Soul communities.

By “embedding security in sociality,” [21] users can
constantly regenerate the keys to access their accounts
through community recovery, deterring Soul theft or
sale. If someone wants to sell a Soul, he would also have
to bribe all his recovery relationships, annihilating its or
his social circle’s credibility.

Social recovery does not provide a solution for
recovering compromised EOA private keys from an atta-
cker. Once known, the attacker can always act as the
compromised identity, since the backup is static. Again,
a set of smart contract-based accounts could likely bring
SBTs forward. Mainstream adopters could secure their
identity with multiple private keys for different devices.
Since the smart contract address will stay the same, SBTs
would not need to be burned and reissued from old
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addresses. Only the keys and security will require upda-
ting through recovery, reducing the overhead issuers
would deal with. LSPs, as sophisticated building blocks
coming out of the ERC725 Alliance [22] work field, are a
giant leap forward in developing security options for the
ecosystem. With changeable keys with different permis-
sions, hackers will likely be limited in functionality by
default. If set up correctly, the scheme efficiently pre-
vents unauthorized users from accessing the higher per-
mission keys of the Soul. Proper backups, like commu-
nity recovery, could be added in the future to act as the
final option for regenerating keys to control a lost Soul.

6. Caution when binding Souls

Although possibilities may sound promising, people
must use Souls with caution and anonymity. SBTs have
great potential to “compensate for in-group dynamics
and achieve cooperation across differences.” [21] Still,
they risk being “used to automate red-lining of disfa-
vored social groups or even target them for cyber or phy-
sical attack, or enforce restrictive migration policies.”
[21] Initially, individuals might only carry SBTs that they
are comfortable sharing publicly. Still, as most of society
grows into such ways of interaction, some will not ques-
tion the consequences of sharing. An excess of SBTs may
reveal too much, making the Soul transparent and vul-
nerable to social control. Blockchain-based systems
used for social media are likely public by default, and so
are the profile and NFT data written into contracts. “Any
relationship recorded on-chain is immediately visible
not just to the participants, but also to anyone in the
entire world.” [21] If improperly managed, having mul-
tiple anonymous Souls and pseudonyms for various
social corners and SBTs could make it very easy to cor-
relate different Souls to each other.

Services could use zero-knowledge proofs for linked off-
chain data that can only be seen by certain other Souls
if revealed. However, when examining the other ext-
reme, having too many private SBTs may lead to hidden
communication channels that eschew correlation dis-
counting for governance and social coordination, for-
ming dangerous manipulative bubbles that undermine
healthy social systems.

Cheating can also be an uncomfortable subject. “Souls
may misrepresent their social solidarity, while coordina-
ting through private or side channels.” [21] For example,
if SBTs were issued to prove attendance to a required
conference, unscrupulous conferences could offer such
SBTs in exchange for bribes. With an adequate number
of bribed people, Souls and bots could generate fake
social graphs that make the account look authentic.

Managing faked social bubbles could become cumber-
some for DAOs and their voting power. “Conversely, if
SBTs are used to discount coordination, Souls may avoid
SBTs to maximize their influence.” [21] Coordination is a
game theoretical problem on its own. Solutions include
creating highly frequented community channels with

strong social ties and repeated interactions, similar to
school classes or working environments. Services could
also require SBTs or strong bonds to others to partici-
pate in discussions to detect superficial, collusive
groups. Regarding the backend, protocols could imple-
ment incentives and punishment systems to encourage
honest behavior. Fortunately, there is already research
on social media behavior from the recent decade that
can be drawn upon.

7. Connection to Verifiable Credentials

For self-sovereign identity (SSI), the W3C [23] has been
setting up new standards for years with Decentralized
Identifiers [24] (DIDs) and Verifiable Credentials [25]
(VCs) to issue certificates. These standards use a Web3-
like Identity Flow [2] similar to SBTs, where data is mana-
ged in a user-centric way. Issued certificates are share-
able depending on the user's location. Still, they often in-
clude personal, sensitive items such as driver's licenses
or passports and mainly focus on institutional, centrali-
zed issuers like universities, governments, etc. VCs also
differ since they do not specifically need to operate on a
public blockchain. Hadrien Charlanes, founder of the SSI
attestation project Sismo [26], mentioned: "VCs fit well
with systems requiring off-chain operators, databases,
and traditional actors." [27] They are perfect for use
cases like "KYC, off-chain certificates and to bridge from
Web?2 to a blockchain native environment." [27] Instead,
SBTs are crypto-native, fully operating as a data layer on
the blockchain.

SBT standards can become new members of the already
actively developing SSI tech stack. SBTs and VCs comple-
ment each other because of the data protection termi-
nology. [21] SBTs are initially public, making them unsui-
table for private data. On the contrary, VCs are used to
sharing information unilaterally, making them unsui-
table for joint social applications since they rely on some
level of publicity and community. When sharing VCs,
Souls cannot know that another one owns an SBT until
that information is shared. Invisibility makes estab-
lishing a reputation, credible commitments, and visibly
verifiable governance impossible. Secondly, it is almost
impossible for an identity in a multiparty social relations-
hip to have the unilateral right to disclose the relations-
hip without the consent of the others. When two parties
co-own an asset and choose to represent their relations-
hip through a VC, such a credential does not enable
mutual consent and permissions. This problem carries
over to more complex cases in managing ownership and
complex organizational forms such as DAOs and permis-
sions, a feature of decentralized societies. [21]

The DID and VCs standards built on top of the current
economy that deals with restrictions on private data are
slowly seeing adoption. Ideas that take an approach by
focusing on public data push development forward ra-
pidly. [2] Here, SBTs and LSPs have the significant advan-
tage of developing on a blue ocean for a data economy
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that is yet to come. Various businesses outside the crea-
tive economy could adapt, expand or dock onto stan-
dards to make mainstream decentralized services a rea-
lity for the younger generation, whose most crucial skill
is the exchange and finding of interests among each
other that SBTs could soon enable.

9. Outlook

The path from the current web3 ecosystem to aug-
mented sociality mediated by SBTs faces a classic adop-
tion dilemma: SBTs encourage non-transferability and
identity-specific approvals, but today's EOA wallets do
not have proper backup schemes and risk losing their
digital Soul. As the paper about decentralized societies
stated, “In order for community recovery wallets to work,
they need a wide variety of SBTs across discrete commu-
nities to be secure. What comes first: SBTs or strong
social recovery?” [21]

This question of the SBT's birth is the perfect starting
point for contract-based accounts and the first set of
LSPs [28] built beyond the ERC725 Proxy Account [7]
standard. Here, communities can develop various key
and backup schemes beyond a key manager without
reissuing SBTs, as their Soul will only update its control-
ler keys. Such contract-based Souls can also deliver
much more convenience like permission handling, re-
layed transactions, or transfer approvals. Extended
functionality would allow accounts to exist with solid on-
boarding, directly added claims, and recovery before
more significant amounts of SBTs are handed out. Due
to their integrated data storage, proper enclosures will
further give more weight to who users are and less
about what they have acquired. All this leads to safe-
guarding people and their assets without relying on 3rd
parties.

Hybrid versions of SBTs could be another good starting
point by giving communities time to build proper
recovery before tokens are locked, further strengthen-
ing SBT issuing. But it has to be said that such manage-
ment schemes still would have to be laid out and tested
in the wild. For now, ideas are novel, and there is no
commonly adopted flow regarding social media soluti-
ons.

Judging by all the community building happening in
Web3, proper Soul frames and related SBTs could move
the crypto scene from a generally money-oriented
mindset into a more social space, giving people back not
only power over their data and interactions but also pla-
cing focus on what truly matters: individuals and their
genuine, unique relationships.
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Digital Power of Attorney catalyzed by
Software Requirements for Blockchain-based Applications

Arno Pfefferling, Theo Weigel
Hochschule Mittweida, Technikumplatz 17, 09648 Mittweida

Blockchain Technology (BT) with so-called web3 is at an inflection point between new sub-theme hypes and
world-wide industrialization over last three years thanks to large companies like MicroStrategy [1], Facebook
[2] and several Venture-Capital formations [3] who are already fighting over market share and community
growth. Our work represents insights from Literature-based Software Requirement (SR) elicitation for a specific
Blockchain-based Application, which is creation, managing and control of digital Power of Attorney (POA). The
context of POA is not only a financial driven use-case it is by far a heavy weight universal legal transaction. We
use a morphological box and reduced PRIMS-P to synthesis a generic specification for further Blockchain-based
Application development. Formulated SRs in POA context are reflected on our core actors which are Grantor
and authorized, trusted, external Entities. Proposed characteristics for relationship and effects are visualized
in a reference model originally used in digital platform ecosystems [4]. This design and modelling approach
facilitated closing discussion of BT and its future eCommerce perspective.

1. Introduction the surviving dependents are relieved of stressful ad-
ministrative tasks. Besides those promises processes in
this context are very sensitive, since “involving incapable,
isolated, institutionalized persons in research tries to
prevent possible, albeit unintentional, exploitation of
them as members of a vulnerable population.” [10]. A
machine or technical system can emotion-free transact
this sensitive data, so that we anker BT with the de-
scribed application context and want to catalyze techno-
logical benefits in real-world use-cases.

Blockchain Technology (BT) and its applications are since
2016 more or less a hyped topic and described by sev-
eral peer-reviewed technical as well as theoretical re-
search contributions [5]. Financial applications are by far
not the only solutions today, but they are according to
Guo & Liang (2016) the ones with the greatest impact in
terms of value streams and usage levels which makes BT
interesting for sharing economy too, whereby the “inno-
vative distributed ledger technologies such as for exam-
ple the blockchain could support this with transparent =~ We follow the Research for Application-oriented contri-
recording and value exchange mechanisms among the  butions to uncover veritable properties of BT. According
involved actors” [7]. This quote is for our work the start-  to the “Blockchain Research Framework” from Spohrer
ing point to investigate how BT needs to be specified and  and Risius (2017) our approach can be seen as crucial
which Software Requirements (SR) are consequences prove for multidisciplinary statements. Furthermore,
out of the involved real-world actors. their prospective paradigmatic research questions:

The chosen application scenario for value exchange is  “How do blockchain platforms differ regarding features
the topic of digital legacies, specifically digital services and designs?

for the implementation and use of Powers of Attorney
(POA). Digital value lays in the representation of various
unilateral legal transactions and the scope of their actual
release. Caruso (2018) points out that “modern unilat-  What are the technological interdependencies between
eral contracts can expand the range of private autonomy  different blockchain features (e.g., levels of permission
and enable agreements that will generate net welfare  and consensus mechanisms)?

gains”. Generally, POA is within innovative firms already
partly automated by so called Enterprise Legal Manage-
ment (ELM) Software where arrangements of contracts  are guiding our here proposed systematic literature re-
and accounts for example in the event of death can be  view and conceptual design-oriented methodology in to-
processed. ELM is “just as Enterprise Resource Planning  tality. After the introduction, this paper is explaining two
has overhauled the finance function, so too there is core elements: 1) Smart Contract (SC) which is program
promise that a foundational and integrated system of  code stored, processed, and used over BT - in other
record can improve in-house legal operations and work- ~ words SCs are acting as automated logic for the transac-
flows” [9]. But POA is particularly helpful for private rel-  tions on data; 2) Characteristics of BT under the context
atives, as important documents like living wills, bank  of POA - including a generic mapping of possible seman-
statements and insurance documents are available and  tic objects. Followed by a detailed description of our ap-
processed digitally. So, if the worst comes to the worst,  plied Methodology and convicted Findings completed at

How can different blockchain systems complement each
other to overcome individual constraints?

How can the technical strengths of multiple public?”
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a discussion of our proposed SR. Those SR are elicited
from explained source items and align with the goal to
enhance the digital handling of POA, especially for Gran-
tors, which are manifestation of our user-centric view.

2. Background and Foundations

The mystical emergence of Bitcoin has seen light over
the recentyears, so that the development steps and pre-
conditions as well as the circumstances around Satoshi
Nakamoto are more and more acknowledged [12]. Also,
the Limitations in Bitcoin were addressed by a group led
by avowed Viatlik Buterin [13] and resulted in founding
the Ethereum Blockchain. The first practical applications
have been implemented on the Ethereum Blockchain,
starting in 2016, with the “Ethereum Request for Com-
ments” (ERC) 20 and the standardized SC structure in-
cluding the functionality to implement so-called Initial
Coin Offerings, which allowed to access a global capital
market direct in the creation step [14]. The combination
of a distributed programmable logic on a ledger with the
omnipresent need of market fit in an open innovative
environment and the wide unregulated experimental
setup have created application areas beyond cryptocur-
rencies. Academic literature defined features of distrib-
uted ledger technology are trust-free, transparent, and
highly secure nature by decentralization [15]-[17].

Today, two applications are significantly present in the
Ethereum eco-system. Firstly, the so-called Non-Fungi-
ble Tokens based on ERC 721, which are used to map
ownership of digital or digitized values and goods, cur-
rently mainly for digital art and collectibles, as well as the
entire complex of topics of so-called Decentralized Fi-
nance, which deals with the exchange and trade of de-
centralized values in the form of e.g., security or utility
tokens [18]. SC-based decentralized exchanges such as:
MDEX or Uniswap recorded a tremendous growth in
sales in the process. Currently, the top 10 decentralized
exchanges on Ethereum are turning over values of ap-
proximately $3 billion daily [19]. The examples of ERC 20
and ERC 721 token shows that Blockchain-based SC
works and have entered a mainstream in regards of
eCommerce, so that already new disruptive markets
with enormous growth potential are realized [20].

In addition to these pioneering standardizations, new
topics and industries are constantly being investigated
regarding the use of BT by a crowd as audience and pilot
applications aiming for new use-cases in being under dy-
namical development [21]. In supply chain management
(proof of origin, tracking) and, most recently, in digital
identities based on the principle of self-governance (self-
sovereign identity) are particularly worth mentioning. Fi-
nally, we want to highlight that at Mittweida University of
Applied Sciences other prototypes in use of BC are being
investigated, such as: decentralized electronic voting,
SC-automated insurance cases as well as authorization
and signing of digital exam certificates. Following the ar-
chetype taxonomy from Weking et al. (2020) we have re-
search steps in any application fields and this paper can

be seen as practitioner contribution within Blockchain-
based supply chains for data traceability, verification, re-
duction of redundancy on physical assets as a user-cen-
tric shared database for all members of the whole value
chain. Involved actors in the value chain of POA are de-
fined as the following: a) authorized Entity (in German
“Bevollmachtigte”): has the right given by the Grantor to
carry out a specified power for something in the real-
world. This something can be a need of various actions
or even state confirmations covered by a scope and un-
derlying initial goal of the Grantor. Legal difficulty for in-
terpretation of giving meaning to normative standards
for SC is already addressed and noted [23]. To solve this
interpretation, issue the authorized Entity must interact
with an external Entity to achieve the execution of a spe-
cific point from a POA record. b) external Entity (in Ger-
man “externe Dritte”): person or institution which vali-
dates the execution of the given POA scope and notifies
all participants of a state change (e.g. "done"). ¢) The
Grantor (in German “Vollmachtgeber”): person that cre-
ates and initially defines from himself goals for the POA.
d) The Power of Attorney (in German “Vollmacht”): POA
is @ document or record that authorizes the holder to
carry out specified power given by the Grantor. Holder
in respect to digital objects means a state which is linked
to one identified actor. e) trusted Entity (in German
“Treuhander”): person or institution which observes a
POA dataset and knows about its validity by ensuring le-
gal custody of a POA record. The single POA record itself
is manifested by at least containing a signatory signature
[24]. The core actor is the Grantor who need to have an
initial goal and could name all involved actors or at least
the trusted Entity to avoid fraud. Conflicts are disputed
via Governance transactions as Trust building ankers
within the BT system itself and reach a central design as-
pect as it is empirical suggested by Lewis et al. (2021).

For mapping the domain of POA with BC we defined
characteristics in a morphological box, which is a creativ-
ity method for the systematic analysis of complex pro-
cesses. According to [26] morphological analysis “is best
suited for problems/systems of interest which cannot be
adequately expressed using quantitative models and
thus methods and software for mathematical optimiza-
tion or simulation are nonapplicable (e.g. objective func-
tion and mathematical programming)”. The domain un-
der consideration of BT is broken down in a structured
way to identify system components for which possible
variants as Levels are defined (see Table 1).

The following tasks were conducted: 1) definition of
characteristics (or attributes in case of physical objects)
of existing components which have independence of
each other, then 2) listing all cross-brainstormed expres-
sions of respective characteristics to create a matrix in
which every combination of theoretically possible values
is aligned and 3) selected expression of the characteris-
tics are chosen in each row, resulting in a minimized
combination by intuitively consideration of holistically as
solutions at a specific time. To get a systematic this
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selection process was carried out several times and
4) new rows were iterated overall in four brainstorm ses-

sions.
Characteristic Level 1 Level 2 Level 3 Level 4 Level 5
Blockchain ecosystem Solana I0TA Hyperledger Ethereum Bitcoin
[new - old]
Blockchain privacy public cloaked semi- permissioned
[low - high] transactions permissioned
Blockchain dynamics popularity lifetime Quality of
[beneficial - mandatory] Service
Jurisdiction global EU Germany
[wide - narrow]
POA components record document metadata interfaces participants
[exact - fuzzy]
POA participants Grantor trusted authorized external
[sovereign - contractual] Entity Entity Entity
POA events create validate execute unknown
[immediate — undefined]
record storage analog digital local network cloud storage | distributed
[physical - unbound] storage storage
record management local offline online distributed gapped
[direct - undefined]
record interaction paper in person remote automated machine
[physical - unbound]

Table 1: Morphological box to evaluate and classify selected source items during Screening phase.

The Level is a description of the variants for determined
characteristic features. The benefit for our work by ap-
plying this creativity method was to limit the amount of
source items of the SLR and leave focus for the synthesis
of the SR specification. Relationship of uncertainty, vul-
nerability and trust are seen in the context of business
processes [27]. Furthermore Mdller et al. (2020) men-
tioned importance of reputation systems with Claims
are defined as part of our core value-creation mecha-
nism within eCommerce perspective.

3. Research Methodology

Fundamental starting point for our findings is a System-
atic Literature Review (SLR) under applying the PRIMS-P
flow. Terminology and scoping elements of PRIMS-P are
not described in detail, since the content is repetitive to
our paper structure and this work is not aimed to be fully
compliant with PRISMA-P. No drawback is expected
since our work is not intended to be health research [28],
[29]. Between Mid of January to End of May 2022, data
collection and a three staged analysis were completed
(see Figure 1). To align the study and research direction,
selected keywords were chosen the following "Block-
chain" AND/OR "Power of Attorney". Search for data was
done via  google.scholar.com,  aisel.aisnet.org,
link.springer.com and ieeexplore.ieee.org. Data by iden-
tification of other online sources like blog, media, mar-
keting posts are included as well. A manual for-
ward/backward search based on identified source items
was added [30]. Because BT in combination with POA is
a completely new subject within Information Systems,

only strong healthcare related items were strictly ex-
cluded to focus on the use of POA not the circumstances
under those are triggered. For avoiding within-study bias
[31] two persons from different backgrounds had to do
the coding followed up by bi-weekly alignment meetings.
We want to point out that the finding of a SR specifica-
tion is the synthesized output of the SLR, which is adopt-
ing within the software engineering domain more and
more [32].

3.1. Rationale and Objectives

Central object for rationale and derived objectives is the
investigation of POA itself. Legally binding POA are infor-
mal in Germany, but they must fulfil certain require-
ments to be valid for a specific unilateral legal transac-
tion. The already existing legal characteristics of POA are
precisely defined and thus documented in the form of
laws [33]. Classic POA in this sense are often notarized
or certified, thus ensuring the integrity and validity of a
POA. What is not clear, however, are the procedures and
the application of these properties to a POA that is cre-
ated, validated, and executed in a digital form only.

The legal and, in this context, technical BT interactions
between the Entities involved are insufficiently explored.
Since in ELM systems digital workflows and electronic
documents are kind of used our research is trying to stay
agile according to points of evidence-based decision
making [34] - immutable and transparent BT can cata-
lyze this due to its core functionality. Also the particular
importance is the safeguarding of the interests of the
participants in a POA [8], where in-built privacy from
newer BT can strengthen the objective of POA. Based on
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the legal properties of a POA, it can be assumed that it
represents a series of conditional events (specified in the
scope) that are triggered, validated and executed by dif-
ferent real-world Entities.

In conclusion the applied Jurisdiction defines the bound-
ary conditions for the POA object itself and the SR frame
must align with it. Transactions in relation to POA can be
defined as legal services for challenging digital transfor-
mation of all spheres of life [35].

For BT as an object, we draw rationale mainly out of the
funding source, because especially private funding-
sources maybe profit-orientated for their own products
[14], in that case, a source item is less legible.

Even if DAO and Community-oriented value streams
were visible our objectives are on technical design and
how software as a tool is used and finally realized. Busi-

ness perspectives or consequences for technological de-
cisions are subordinated. Argumentation is that we fo-
cus on goals and refinement process [36].

3.2. Eligibility Criteria and Evidence Collection

The Parameter during Identification and Screening steps
are the following: Age of the source 2012 and above,
Keywords evaluated with use of morphologic box Levels
(see Table 1), type of source (academic paper/media
post). We tried to stay in a general approach over spe-
cialized drilling. Meaning if there is a concept presented
in a source item which works in more general context,
that source will be preferred over specialized concepts.
This was important so that specialized approaches do
not influence the later implementation and avoid a foam
of bias. The number of citations on source items just in-
dicated relevant sources but did not make them stand-
out for us.

Search string coding
c Records from database: on database was done
2 Records identified from: via “blockchain”™ and
E Google Scholar (n = 263) Records removed before Websites (n = 12), ‘power of attomey”
=] SpringerLink (n = 48) \ screening Organisations (n = 4), with timeframe
3 AIS Library (n = 5) Recommendations [n = 8) 2013 to 2022.
- IEEE (n=3) Redundance (n = 45)
Medicine / Health > '<
Context (n=8) i
l Language (n = 30) l Scoring of
the records
Records screened (n = 236) E—,Ef Ozrz soughtforreteval Kemgrgoﬁs?:act
l \ Reports removed during and fit to the
. Level of proposed
Records excluded (n = 42) sereening Characteristics
o Reports sought for retrieval Maturity (n = 10) (see Table 1)
£ (n=194) Medicine / Health
@ Context (n = 0) >—<
b l Reports excluded (n = 10) Language (n = 0) Framing of the
Reports assessed for Reports assessed for Software
eligibility (n = 184) eligibility (n = 14) Requirements
- Specification and
Reports excluded: Reports excluded: internal discussion of
Land/Property possibilities for
Management (n = 40) Redundance (n = 4) concrete formulation
Energy market (n = 10) of examples.
5 : :
3 Consolidation via
g source items included in modelling of
Synthesis (n=144) generalized relations
and identified facts.

. —

Figure 1: Three phase analysis of our SLR to synthesis SR for the Blockchain-based POA [371].

4. Results and Discussion

Our profound Findings are represented with the use of
a SR specification template based on IEEE 830,
ISO/IEC/IEEE 29148:{2011,2017} in combination with a
goal-oriented requirements engineering [38] to build the
best structure of fulfilling a widely usable specification
within BT and the domain of POA. The underlying pro-
cess model for the requirements engineering is adopted
from [39] and starts with the application domain where
system artifacts and source material represent the do-
main analysis - in our work completely gathered from

the SLR. Developed prototypes and models were finally
refined to the SR specification (see Figure 2).

Requirements itself are seen as a relation between form
and context inside a system independent from the type
of use like decision-support or knowledge systems are
representing [40]. This independency from the type of
use is in our view positive since also activities associated
with requirements engineering vary widely depending
on established practices of public as well as private or-
ganizations. These are sometimes presented as chrono-
logical phases considerable intertwining of real-world
practical activities [41].
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4.1. Synthesis of Requirements

Scope for handling digital POA were to allow users: A)
Creation, validation and management of POA datasets
consisting of POA records and its metadata; B) Write in-
tegrity information of POA datasets anchored per BT; C)
user management with role-based privileges; D) interac-
tions with POA records can be backtracked. Based on
scope A-D we aligned the system goals and defined raw
technical requirements to map those to building blocks
in the reference model (see Figure 2). In addition to Hein
et al. (2020) proposed value-co creation and the bound-
ary resources of well- and ill-structured characteristic -
we modified and added from the core value-creation
mechanism outwards BT as catalyzer for more general
representation of eCommerce platforms, were Con-
sumer stays, but context is given by POA objects and Ju-
risdiction is the main inward directed effect for Bounda-
ries.

As in between overview we want to establish a service
architecture with persistence, storage, blockchain and
notification layer all combined in a gateway on top of a
central web user interface [42]. On this interface three
pages (application root, stakeholder view of existing rec-
ords and specific validated datasets) are defined as SR.
A more detailed list of our defined SR is given under
https://aizrl.github.io/spoa/ whereby the actual definition
can vary according to the use-case. Example is the rela-
tion of a technical backend structure to end-devices for
signing on the distributed ledger and a necessary
onboarding procedures with focus on identification [43]

4.2. Product Overview Perspective,
Functions and Constraints

The value stream is the interaction of POA with BT going
through value-creating mechanism triggered by Innova-
tion which comes from the Consumers itself since each
POA scope and reasoning comes from Grantors itself.
This loop-in-loop relation is a core functional SR like user
management with account and resource assignment,
storage management with record access and validation
management with integrity mapping for POA datasets.
Outcome is the major goal 1) to secure the Grantor's in-
terests of a POA by enabling Entities to validate its integ-
rity, contents and history of interaction fully digitally. 2)
enforced default that Entities use disclosed context and
avoid green-washing policies [44].

In detail, a user can create or interact with a POA dataset
and enter metadata (e.g., names of participants, execu-
tion, or termination dates). This dataset will be crypto-
graphically signed and stored securely in a versioned ob-
ject storage. The system will take the cryptographic data
and store it on BT using on-chain transactions. A trusted
or external Entity is now enabled to validate the POAs
integrity, contents, and history of interaction digitally.
This brings us to goal 2) where processes that require
POA need to be more secure, by providing a purpose-
built system using the auditing capabilities and tamper-
proof properties like BT but realized in an Event-driven

architecture since the system achieves to handle various
heterogenies legal content, such as POA record infor-
mation with private user data, local data or other con-
tent which falls under privacy protection laws.

Another feature or required constraints is the integrable
of an existing cloud environment to maximize scalability
of the whole system [45]. If a feature requires non-stand-
ard protocols or software, it might constrain the overall
system and should be excluded.

4.3. User Characteristics, Assumptions
and Dependencies

Central objects are POA datasets, which are digital rep-
resentation of documents or records that authorizes the
holder to carry out a specified power given by the Gran-
tor. The digital representation is allowing and enforcing
“smart regulation by conditions to nudge individuals”
[46] so that object-based value-creating mechanism is
depending on a user-centric view. Integrity of infor-
mation about the power and scope are cryptographically
verifiable data of POA record, which is created automat-
ically to every active dataset. A dataset in short is a col-
lection of POA records, metadata, and additional infor-
mation. According to Hegadekatti (2017) main task is a
Proof for the existence of documents. We tackle this by
POA records which can be linked to any file (e.g. PDF,
Video, Audio), containing the actual POA legacy as cre-
ated and initial scoped by the Grantor. Such a record has
defined and maybe changing participants by a SC with-
out negotiation [48]. A user is a representation of a real-
world person and can assume various roles based on
the type of interaction with a POA record. Assumption in
the synthesis is the dependency of specific BT imple-
mentations since very different maturity degrees and
characteristics were noticed. Furthermore, the many dif-
ferent BT on the market show lack of evidence-based re-
alization of use-cases. Most fitting source items use SC
in production usage.

4.4. Quality of Service

The Quality of Service (QoS) refers to the quality of a
communication service from the user point of view.
Since our users are the Consumer itself we set security
general as goal 3) and resulting SR that central parts of
the system will be written in Rust, which was developed
to eliminate classes of critical bugs, while being perfor-
mant [49]. For traffic definition any connection between
services must be encrypted, regardless of the underlying
network architecture as well as a reverse-proxy which
should take care of SSL Termination instead of the
backend itself. For storage in general any data stored or
buffered must be encrypted. Regarding authentication
no personal identifiable information is stored on any
browser persistence [50], [51].

For reliability, the SR of automated testing in critical part
and shall ensure basic functionality as well as integration
of coded services added by manual testing of all user ac-
tions shall ensure correct end-functionality. Specifically
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SC have a need by inter-SC communication operation
that can pave the way for several coding irregularities
like reentrancy, denial of service, mishandled exception
[52]. Additional we see auditing of the system design,

which aims to trace every interaction of POA datasets.
Audit logs shall be written to a tamper-proof, historically
verifiable system (e.g. again Event-based architecture or
BT).

Software Requirements (SR) Specification
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Figure 2: Visualization of our proposed SR specification with core element adapted by Hein et al. [53].

This means our resulting design is not excluding a com-
bination of two or more Blockchain solutions, which can
be declared as a strength [11]. Paik et al. (2019) analysis
shows a “unique design of the ledger structure, network,
consensus protocol and cryptographic mechanisms it
uses”, so that single Blockchain solutions definitely have
benefits against their competitors and a combination of
those is a win-win for eCommerce position. System as
well as user configuration is externalized in files to en-
sure full modularity. For the user aka Consumer we pro-
pose goal 4) by end-device flexibility and inbuild authen-
tication over SC. These are confirmed suggestions in
practical studies [14], [55].

5. Conclusion and Outlook

In summary our work presents a design and model for
software engineering domain in building Blockchain-
based Application on the context of digital POA. The de-
sign and model are a SR specification which uses a SLR
and morphological box to synthesis a structure of rela-
tions by Process- and System-view. The generosity of our
SR specification was one modeling aspect so that our ap-
proach can be adjusted for other use-cases. This is im-
portant since SC security shows domain specific invoking
methods [52]. SC Security stretches over the whole BT
system since SC have vulnerabilities in the process of de-
velopment, deployment as well as interaction [56].

Affordance represents a high market need like an indus-
try must-have versus Generativity a market portability as
easy to use system to work with from Consumer view.
On the contrary Centrality stands for the degree of de-
centralization versus Autonomy as gauge for self-sover-
eign POA from Jurisdiction view. Characteristics of Build-
ing Blocks are unordered triad for the goals and devel-
opment stage independent orientation of agile sprint
planning. Future research could be done in building a
framework to define SR dynamically within the triad.

5.1. Limitations

Our current work and research project future are ori-
ented mainly for German Jurisdiction so that some
thoughts might not fit to other more restriction-less re-
gions and we lose the benefit of “develop suitable legal
frameworks to cope with the upsurge and hefty volume
of online transactions” [57]. Still, if we look at the elec-
tronic transactions it can be noted that we are very close
to the eIDAS regulations [58] and a shift for our SR spec-
ification to European Jurisdiction is very well possible.
For more comprehensive formulation of SR our work
can be extended by other research methods like semi-
structured interviews to e.g. reveal more details of ac-
counting practice [59]. Also, the SLR is not trying to pro-
pose new research questions neither an unknown gap,
but it is at least in our understanding a practical tool to
define a specification systematic by use-case depending
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on SR. As soon as the research community has more in-
crements of technical Blockchain-based Applications
further understanding of the “trade-off between system
usability and values” can be investigated [60]. Our work
is in this view tightened to more practical research than
theory.
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Vergleichende Analyse von dezentralen Borsen und dem
traditionellen Wertpapierhandel

Maximilian Heimbrock

Anhand von verschiedenen Vergleichskriterien werden in diesem Beitrag dezentrale Bérsen mit dem traditio-
nellen Wertpapierhandel verglichen. Der Text basiert auf der Bachelorarbeit des Autors, die im Wintersemester
2022/23 an der Heinrich-Heine-Universitdt Diisseldorf geschrieben wurde.
Im Laufe des hier vorgelegten Beitrags werden die Funktionsweisen der Bérsen erldutert. Daraufhin werden die
Vergleichskriterien in einer verkirzten Schlagwort-Tabelle aufgelistet. AbschlieSend werden die Chancen und
Risiken dezentraler Bérsen gegeniiber traditionellen Boérsen herausgestellt.

1. Einleitung

Zur Einordnung des Themas werden im Folgenden die
fur diesen Beitrag mal3gebenden Definitionen von ,De-
zentrale Borse” und ,traditioneller Wertpapierhandel”
genannt. Zum heutigen Stand gibt es keine einheitliche
Definition einer Dex.

Dezentrale Borse

In diesem Beitrag wird unter einer Dezentralen Borse
(Dex) ein digitaler Handelsplatz fur Vermdgenswerte auf
Basis der Blockchain-Technologie verstanden, der den
Handel von Vermodgenswerten ohne Zwischenhandler
ermoglicht.

Traditioneller Wertpapierhandel

Als traditioneller Wertpapierhandel wird in diesem Bei-
trag der Handel mit Vermoégenswerten verstanden, bei
dem sich der Handelsteilnehmer eines oder mehrerer
Zwischenhéndler bedient.

Organisationsstruktur

Eine Dex ist ein Computerprogramm auf einer Block-
chain?', eine Anwendung im DeFi-Sektor und ist als eine
Dezentrale Autonome Organisation (engl.: Decentralized
Autonomous Organization, kurz DAO) konstruiert.

Eine DAO existiert digital und mit Hilfe von Smart
Contracts? auf einer Blockchain. [31] Sie wird nicht von
einer oder ein paar wenigen einzelnen Entitaten gesteu-

1 Eine Blockchain ist eine falschungssichere, verteilte Daten-
struktur, in der Transaktionen in der Zeitfolge protokolliert, 6f-
fentlich nachvollziehbar, unveranderlich und ohne zentrale In-
stanz abgebildet werden. Fir eine weitergehende Erlduterung
siehe Klitzsch (2019), S. 159-163.

2 Ein Smart Contract ist ein Computerprogramm auf Basis der
Blockchain-Technologie. Das Programm folgt einer WENN-
DANN-Logik, sodass, sobald ein zuvor festgelegter Ausldser ein-
tritt, eine ebenfalls zuvor festgelegte Folgereaktion ausgeldst
wird. Die Folgereaktion ist genauso wie der Ausléser im Pro-
grammcode des Smart Contracts mit Hilfe der Blockchain-Tech-
nologie transparent und falschungssicher hinterlegt. Fir eine
weitergehende Erlauterung siehe Popescu (2020), S. 42-43.

ert, sondern agiert automatisiert auf Basis ihres Pro-
grammcodes. Anderungen an dem Programmcode kén-
nen von jedem Stakeholder vorgeschlagen werden. [28]
Uber die Anderungsvorschlige wird anschlieRend auf
der Blockchain (im Folgenden auch als On-Chain be-
zeichnet) mithilfe des Gouvernance-Tokens3 der DAO
abgestimmt. [31]

Der Handelsteilnehmer interagiert direkt Gber die Block-
chain mit der Dex, ohne Zwischenhandler zu nutzen. [37]
Als grafische Benutzeroberflache kann dafur ein Webin-
terface genutzt werden. [50] Die Verwahrung der Vermo-
genswerte erfolgt auf der privaten Wallet (deutsch: Geld-
borse)* des Handelsteilnehmer. [37]

Beim traditionellen Wertpapierhandel bedient sich der
Nutzer eines oder mehrerer Zwischenhandler(s) (auch
als Intermedidre bezeichnet), um eine Transaktion
durchzufuhren. Dabei erteilt der Kunde einem Interme-
diar den Auftrag, in seinem Namen einen Vermdgens-
wert zu erwerben bzw. zu verkaufen. Flr die Transaktion
dient eine Borse als Marktplatz. AnschlieBend werden
weitere Intermediare beauftragt, die Transaktion abzu-
wickeln.

Die Intermediare GUbernehmen dabei verschiedene Auf-
gaben wie z. B. die Verwahrung der Vermdgenswerte.
[45] Bspw. verwahrt die blocknox GmbH die Vermé-
genswerte der Kunden, die Uber die Bison-App oder die
Digital Exchange der Borse Stuttgart handeln. [9] Bei
dem Handel mit Kryptowahrungen kann der Nutzer ei-

3 Ein Gouvernance-Token ist ein Token, der ein Stimmrecht re-
prasentiert. Aus Grinden des Umfangs wird nicht weiter auf
den Gouvernance-Token eingegangen. Fur weitere Informatio-
nen dazu siehe z. B. Hsieh et al. (2018), S. 8.

4 Eine Wallet dient der Aufbewahrung der Private Keys fur Kryp-
towahrung. Auch wenn in der Wallet nur der Zugriff auf die Ver-
mogenswerte und nicht die Vermdgenswerte selbst aufbewahrt
werden, wird im Folgenden aus Vereinfachungsgriinden davon
ausgegangen, dass die Vermogenswerte in der Wallet aufbe-
wahrt werden. Flr weitere Informationen dazu siehe z. B. Anto-
nopoulos (2018), S. 95-118.
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ner traditionellen Borse entscheiden, ob er die Vermo-
genswerte einem Intermediar zur Verwahrung Ubertragt
oder nach dem Handel auf seine private Wallet tber-
tragt. Wenn er sich dafiir entscheidet, die Vermdgens-
werte vom Intermediar verwahren zu lassen, besitzt der
Intermediar die Private Keys (deutsch: Private Schlis-
sel)® fur die Vermogenswerte. [14]

Market-Making

Im folgenden Abschnitt werden die beiden Mechanis-
men, die von Borsen fur das Market-Making verwendet
werden, [2] grundlegend erlautert. Eine Borse bedient
sich entweder eines Automated Market Maker (kurz:
AMM) oder eines Orderbuchs.

AMM:

Bei einem AMM handelt es sich um einen Smart
Contract, der den Tausch von zwei Vermdgenswerten er-
moglicht.® Im Gegensatz zum Orderbuch, handelt der
Nutzer eines solchen AMM nicht mit einem anderen
Handelsteilnehmer der Borse, sondern mit einem Liqui-
dity Pool (siehe Abbildung 2). [26]

Ein Liquidity Pool ist der Liquiditatsvorrat einer Dex. Fur
jedes Tauschpaar an Vermogenswerten, die an der Dex
gehandelt werden, existiert ein Liquidity Pool, in dem Li-
quiditat der beiden jeweiligen Vermdgenswerte vorhan-
den ist. [54] Wenn ein Nutzer Token einer Kryptowah-
rung erhalten mochte, muss er im Gegenzug Token der
anderen Kryptowahrung dem Pool hinzufugen.

Automated Market Maker

Tausch von
Vermbgenswerten

Belohnung

-

Liquiditat

il

Abbildung 1: Funktionsweise eines Automated Market Makers
(AMM)

Quelle: eigene Darstellung

Um den Preis der gewlnschten Kryptowahrung, und da-
mit der Anzahl an Token, die der Nutzer von der anderen
Kryptowahrung dem Pool hinzufigen muss, zu bestim-
men, nutzt der AMM einen sog. Constant Product Mar-
ket Maker.” Dieser basiert auf der Formel: x * y = k. Dabei

5 Die Private Keys ermoglichen den Zugriff auf die Vermdégens-
werte, indem sie fir die Signierung einer Transaktion verwen-
det werden und dadurch verifizieren, dass der Besitzer der Pri-
vate Keys auch der Besitzer der Vermdgenswerte ist. FUr wei-
tere Informationen dazu siehe z. B. Antonopoulos (2018), S. 57-
79.

6 Der Vollstandigkeit halber sei angemerkt, dass ein AMM-Algo-
rithmus auch bei anderen DeFi-Protokollen als Dex’s Anwen-
dung finden kann. Fur weitere Informationen diesbezuglich
siehe z. B. Xu et al. (2021), S. 3.

stehen x und y fur die Preise der beiden Vermdgens-
werte im Pool. Die Variable k bleibt konstant und veran-
dert sich nicht. Daraus ergibt sich, dass wenn der Preis
eines Vermogenswerts durch eine erhéhte Nachfrage
steigt, gleichzeitig der Preis des anderen Werts exponen-
tiell fallt. Als Ergebnis muss der Handelsteilnehmer
umso mehr von einem Vermoégenswert eintauschen,
desto weniger von dem anderen Vermogenswert im
Pool vorhanden ist (siehe Abbildung 3).8

Anzahlvon
B Token Ausgegebene A Token

.

Erhaltene B Token

Anzahlvon A Token

Abbildung 2: Darstellung eines Constant Product Market Maker

Quelle: eigene Darstellung, in Anlehnung an z. B. Mo-
han (2020) S. 19

Ein Preisunterschied zu anderen Borsen, unabhangig
davon, ob es sich dabei um Dex's oder traditionelle Bor-
sen handelt, 16st Arbitragegeschafte aus, durch die die
Preise wieder angeglichen werden. [43] Dabei verandern
die Arbitragegeschafte das Mengenverhaltnis der Ver-
mogenswerte in dem Liquidity Pool der Dex, sodass der
Preis an der Dex mit dem Preis an den anderen Bérsen
Ubereinstimmt. [35]; [33]

Orderbuch:

In einem Orderbuch tragen die Kaufer und Verkaufer
den Preis ein, zu dem sie bereit sind, eine gewlnschte
Menge des Wertpapiers zu handeln, wahrend die Borse
als Intermediar zwischen den beiden Handelsteilneh-
mern vermittelt. (Siehe Abbildung 4) Dafur fuhrt die
Borse fur jedes Wertpapier ein eigenes Orderbuch. [8]
Wenn das Angebot eines Verkaufers mit dem eines Kau-
fers Ubereinstimmt, wird die Transaktion ausgefihrt
und die beiden Positionen aus dem Orderbuch entfernt.

7 Auf verschiedene Variationen des Constant Product Market
Makers wird aus Grinden des Umfangs nicht weiter eingegan-
gen. Fur weitere Informationen dazu siehe z. B. Krishnamachari
et al. (2021); Mohan (2020).

8 Fur weitergehende Informationen bezlglich des Constant
Product Market Makers siehe z. B. Lo und Medda (2020), S. 7-8.
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Gleichzeitig Ubernimmt der Preis, der fur ein Asset ange-
zeigt wird (z. B. der Kurswert einer Aktie), den Wert, zu
dem die letzte Transaktion durchgefuhrt wurde. Sobald
die nachste Transaktion ausgefuihrt wird, aktualisiert
sich der Preis wieder. Im Orderbuch wird u.a. auf der
Kauferseite das hoéchste Kaufangebot und analog auf
der Verkaufsseite das niedrigste Verkaufsangebot ange-
zeigt. Die zwischen Kauf- und Verkaufsangebot beste-
hende Differenz wird als Spread bezeichnet. [10]; [6]

Orderbuch

Tausch von Vermdgenswerten

\'ﬂmm&

|

%nmhmg

Abbildung 3: Funktionsweise eines Orderbuchs

Quelle: eigene Darstellung

Da die Dex’s mit dem grof3ten Marktanteil (gemessen am
Handelsvolumen) gegenwartig einen AMM verwenden,
[21] liegt im Folgenden auf diesen der Schwerpunkt der
Betrachtung. [37]

Beim traditionellen Wertpapierhandel wird das oben be-
schriebene Modell eines Orderbuchs verwendet. [40]

Traditioneller
Wertpapier-
handel

Vergleichs-

. Dex
kriterium

Regulierungsebene
Unklar[27]

Rechtssicher-
heit

Eindeutige Ju-
risdiktion
durch Regulie-
rung der Inter-
mediare [13]
Durch KYC er-

Verhinderung Durch hohen

von illegalen Grad an Pri- leichtert [12]
Transaktionen | vatsphare er-

schwert [27];

19]

Sicherheitsebene
Vorhanden [20]

Open-Source nicht vorhan-

den
Kontrahenten- | Niedrig[37] Bei Verwah-
risiko rung durch In-

termediar

hoch[12]

Bei Selbstver-
wahrung nied-
rig
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Hacker-Angriffe | Niedriges Risiko | Hohes Risiko
[371 bei Verwah-
rung durch In-
termediar [46]
Betrug Durch die Bérse | Durch die
nicht moglich Borse moglich
(371 [45]
Durch Emitten- | Durch Emitten-
ten einfach ten von Wert-
moglich [52] papieren er-
schwert mog-
lich [17]
Marktmanipu- | Verschiedene Pump-and-
lation Varianten, wie Dump-Schema
Pump-and- moglich [53]
Dump-Schema Front-bzw.

[53] und Front-
bzw. Backrun-
ning moglich

Backrunning
nur durch die
Borse moglich
[22]

Privatsphare

Hoher Grad da
kein KYC-Ver-
fahren verwen-

Geringer Grad,
da ein KYC-Ver-
fahren verwen-

det wird [51] det wird [4]
Liquiditatsman- | Liquiditatsabzug | Gefahr durch
gel wegen der Ge- zu wenige
fahr von Imper- | Kauf- bzw. Ver-
manent Loss kaufsauftragen
[26]; [11]; [1] [24]; [47]
Nutzungsebene
Zugangsvo- Keine, lediglich Zulassung
raussetzungen | Internetzugriff durch Interme-
und Wallet mit diare [30]
Guthaben [43]
Kosten Gebuhren fur Li- | GebUhren fur
quidity Provider | Dienstleistun-
Hohe Gas-Ge- gen der Inter-
blUhren [18] mediare7]
Geringe Gas-
Gebuhren
beim Abzug
der Vermo-
genswerte auf
die private Wal-
let [41]
Kunden-Sup- Abgesehen von | Durch die In-
port Erklarungstex- termediare

ten auf der
Website nicht
vorhanden [49]

vorhanden [34]

Transaktions-
geschwindig-
keit

Abhangig u.a.
von der genutz-
ten Blockchain

bei Kryptowah-
rungen: sofort
[37]




Bei Ethereum

bei Aktien: zwei

ERC-20 Token
[52]

keine anderen
Asset-Klassen

durchschnittlich | Tage [44]
einige Minuten
[37]

Produktvielfalt | GrolRe Zahl an Beschrankte

Anzahl an ERC-
20 Token [37]
verschiedene
Asset-Klassen

[37] [5] Zahlung mit
keine Zahlung Fiat-Wahrun-
mit Fiat-Wah- gen moglich
rung moglich
Orderarten Geringe Aus- Grol3e Auswahl
wahl [48] [36]
3. Vergleich

Regulierungsebene

Ein Nachteil der Nutzung einer Dex gegenliber dem tra-
ditionellen Wertpapierhandel ist, dass dort kein eindeu-
tiger Rechtsrahmen vorhanden ist und dadurch Unsi-
cherheiten fur die Marktteilnehmer entstehen. Die unsi-
chere Jurisdiktion flhrt ebenfalls zu dem Nachteil, dass
die Attraktivitat von Dex’s fur die Nutzung von Kriminel-
len zu Betrug und Marktmanipulation steigt.

Ein weiterer Nachteil der Dex ist, dass der hohe Grad an
Privatsphare illegale Transaktionen bspw. Geldwasche
erleichtert. Den untersuchten Quellen nach erfolgt aller-
dings die Mehrheit der Geldwasche-Aktivitaten trotz vor-
handener Anti-Geldwasche-Richtlinien auf zentralisier-
ten Borsen.

Sicherheitsebene

Die Nutzung einer Dex bietet im Vergleich zum traditio-
nellen Wertpapierhandel bezogen auf den Sicherheits-
aspekt sowohl Chancen als auch Risiken.

Ohne Staatliche Regulierung, die im traditionellen Wert-
papierhandel sicherstellt, dass die Intermediare keine
betrugerischen Absichten verfolgen, kann der Handels-
teilnehmer Uber den &ffentlich zuganglichen Programm-
code der Dex selbst sicherstellen, dass er nicht von den
Entwicklern der Dex betrogen wird.

Durch die Offenlegung des Programmcodes kdnnen Ent-
wickler sowohl an der Dex mitarbeiten und ggf. Fehler
im Code melden als auch die Fehler ausnutzen, um
bspw. die Dex anzugreifen. Ob das Offenlegen des Pro-
grammcodes die Sicherheit eines Programms insgesamt
erhdht oder verringert, ist in der Literatur umstritten.
[29]; [42]; [23]

Ein Vorteil der Dex ist, dass der Nutzer ein niedriges Kon-
trahentenrisiko eingeht, da er die Vermoégenswerte in
seiner privaten Wallet selbst verwahrt. Auch die Kunden
der zentralisierten Borsen sind in der Lage, ihre Vermo-
genswerte auf die private Wallet abzuziehen. Die Kun-
den einer zentralisierten Borse hingegen, die entschei-

den, ihre Vermodgenswerte von dem Intermediar ver-
wahren zu lassen, gehen ein hohes Kontrahentenrisiko
ein, da der Intermediar seinen Verpflichtungen gegen-
Uber dem Kunden ggf. nicht nachkommt oder nachkom-
men kann.

Beispielsweise kann der Intermediar die Zugangsdaten
far die Vermdgenswerte der Kunden verlieren. Das Ri-
siko, die Zugangsdaten zu verlieren, besteht allerdings
auch fur den Nutzer, der die Vermdgenswerte selbst ver-
wahrt.

AuBerdem kann eine Boérse im traditionellen Wertpa-
pierhandel gehackt und Vermdgenswerte der Kunden
entwendet werden. Auch wenn in einigen Fallen der In-
termedidar den entstandenen Schaden Ubernommen
hat, zeigt das Beispiel von Mt. Gox, dass sich der Kunde
nicht darauf verlassen kann. Aufgrund der Selbstver-
wahrung der Asset beim Verwenden einer Dex, kann der
Angreifer durch einen Angriff keinen Zugriff auf die Ver-
mogenswerte der Nutzer erhalten.

Das Kontrahentenrisiko durch den Intermediar im tradi-
tionellen Wertpapierhandel zeigt sich nicht nur durch
die Gefahr, dass der Intermediar die Zugangsdaten ver-
liert oder gehackt wird, sondern auch dadurch, dass in
einigen Fallen, die Betreiber der Borse die Kunden um
ihre Vermdgenswerte betrogen haben. Diese Gefahr be-
steht bei der Verwendung einer Dex nicht, da der Nutzer
die Vermogenswerte selbst verwahrt. AuBerdem kon-
nen betrtgerische Absichten der Dex durch den offenen
Zugang zum Programmcode der Dex entdeckt werden.

Der potenzielle Schaden, den das Kontrahentenrisiko
auslosen kann, zeigt das Beispiel der Borse Thodex, de-
ren Betrug 90% des gesamten Schadens von Rug-Pulls
im Jahr 2021 ausmacht. [17] Fur einen solchen Rug-Pull
(siehe Abbildung 4) erschafft der Betrliger einen Token
(im Folgenden als Scam-Token bezeichnet) (1.) und da-
raufhin an einer Dex einen Liquidity Pool fir den Scam-
Token und fir eine andere Kryptowahrung (bspw. Ether)
und stellt sowohl Scam-Token als auch Ether als Liquidi-
tat bereit (2.). [52] Die Nutzer der Dex kbnnen anschlie-
Rend Ether gegen den Scam-Token eintauschen, sodass
die Menge an Ether im Pool ansteigt (3.). Daraufhin ent-
fernt der Betriiger die gesamte Liquiditat aus dem Pool
und erhalt die Ether, die durch die Opfer dem Pool hin-
zugefugt wurden, abzlglich der Transaktionskosten als
Gewinn (4.)
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Rug-Pull

2. Stellt Ether
und Scam-Token
3. Opfer tauschen

als Liquiditét bereit
Ether for Scam-Token
—
—

1. Erschafft
Scam-Token

4. Entzieht
gesamte Liquiditat

Abbildung 4: Ablauf eines Rug-Pulls

Quelle: Eigene Darstellung, in Anlehnung an Xia et al.
(2021)S.9

Nachteilhaft fur die Handelsteilnehmer an einer Dex ist,
dass betriigerische Emittenten von Wertpapieren in der
Lage sind, dort ihre Token aufgrund der fehlenden Auf-
lagen zu listen. An traditionellen Wertpapierborsen sind
diese Rug-Pulls aufgrund der Auflagen der Borse schwe-
rer durchzufuhren.

Ein Rug-Pull wird oftmals durch eine Marktmanipulation
in Form eines Pump-and-Dump-Schemas erganzt, um
den Preis fur den Vermdgenswert kinstlich zu erhéhen
und den Gewinn fur die Betrliger weiter zu steigern. [52]
Auch wenn, die Gefahr eines Pump-and-Dump-Schemas
ebenfalls beim Handel an einer zentralisierten Bérse be-
steht, erleichtert die Abwesenheit der staatlichen Regu-
lierung dies beim Handel an einer Dex, da v.a. Borsen
mit wenig Regulierung haufiger von Pump-and-Dump-
Schemata betroffen sind, als Borsen mit einem hohen
Grad an Regulierung. [32]

Dadurch, dass die Reihenfolge der Abwicklung der
Transaktionen an einer Dex basierend auf den Gas-Prei-
sen, die die Handelsteilnehmer bereit sind zu zahlen, ab-
gewickelt werden, kann Frontrunning beim Handel ohne
Intermedidre von jedem Handelsteilnehmer betrieben
werden. An einer zentralisierten Borse hingegen kann
Frontrunning nur durch die Borse selbst betrieben wer-
den, da nur sie dazu in der Lage ist, Einfluss auf die Rei-
henfolge der Abwicklung der Transaktionen zu nehmen.
Die Gefahr, aufgrund des Frontrunnings einen gestiege-
nen Slippage-Betrag und damit einen héheren Preis fur
den Vermogenswert zu zahlen, ist entsprechend v.a.
beim Handel an einer Dex gegeben.

Das Unternehmen Chainanalysis sieht den Grund fur die
gegenwartige Anfalligkeit von DeFi-Anwendungen (und
damit auch von dezentralen Borsen) fir Marktmanipula-
tionen darin, dass die Transaktionen schnell abgewickelt
werden und gleichzeitig nur wenige Schutzmechanis-
men in den Programmcodes der Protokolle implemen-
tiert sind, die zweifelhafte Transaktionen verhindern.
[15]

Ein weiterer Aspekt der Sicherheit, ist der Grad der Pri-
vatsphare, den die Boérse den Handelsteilnehmern bie-

tet. Eine Dex konnen Nutzer verwenden, ohne zuvor ei-
nen KYC-Prozess zu durchlaufen. Dadurch bietet eine
Dex einen héheren Grad an Privatsphare als eine tradi-
tionelle Borse, bei der der Kunde zur Kontoeréffnung ei-
nen KYC-Prozess durchlauft und die Daten durch den In-
termediar gespeichert werden. Dadurch ist eine Dex v.a.
fur Handelsteilnehmer attraktiv, die einen groRen Wert
auf Privatsphare legen. Gleichzeitig erleichtert der hohe
Grad der Privatsphare Kriminellen, wie auf der Regulie-
rungsebene beschrieben, illegale Transaktionen durch-
zufuhren.

Beim Handel an einer Dex besteht das Risiko, dass die
Liquidity Provider aufgrund des Impermanent Loss ei-
nen Wertverlust erzielen und sich entscheiden, die Liqui-
ditat abzuziehen. Ohne diese Liquiditat ware ein Handel
an einer Dex nicht mehr maglich.

Nutzungsebene

Dadurch, dass jede Person mit einem Internetzugriff
und einer Wallet von Uberall auf der Welt an einer Dex
handeln kann, wird keine Person von der Nutzung der
Borse ausgeschlossen. Im Gegensatz dazu kann der In-
termediar beim traditionellen Wertpapierhandel Kun-
den, aufgrund von regulatorischen Auflagen, von der
Nutzung der Borse ausschliel3en. Fir Personen, die aus
dem traditionellen Wertpapierhandel ausgeschlossen
wurden, ist es vorteilhaft, dass sie trotzdem an einer Dex
handeln kénnen.

Ein Nachteil fiir die Nutzung einer Dex ist das Vorwissen,
das die Handelsteilnehmer bendtigen, um eine Dex zu
verwenden. Auch kénnen sprachliche Barrieren die Ver-
wendbarkeit einer Dex einschranken.

In Bezug auf die Kosten, fallen die Gebuhren an einer
groRen Zahl traditioneller Borsen im Vergleich niedriger
aus als die Gebuhren fur eine Dex. Eine allgemeine Aus-
sage ist allerdings schwer zu treffen, da die Kostenstruk-
tur von Bérse zu Bérse unterschiedlich ist, und die Zu-
satzgebUhren, die ggf. beim traditionellen Wertpapier-
handel anfallen konnen, schwer mit den Transaktions-
kosten an einer Dex verglichen werden kdnnen. Aller-
dings zahlt der Nutzer einer Dex héhere Gas-Gebuhren
als die Nutzer einer traditionellen Borse, die ihre Vermo-
genswerte auf ihre private Wallet Ubertragen, da die
komplexe Transaktion Uber die Smart Contracts einer
Dex mehr Gas verbraucht als die einfache Transaktion
fur das Abziehen der Vermogenswerte. Aul3erdem kann
der Nutzer einer traditionellen Borse die Vermdgens-
werte von den Intermedidren verwahren lassen, sodass
keine Gas-Gebuhren anfallen. Dadurch geht er aller-
dings das oben aufgeflhrte Kontrahentenrisiko ein.
Dadurch, dass die Gas-Gebuhren nicht proportional zur
Transaktionsgrof3e steigen, senken die Gebuhren die At-
traktivitat der Dex v.a. fur Handelsteilnehmer mit niedri-
gem Transaktionsvolumen. Dies zeigt sich ebenfalls in
der durchschnittlichen TransaktionsgroRe, die bei Dex’s
deutlich hoher als bei zentralisierten Borsen ausfallt.
[16]; [25] Auch Kunden, die mit einer hohen Frequenz
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handeln, profitieren verstarkt von den gesparten Gas-
Gebuhren, da sie diese ansonsten sehr oft zahlen mus-
sen.

Neben den héheren Kosten beim Handel Gber eine Dex,
besteht fur die Handelsteilnehmer das Risiko, dass die
Transaktion aufgrund einer zu niedrig angesetzten Gas-
Gebuhr nicht ausgefihrt wird. Durch die beinahe sofor-
tige Ausfuhrung einer Transaktion ist ein Vorteil des tra-
ditionellen Wertpapierhandel gegenlber einer Dex die
héhere Transaktionsgeschwindigkeit.

Ein weiterer Vorteil des traditionellen Wertpapierhan-
dels ist der Support, den die Intermedidre den Kunden
bieten. Bei der Verwendung einer Dex erhalt der Handel-
steilnehmer hingegen keine Unterstlitzung durch einen
Kundensupport.

An der traditionellen Borse ist der Kauf eines Wertpa-
piers mit Euro oder anderen Fiat-Wahrungen maglich.
Um an einer Dex mit Fiat-Geld zu handeln, muss der
Handelsteilnehmer zuerst an einer traditionellen Bérse
das Fiat-Geld gegen eine Kryptowahrung tauschen, mit
der er an der Dex handeln kann. Dadurch entstehen fur
den Handelsteilnehmer ggf. zusatzlicher Aufwand sowie
weitere Kosten.

Ohne die Auflagen flr das Listen eines Vermogenswerts
an einer Dex profitiert der Handelsteilnehmer an einer
Dex von der im Vergleich zur traditionellen Borse hohe-
ren Anzahl an handelbaren Vermoégenswerten. V.a. Ver-
mogenswerte mit einer geringen Marktkapitalisierung
werden teilweise nur an Dex’s gehandelt. Gleichzeitig ha-
ben die fehlenden Auflagen, wie auf der Sicherheits-
ebene beschrieben, zur Folge, dass auch Wertpapiere
mit einer betriigerischen Absicht ohne grof3en Aufwand
an einer Dex gelistet werden kénnen.

Auch wenn die reine Zahl an handelbaren Vermogens-
werten an einer Dex héher ist als an einer traditionellen
Borse, ist die Produktvielfalt an einer Dex durch die er-
forderliche Kompatibilitat mit der genutzten Blockchain
eingeschrankt. Wahrend an einer traditionellen Borse
die Handelsteilnehmer verschiedene Asset-Klassen er-
werben konnen, ist der Handelsteilnehmer einer
Ethereum-basierten Dex auf die ERC-20 Token be-
schrankt. Die Umgehung dieses Nachteils durch die Ver-
wendung von Wrapped Tokens ist nur beschrankt mog-
lich, da zum aktuellen Zeitpunkt nur wenige Asset-Klas-
sen von aullerhalb der genutzten Blockchain als Wrap-
ped Token ohne Intermedidre abgebildet werden und
gehandelt werden kénnen.

Ein weiterer Vorteil des traditionellen Wertpapierhan-
dels ist, dass der Handelsteilnehmer mehr Auswahlmog-
lichkeiten bei der verwendeten Orderart hat. Bei der Ver-
wendung eines AMM, der von den meisten Dex's genutzt
wird, kann der Handelsteilnehmer nur zwischen weni-
gen Orderarten wahlen.

4. Fazit

Die Beantwortung der, diesem Beitrag zu Grunde liegen-
den Forschungsfrage ,Welche Chancen und Risiken bie-
tet der Handel an einer Dex gegenuber dem traditionel-
len Wertpapierhandel?”, fuhrt zusammengefasst nach
kritischer Reflexion zu folgender Erkenntnis:

Ein Nachteil der Nutzung einer Dex ist die im Vergleich
zum traditionellen Wertpapierhandel unklare Jurisdik-
tion und die Unsicherheiten, die sich daraus fur die Han-
delsteilnehmer ergeben. Auch die daraus resultierende
erschwerte strafrechtliche Verfolgung von Betrigern ist
als Nachteil einer Dex zu nennen. Ebenfalls kann die
Nutzung einer Dex die Aufklarung von Straftaten wie z.
B. Geldwasche aufgrund der unklaren Jurisdiktion er-
schweren, wahrend im traditionellen Wertpapierhandel
die Intermedidre mit bspw. Anti-Geldwasche-Richtlinien
zur Bekampfung vonillegalen Transaktionen verpflichtet
werden.

Auf der Sicherheitsebene ist der hohe Grad an Pri-
vatsphare zu nennen, den die Nutzung einer Dex den
Handelsteilnehmern im Vergleich zum traditionellen
Wertpapierhandel bietet. Diese Privatsphare kann aller-
dings auch von Kriminellen bspw. zur Geldwasche ge-
nutzt werden und ggf. die Nachverfolgung von Strafta-
ten erschweren. Durch den 6ffentlich zuganglichen Pro-
grammcode der Dex kann der Handelsteilnehmer die
Programmierung der Dex einsehen und im Gegensatz
zum traditionellen Wertpapierhandel selbst verifizieren,
dass die Betreiber der Borse keine betrigerischen Ab-
sichten verfolgen. Ein Nachteil des traditionellen Wert-
papierhandels gegentiber einer Dex ist das héhere Kon-
trahentenrisiko, das durch die Verwendung von Inter-
medidren entstehen kann. Dadurch besteht fur die Han-
delsteilnehmer an einer zentralisierten Bérse das Risiko,
die dort verwahrten Vermogenswerte bspw. durch einen
Exit-Scam des Intermedidrs zu verlieren. Bei der Nut-
zung einer Dex besteht zwar die Gefahr eines Betrugs
des Intermediars nicht, daftr allerdings ein hoheres Ri-
siko, Opfer von betriigerischen Emittenten von Wertpa-
pieren, oder Marktmanipulationen zu werden. Eine tra-
ditionelle Borse bietet hingegen mithilfe der Auflagen
fur das Listen eines Vermdgenswerts einen hoheren
Schutz vor Rug-Pulls und anderen méglichen Betrugsfal-
len durch Emittenten.

Durch diese Auflagen kénnen allerdings viele kleine ERC-
20 Token nicht an traditionellen Borsen gelistet werden
und werden entsprechend nur an Dex’s gehandelt. Im
Gegenzug bietet die traditionelle Borse allerdings auch
andere Vermogenswerte als Kryptowahrungen, wie z. B.
Aktien und Anleihen, zum Handel an. Dadurch, dass an
einer Dex nur ERC-20 Token gehandelt werden kénnen,
kénnen diese ebenso wie Fiat-Geld an einer Dex nicht
gehandelt bzw. verwendet werden. Um mit Fiat-Geld an
einer Dex zu handeln, muss der Handelsteilnehmer zu-
vor bei einer zentralisierten Borse sein Fiat-Geld bspw.
gegen Stablecoins 0.a. tauschen. Ein weiterer Nachteil
der Dex sind die hohen Gas-Gebuhren der Ethereum-
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Blockchain, die fur das Handeln an einer Dex von den
Nutzern gezahlt werden mussen. Dadurch, dass die Gas-
Gebuhren pro Transaktion und unabhéangig von dem
Transaktionsvolumen gezahlt werden mussen, reduzie-
ren diese die Attraktivitdt einer Dex v.a. fur Handelsteil-
nehmer mit niedrigem Transaktionsvolumen und/ oder
hoher Transaktionsfrequenz.

ResUmierend kann gesagt werden, dass der Handel an
einer Dex v.a. Handelsteilnehmer mit einer héheren Si-
cherheitsorientierung anspricht, wahrend der traditio-
nelle Handel insbesondere Vorteile auf der Regulie-
rungs- und Nutzungsebene aufweist.
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Context-based Role Object Pattern
with On-Chain Smart Contract Programming

Orcun Orug, Uwe ABmann, Arbli Troshani
Technische Universitat Dresden, Software Technology Group, Nothnitzer Stral3e 46, 01187 Dresden

Dynamic object roles and corresponding contexts can model complex applications with higher-level abstrac-
tion. These abstracted applications can be used in wider areas such as financial institutions, health care, and
supply chain network. Role management which consists of the creation of role objects, and binding role object
between core objects still suffers from non-intrusive logging-monitoring, auditing, and resilient data source for
role-based applications. Moreover, immutable smart contracts cause problems concerning bug fixing and
maintenance without dynamic binding to new smart contract objects. An object that is created from a smart
contract (contract class) can be transparently attached to a role object utilizing the Role Object Pattern (ROP).
However, ROP itself does not contain a context definition and context-specific role assignment grouping the
definition of smart contract relationships in abstracted data types. In this study, we would like to implement an
extended version of the role object pattern called Context-based Role Object Pattern (ContextROP) with an on-
chain smart contract language called Solidity to solve fundamental problems. To evaluate the proposal, we will
implement a use case with the design pattern proceeding with qualitative and quantitative analysis.

Keywords: Smart contracts, Role-based Programming, Role-Object Pattern, Object-Oriented Programming

1. Introduction error. Another problem could be that misused or hacked

. . . . contracts, smart contracts cannot be changed [2].
In software engineering, a design pattern is a repeatable

solution for a common design problem. One can trans- ,Object schizophrenia or self-schizophrenia is a combi-
form a specific design pattern directly into the code. A nation arising from the delegation and related tech-
smart contract is an autonomous entity and verifiable  niques in object-oriented programming.”’. Objects can
agreements between participants. However, a bad de-  have a single behavior and attribute at a specific time;
sign of a smart contract can cause immersive problems  however, there are some programming techniques that
between participants. For instance, if there is a bugina could not lead us to distinguish the singularity of iden-
smart contract, it must be updated on-chain network. tity. Forinstance, the delegation in class-based program-
When you deployed a new contract to update a depre-  ming languages causes differen attribute personalities
cated contract, smart contract data and application logic ~ for an object because a delegated method can call from
should be altered. That is why eternal storage and up-  abase method of a base class [1]. Analogous to the class-
gradable contract pattern have been proposed. object concept of object-oriented programming lan-
guages, smart contracts use objects from contracts
(class) relationship. Contracts can be defined as class-
like structures. Once a contract is deployed, the storage
(data) and application logic of a contract should be de-
ployed together. Real-world entities can be represented
with roles. Entities that have several behaviors and at-
tributes can play several roles during their lifetime. Even
in object-oriented programming, each object has a set of
roles because objects can be created with different
properties (attributes and behaviors) from a base class.
To create roles, we have a set of methods like dynamic
classification, multiple classification, multiple inher-
itance, type hierarchy with subtyping (overriding), and
subclassing. For instance, a human can be classified as
Immutability issue is an important characteristic of  Person, Employee, Manager, Teacher, Student, and Retired
smart contracts [2]. The immutability character of Solid- ~ Employee. Employee, Manager, and Retired Employee can
ity contracts can harm the credibility of auditing while  belong to a Factory context because they have worked
changing the smart contract data structure in case of an  in this context with attributes (name, id, social security

Smart Contracts are deterministic, isolated, and immu-
table programs that can work in decentralized networks.
A smart contract must give the same results under the
same inputs to comply with the determinism concept.
Off-chain transactions rely on a blockchain network;
however, the computational logic is stored in off-chain
transactions without hashed values (TransactionX). On-
chain smart contracts can only provide an isolation prin-
ciple because an external computation in a smart con-
tract cannot be isolated virtual machine such as
Ethereum Virtual Machine (Ethereum VM). The most im-
portant principle that we need to emphasize is the im-
mutability of smart contracts.

1https://wiki.c2.com/?0bjectSchizophrenia
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number). Some roles cannot co-exist like Person cannot
be Employee and Retired Employee at the same time. Iden-
tity sharing can also happen in on-chain smart contracts
because they use object-oriented language with the
aforementioned features. This study would like to show
the possible effect of identity sharing on smart contract
development.

Each contract has deployment and execution asset costs
concerning the operation of a smart contract in a block-
chain decentralized network. Developers can redeploy a
smart contract so as to eliminate outdated and depre-
cated storage and application logic from updated con-
tracts; however, there is a dangerous point with regards
to the security of smart contracts. This is called Reen-
trancy attack. The reentrancy attack can be eliminated
with the concept of the deep role because a role that has
been played before cannot be played by another core
contract again. In the concept of deep roles concept
(roles are playing roles), a core object can play roles, but
played roles cannot play other roles. In this manner,
smart contract security can prevent reverse calling for
played roles by implementing role modeling.

The rest of the paper is structured as follows: We em-
phasize the research problem in Chapter 2 and describe
our motivation with research questions in SubChapter
2.1 to conduct this research. Then, we provide back-
ground of role abstraction in smart contract design, de-
sign pattern concept in Solidity language, computational
cost in stateful on-chain smart contracts in Chapter 3.
Chapter 4 will be relevant to the current challenges that
we have faced during the research study and the limita-
tions of the study will be listed. After we have empha-
sized the key takeaways from related studies in Chapter
5, we will analyze the implementation of the proposed
design pattern in on-chain smart contract programming.
In Chapter 6, we will give details of implementation. In
Chapter 7, we will discuss key findings regarding the con-
ducted research with a list of conclusions to enlighten
the reader. Finally, in Chapter 8, further key points in re-
gard to development and research will be listed.

2. Research Problem

In this chapter, we will define our research questions
and the major problems that have motivated us to com-
plete this paper. Roles are abstraction layers of an ob-
ject-oriented approach to solve multiple problems,
which are:

- Extending key abstractions of roles should be repre-
sented as an aspect of suitability and cost-effectiveness
in a smart contract language such as Solidity. Which
smart contract language features are necessary to rep-
resent key abstractions of roles?

- Although managing dynamic roles is an important role-
based language feature. Role Object Pattern (ROP) suf-
fers from object schizophrenia and one can solve this
problem with delegation and forwarding in object-ori-
ented programming languages.

- Role-level constraints are necessary to maintain con-
straints among roles without a context. How can we im-
plement constraints between roles?

- By implementing subclassing in a role modeling sce-
nario, we can implement the Role Object pattern recur-
sively. What are the drawbacks and benefits in terms of
performance and gas cost for Solidity on-chain program-
ming language?

In addition to the main problem interests, we would like
to focus on the following research question:

Research Question 1 (RQ1): How to identify different
role subtyping through interfaces in Solidity?

Research Question 2 (RQ2): How can type safety be en-
sured statically?

Research Question 3 (RQ3): What are the benefits and
drawbacks of proxy pattern and interface selector ac-
cording to role modeling in on-chain contract languages?

2.1. Motivation

The main motivation of this paper is to provide a preview
of one of the important design patterns for role model-
ing, which is the Role Object Pattern (ROP). By imple-
menting the extended version of this pattern, we will
elaborate on possible implications while extending the
design pattern with contexts in Solidity language. ROP
focuses on the dynamicity of a role insertion into the sys-
tem of the main design. Even if we have dynamic design
patterns such as Proxy Delegate, Upgradable Standard
for Proxy Delegate, and Eternal Storage, the ROP can
support context which can provide a computational en-
tity and grouping relationships in model-driven engi-
neering.

3. Background

3.1. On-chain and Off-chain Smart Contract Pro-
gramming Decentralized Networks

Concerning the programming concept in smart con-
tracts, we have two different terms, which are on-chain
and off-chain smart contract programming. The funda-
mental difference between off-chain and on-chain smart
contract programming is being connected with an exter-
nal service that is not part of a blockchain network.

A smart contract can check preconditions and postcon-
ditions in the on-chain network. On-chain smart contract
programming has some advantages, which are:

Transactions are executed in an on-chain database,
which is called blockchain network.

The state of the blockchain and smart contracts can be
tracked by means of on-chain events.

With event and emit keywords, one can implement an ad-
vanced logging system without implementing third-
party logging solutions. Beyond that, one can realize a
domain-specific language for logging in the Ethereum
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network that works with Solidity language to get infor-
mation about transactions, transaction receipts, and
states?.

Off-chain data can be harmonized with external data
sources such as specialized streaming data platforms,
key-store databases, object databases, relational data-
bases, interplanetary file systems or file regular file sys-
tems. The main difference between off-chain data and
on-chain data is to manage data sources through a
blockchain network or manually. Another property re-
garding off-chain data is supporting non-Turing com-
plete smart contract languages. For instance, Bitcoin has
an internal smart contract script language, however, it
does support basic variable assignment without creating
a loop and reference types.

3.2. Dynamic Contract Approach with Proxy Pattern
is Solidity

Proxy patterns have been invented and implemented to
realize hot bug fixes in Solidity programming since a con-
tract code is immutable after deployment. Generally, the
concept is widely used for gas savings and dynamic con-
tract upgrading. After deploying a proxy contract, all
messages will be transferred to the corresponding ad-
dress, which can be a new version of a contract. In es-
sence, we have three different types of proxy patterns3.

e Eternal Storage: Updated contract remains in
a blockchain network with old contract data
layer and the data layer might consist of user
information, account balances, or references
to other contracts.

e Unstructured Storage: In this type of proxy
contract, we need to follow the structure of
reference data (attributes of a struct type)
whether in the right order or not. Since the So-
lidity language sets up variables in a contract
sequentially, the caller contract should move
the references of storage variables (state varia-
bles) from the callee contract. The drawback of
the pattern is that cannot be implemented to
reference data structure of Solidity such as
mapping and structs.

e Inherited Storage: This type of proxy contract
ensures that the order and state of storage var-
iables between caller and callee will be the
same. The main aim is to protect the data layer
of a smart contract without inserting compli-
cated assembly code blocks in a smart con-
tract.

2 https://github.com/ChrisKlinkmueller/Ethereum-Logging-

All of the above-mentioned patterns require low-level
dynamic calls that only should be invoked by experi-
enced developers because they can easily contain a code
snippet that has a hard-to-find bug. The main challenge
in upgraded contracts is to preserve old storage (data
layer) with updated contracts (application layer). All of
the described patterns can be used to implement dy-
namic smart contracts; however, the main difference be-
tween them is being asset cost and handling storage of
contracts because they share both proxy and contract
behavior .

We have a couple of dynamic proxy patterns standards
as below ¢ :

Diamond pattern, Multi-Facet Proxy (EIP-2535): It
solves the maximum contract size limit in the Ethereum
world. A diamond pattern provides a way to organize
smart contract code and smart contracts can be as-
signed as upgradable and immutable for the future.
Moreover, the incremental upgradable smart contract is
possible so that one can take the altered part of a smart
contract is possible so that one can take the changed
part of a smart contract, and can assign this part as up-
gradable by means of Diamond Pattern?.

Transparent Proxy Pattern: The goal of the proxy pat-
tern is to make indistinguishable an externally owned ac-
count with actual logic contract 8. In order to prevent
proxy selector clashing, which means that the same
function signatures should be controlled in external con-
tracts as well so that the transparent proxy pattern can
be used because one can make a transaction without an
admin of the proxy contract.

Universal Upgradable Proxy Standard (UUPS) (EIP-
1822): This relies on a standard called EIP-1822°. In this
standard, authors have two essential motivations which
are 0
e Easy to deploy and maintain proxy and logic
contracts.

e Standardization of proxy contract implementa-
tion by verifying the bytecode used by the
Proxy Contract.

3.3. Role and Core Objects in Solidity

Although object-oriented programming solves major
problems in software development, abstraction of ob-
jects and dynamicity have not been properly addressed
and these are still hard to solve with object-oriented pro-
gramming.

6_https://blog.logrocket.com/using-uups-proxy-pattern-up-

Framework
3 https://blog.openzeppelin.com/proxy-patterns/
4 http://blog.openzeppelin.com/upgradeability-using-unstruc-

grade-smart-contracts/
7_https://eips.ethereum.org/EIPS/eip-2535
8_https://blog.openzeppelin.com/the-transparent-proxy-pat-

tured-storage/
5_https://blog.openzeppelin.com/upgradeability-using-unstruc-

tured-storage/

tern
9 https://eips.ethereum.org/EIPS/eip-1822
10_https://eips.ethereum.org/EIPS/eip-1822
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Single Role Type: All role features incorporate into one
single role type. For instance, engineers, salesman, and
directors can be differentiated by job descriptors and
description IDs [3]. If each of the occupations has differ-
ent features, different types can be generalized by
means of interfaces from base interface classes. This
concept is similar to role subtyping.

Role Subtyping: We can represent the many roles of an
objectin a smart contract language by making a subtype
for each role [3].

Role Object: Common features can be inserted into a
host object with a separate role object. In this case, oc-
currence constraints are hard to achieve, but it is easy to
implement with client applications that work with host
objects.

Role Relationship: Roles can be represented by many
role objects. If a host object may have more than one
role object, a role relationship comes into the game to
represent occurrences between role objects.

4. Limitations and Challenges

This study is limited to the on-chain smart contract pro-
gramming language that has object-oriented features to
analyze and discuss the results of role modeling map-
ping in the object-oriented programming world. We
have created qualitative and quantitative research pa-
rameters to test role-based applications. We exclude the
networking and consensus layer of blockchain technolo-
gies because they are irrelevant to the implementation
of ROP.

ContextROP is supporting only a static view of the con-
text, which means that roles cannot be migrated from
one context to another dynamically. We will mainly dis-
cuss on-chain crypto assets (gas cost optimization with
role object pattern to reduce deployment, operational
and computational costs of on-chain smart contracts.
One of the biggest challenging points is to manage im-
mutable smart contracts integrating role modeling.
Roles can be assigned dynamically and static represen-
tation with interfaces does not provide all of the role-
based modeling features such as dynamic loading, deep-
role playing, and dynamic role type without interface
definition.

One of the language limitations is the immutability of
smart contracts in the runtime and advanced role-based
type safety. Even if the Solidity programming language is
statically typed, role subtyping could not be ensured
with an extra effort of type safety structure. Another lim-
itation can be mentioned regarding contexts, and one
cannot easily describe constraints between roles. For in-
stance, occurrence constraints can be implemented em-
ploying abstracted data types such as Set, HashSet, and

11https://www.fernuni-hagen.de/ps/prjs/IROP/

HashMaps by checking the maximum or minimum num-
ber of occurrences at runtime. However, Solidity offers
Mappings abstract data structure with limited functional-
ity of Map data structure.

Another language limitation is the lack of isinstance or in-
stanceOf keyword like in an object-oriented language to
provide type safety. Programming languages support
static type safety for primitive data types such as integer,
boolean, float, and double. If a developer wants to create
an abstract type from a class, the possessiveness of a
new object with an abstract type should be assured. Un-
like Mappings and structs are major abstract non-intru-
sive types in Solidity language, one can create abstract
new types with single, multiple, multi-level, and hierar-
chical inheritance systems with this language.

The last limitation is the dynamic deployment of a smart
contract. A single smart contract has the limitation of a
maximum 24KB contract size, which means that smart
contracts cannot have a complex role-based application
with extensive computational loops. ContextROP design
pattern does not address the smart contract size limita-
tion.

5. Related Work

The main paper about the role object pattern has been
proposed by Baumer et. al. [4] and they have claimed
that attached role objects represent a role that can be
played by an object in a client's context. In their design
pattern description, they have described role objects
and core objects.

Stolz and Steimann have proposed lightweight role ob-
jects that can refactory roles implemented as subclasses
of a role player letting instances of three role objects
share state and identity with an instance of the role
player object " . Moreover, the authors have used the
method that is called Replace Inheritance with Delega-
tion Refactoring (RIWD) to allow reuse without role sub-
typing in order to avoid cumbersome and bloat inter-
faces that define role subtyping and supertyping 2.

Martin Fowler has divided up different parts of role-
based modeling, which are Single Role Type, Separate
Role Type, Role Subtype, Role Object, Role Relation-
ship, Internal Flag, Hidden Delegate, State Object,
Explicit Type Method, and Parameterized Type
Method [3]. The main motivation of this paper is to dis-
tinguish role-based modeling features from different
conceptual ideas by emphasizing the main takeaways. In
the Conclusion chapter of the study, the author stated
that every selection of a design pattern in role-modeling
has a trade-off in software modeling and programming.
Another fact from the paper can be deducted as role-
playing assumptions that may not be true for all condi-

12http://www.feu.de/ps/prjs/RIWD/
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tional testing. A role player can be important for an indi-
vidual use case, but another user may not need to con-
strain the role player because the role objects itself is
more important than the role players in this case.

Stephan Hermann has claimed that roles define the in-
tersection of objects and contexts. Contexts can be
grouped by static and dynamic views, which means that
either a set of roles can be assigned to a static context
or they can migrate from one context to another [6]. In
this paper, the author proposed a language called Ob-
jecTeams that has the capability to group a number of
roles into a context, more precisely in the paper is called
team [6].

Steimann and Urs Stolz [7] have proposed refactored
role object pattern by way of intensive usage of subclass-
ing in an object-oriented language. These subclassing
methods can be listed as follows [7]:

o Entity Type: A base class can be renamed as an
entity type in order to create abstracted role types
from a core component class.

e Base Interface: From an interface, an entity type
and abstract role type can be created to constitute
concrete role types.

e Component Type: This is the regular way of creat-
ing role types in the Role Object Pattern. It inserts
a new abstract class between the entity class and
intermediate subclasses to create role classes that
do not change the behavior of a program because
it does not add anything [7]

In this paper, the main idea is to replace inheritance with
delegation refactoring to add roles to the component
core. Cabot and Raventos emphasized the importance
of the Role as Entity Types pattern that can be useful to
represent roles while a role-based application requires
full expressiveness [5]. Cabot and Raventos have started
to listrole features such as ownership, control, role-play-
ing, role identity, adoption, and relationship. In the de-
sign and implementation phase, they have been catego-
rized into three major topics, which are [5]:

¢ Roles as Subtypes Pattern: Roles can be designed
by subtypes of a base class. For instance, Teacher
and Student can appear as subtypes of Person
class.

¢ Roles as Interfaces Pattern: Roles are repre-
sented as interfaces and this study utilizes the ap-
proach in the implementation. We can specify en-
tity types that play a certain role through inter-
faces.

¢ Roles as Reified Entity Types Pattern: Roles are
represented as reified entity types with a relation
type. A Student type can represent a relationship
between University and Person even if it is not

13https://eips.ethereum.org/EIPS/eip-165

clear possessive of role type to University or Per-
son.

¢ Roles as Participant Names Pattern: A role is
barely represented as a name assigned to an entity
type in a relationship type. For instance, Project
Manager and Branch Manager cannot be occurred
in the same conceptual schema since in this case,
a role cannot play other roles.

Steimann [6] claims that interfaces are a prominent Ob-
ject-Oriented programming concept since they allow de-
coupling of implementation [8]. One can declare every
variable and parameter with an abstract type in order to
realize roles as interfaces. In the definition UML meta-
model of the paper, a merger module can merge Inter-
face and ClassifierRole to a new metaclass called Role. In
the conclusion of the study, the conceptual representa-
tion of roles with interfaces does not cover all features
of the role concept.

Wohrer and Zdun [9] summarize a set of patterns such
as contract register pattern, contract relay pattern, and
satellite pattern. Through the contract register pattern,
contract participants can be pointed to the latest con-
tract version. The register contract keeps track of differ-
ent versions (addresses) of a contract. Moreover, a con-
tract relay pattern can be useful to handle the update
process of a contract [9]. By means of the satellite pat-
tern, one can store addresses of them in a base contract
that allows for modification and replacement contract
functionality.

6. Implementation

Implementation is twofold for the application of Solidity
programming. Dynamic proxied and static interface sep-
arator for team activation. We would like to list both fea-
tures to evaluate differences in asset cost (gas cost), and
performance evaluation in deployment. The static inter-
face has been implemented with a standard interface
detector that is called EIP-165.

We have major 5 different classes, which are:
e ERC165 (EIP-165)
e Component
e ComponentCore
e ComponentRole
e Team
e ExtendedRole

e Each of them has a different purpose while creat-
ing role-based applications in specified contexts,
which are:

ERC165 (EIP-165): Interfaces should be identified and

differentiated in Solidity programming. The main aim is
to detect if a contract implements any given interface'3.
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In the ERC165 contract, there is a function called sup-
portsinterface() that takes an interfacelD bytes32 format.

Component: This is an interface that represents a key
abstraction for ComponentRole and ComponentCore to
define adding and removing role objects. Component is
the base entity that provides a role management inter-
face.

ComponentCore: A core object creates a role object
from this «abstract» contract to play a role and it imple-
ments role management protocol through the Compo-
nent interface.

ComponentRole: ComponentRole is the main compo-
nent that can create role objects from core objects.

Team: Team smart contract provides context-based
grouping for role-based applications. Principally, the
Team represents the context concept that can activate
and deactivate to single or multiple roles accordingly.

Extended Role: This smart contract utilizes the ap-
proach of a dynamic proxy pattern that can help us to
deploy an updated contract with a low gas cost. Ex-
tendRole can be used in the UUPS Proxy Contract imple-
mentation in order for providing dynamic upgradable
contracts.

1 Interface Component {

2 function addRole(bytes32 spec, address
role) external;

3 function removeRole(bytes32 spec) ex-
ternal;

4 function isPlayingRole(bytes32 spec)
external;

5 function getRole(bytes32 spec) external
returns (address);

6 function activateTeam(address team)
external;

7 function deactivateTeam() external;

8 function getActivateTeam() external

view returns(address);
91}

Listing 1: Component Interface in ContextROP

As listed in Listing 1, we have major functions activating
context and dispatching role objects to them with
bytes32 spec addresses. Bytes32 dynamic array of bytes
can be selected because the data type can be utilized in
function arguments to pass arguments and return a re-
sult from a contract.

1 library InterfaceCodes {

2 bytes4 constant COMPONENT_ID = type(Compo-
nent).interfaceld;

3 bytes4 constant COMPONENT_ROLE_ID = type(Com-
ponentRole).interfaceld;

4 bytes4 constant TEAM_ID = type(TEAM).interfaceld;

5}

Listing 2: InterfaceCodes for EIP165 Contract Separator

As for Listing 2, InterfaceCodes can be customized to dis-
tinguish abstract types from base classes from each
other. Interfaces are identified as a set of function selec

tors in the Application Binary Interface (ABI) definition of
Solidity programming language. To prevent invoking dif-
ferent function signatures as if they were the same,
bytes4 of the function signature hash should be used
with customized InterfaceCodes.

© erci6savery

Figure 1: UML Class Diagram for ContextROP Standard Inter-
face Detector (EIP-165)

As shown in Figure 1, we have different modules to cre-
ate the fundamental requirements of the ContextROP
design pattern that consists of ERC165, InterfaceCodes,
Team, RoleCreator, ComponentRole, ComponentCore.
Team, ComponentRole, and ComponentCore should in-
herit a set of functions such as doesContractimple-
mentinterface, and noThrowCall. Chiefly, these two
functions can control interface identification numbers to
simulate functions like typeOf or isinstance in object-ori-
ented languages. Since natural type safety mechanism is
not found in on-chain smart contract language, namely
Solidity, developers can provide the subclassed type
safety by way of interface detectors.

To connect through an externally owned account (EOA)
to the Context-ROP application, load, and deploy meth-
ods should be given. These methods are overloaded
methods with function signatures that take contrac-
tAddress, Web3j credentials, unit value of the gas price,
and gas limit. After one loaded a contract, they might be
deployed with the same aforementioned parameters
through RemoteCall.

Order to reach on-chain ContextROP application by
means of a general-purpose language. Contract address,
credentials, and contract gas provider should be defined
by externally owned accounts.
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ExtendedRole

Public:
sampleVariable: uint

Internal:
_authorizeUpgrade(address)
External:
changeStateVariable()
Public:
initializeRoleOwner(roleAddress: address)
getMessage(): string

LA

UpdatedRoleV2

External:
refillState Variable()

Figure 2: UUPS Diagram for Roles

As depicted in Figure 2, one of the concepts is the UUPS
Proxy Pattern that originated from EIP-1822. This pat-
tern relies on the storage holder (proxy) and logic con-
tractimplementation. In the proxy contract, the contract
stores storage variables that can be used by a logic of an
external contract. A state variable or storage layout or-
ganizational pattern is needed because Solidity's built-in
storage layout system does not support proxy contracts
14, Through advanced libraries, using DelegateCall’® is not
a hurdle that developers should cope with.
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Figure 3: Sequence Diagram for Roles

As shown in Figure 3, we have different stages to interact
with a role-based application from creation to termina-
tion. When a role creation function is invoked by an Ex-
ternally Owned Account (EOA), a particular address
should be given to the reciprocal function. It works with
external clients or wallet accounts in the blockchain net-
work. A smart contract naturally cannot activate another
on-chain smart contract in a blockchain network. After
adding a particular role, the role can be played with its
name in a registered team (context) via activate-
Team(roleName) function. A strict condition in the se-

14https://eips.ethereum.org/EIPS/eip-2535

quence diagram is to deny role-playing after deactivat-
ing with the function called deactivateTeam(). Analogous
to creating roles, accessing roles can invoke similar
methods with bytes4 or bytes32 variables for Ethereum
VM addresses in the shared memory.

7. Evaluation

In this chapter, we would like to evaluate the Contex-
tROP application that we have created in Solidity Pro-
gramming Language. In role-based definitions of
Steimann [10], Kihn (PhD Thesis, A Family of Role-based
Languages, Thomas Kuhn), we can list 26 different state-
ments. These statements cover most of the role model-
ing features from two different research studies. Result
of the qualitative evaluations can be seen in Figure 4 and
Listing 3.
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Figure 4: Assessment of approaches with regards to develop-
ing roles at runtime using 26 classifying features taken from
[10] [11]. Features are completely supported (m), partially sup-
ported (F), and not supported (o) features.

15https://solidity-by-example.org/delegatecall/
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A detailed list of the role features from [10] [11]:

A role comes with its own properties and behavior:
Roles depend on relationships:
An object may play different roles simultaneously

An object may play the same role several times, simultane-
ously

An object may acquire and abandon roles dynamically.

The sequence in which roles may be acquired and relin-
quished can be subject to restrictions.

Objects of unrelated types can play the same role.

Roles can play roles

A role can be transferred from one object to another.

10. The state of an object can be role-specific.

11. Features of an object can be role-specific

12. Roles restrict access.

13. Different roles may share structure and behavior.

14. An object and its roles share an identity.

15. An object and its roles have different identities.

16. Relationships between roles can be constrained.

17. There may be constraints between relationships.

18. Roles can be grouped and constrained together.

19. Roles depend on compartments.

20. Compartments have properties and behaviors like objects.
A role can be part of several compartments.

22. Compartments may play roles like objects.

23. Compartments may play roles that are part of themselves.
24. Compartments can contain other compartments.

Different compartments may share structure and behavior.
26. Compartments have their own identity.
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N
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b

Listing 3: Quantitative Evaluation for the Context-based Role
Object Pattern (ContextROP)

In Table 1, we see deployment and execution costs to
understand the difference between methods in Contex-
tROP implementation. The UUPS and normal methods
have already been discussed in previous chapters. In this
section, we had a use case that simulates a banking ap-
plication with a set of investors and borrowers. Borrow-
ers can borrow a certain amount of money from Banking
Institution and discharge the debt before the overdue
payment. Borrowers and Investors have a creator
method that will associate the ContextROP smart con-
tract package to create abstract role types. In the follow-
ing Table 1, readers can see the deployment and execu-
tion costs during the interaction between roles and ob-
jects.

The results have been taken from Remix (v0.25.1) with
Hardhat Provider by interacting same functions with dif-
ferent methods. The calculation unit has been given as
Gas. Deployment cost shows us the cost of contract de-
ployment into the network. Transaction cost refers to
the cost of method interaction with a parameter in on

chain environment. Normally, the transaction cost is uti-
lized for sending the contract code to the blockchain, but
we did not use that meaning. Execution cost is based on
the cost of computational operations.

One of the important results is the deployment cost of
EIP-165 for both roles is lower than UUPS Pattern roles.
This can be understood because we are using additional
libraries to implement UUPS Pattern; however, incresing
gas costs can make the development process expensive.
Even the execution cost has been doubled while imple-
menting UUPS Proxy since it can solve the contract max-
imum size problem. Deployment and Execution costs
are the initial cost to interact the contract with the block-
chain network. Transaction cost should be considered
when producing the cost to invoke a specific method. In
Table 1, transaction costs of different role methods are
similar to each other and one can say that runtime exe-
cution cost is not different from each other.

Method Deployment Execution  Transaction Cost
Cost Cost

EIP-165 1333374 gas 1159455 Invest() method -

(Role In- gas 54123 gas

vestor)

EIP-165 1467419 gas 1276016 Borrow() method -
(Role gas 54145 gas
Bor-

rower)

UUPS 2863718 gas 2490189 Invest() method -
Pattern gas 54174 gas
(Role In-
vestor)

UUPS 2987612 gas 2597923 Borrow() method -
Pattern gas 54106 gas

(Role

Bor-
rower)

Table 1: Assessment of the gas cost while executing different
methods in ContextROP Standard Implementation.

8. Discussions and Conclusion

Contexts and Roles are the modeling nature of program-
ming languages and they can be used for producing key
abstractions to model abstract states and behavior.
While implementing this pattern, the most prominent
feature of the on-chain smart contract programming oc-
curs in non-intrusive dynamic contract behavior without
coping with low-level calls such as DelegateCall. Even if
we realize DelegateCall by way of proxy patterns such as
diamond standard pattern, unstructured storage pat-
tern, or transparent proxy pattern.

The first finding is that the type-safety can be imple-
mented with Interface Separator (EIP-165) in role-based
applications with Solidity programming language. Imple-
mentation of proxy pattern with the EIP-165 concept can
reduce a great deal of gas cost initial development stage.
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Moreover, it can be more flexible to deploy a contract in
case of bug fixing and regular maintenance. However,
hardcoded InterfaceCodes can cause the function selec-
tor clashing. To prevent this, a random UUID (Universal
Unique Identifier) can be generated by external libraries.

The second finding is that deployment and execution
costs can be reduced through the usage of the EIP-165
standard with a role-based application. Even though
there is no difference between the transaction cost of
similar function signatures, EIP-165 originated smart
contracts can reduce deployment and execution costs
more than pro contracts do. However, proxy patterns
can solve the contract size limitation, unlike EIP-165 con-
tracts.

The third finding is that most of the role features (14 fea-
tures) can be completely supported by Solidity program-
ming languages because it is utilizing object-oriented
programming techniques. Abstraction of core objects
and role subclassing are the fundamental techniques for
role-based programming and most smart contract pro-
gramming languages cannot provide OOP concept ex-
cept for EOA client source code itself (not in on-chain
contract language).

The fourth finding is that trust enabling, and auditable
actions are a strong necessity for role-based applica-
tions because participants of external clients (roles)
should be trustable and auditable. Smart contracts can
provide trustable and auditable context-awareness by
Modifier keyword (function modifiers) to role objects by
enabling a trust layer on the network.

Additionally, source code of ContextROP can be found
at the following link: https://github.com/zointblack-
briar/Smart Contract Examples/tree/develop-
ment/Context-Based-CROP-Solidity.

9. Future Work

Different adaptations, test cases, and a set of use cases
have already been implemented; however, some parts
are still open to research on them. Dynamic contexts can
be added to migrate roles from one context to another.
Even though there is no consensus on how to create a
role, role features from various research studies can be
implemented in an object-oriented approach with on-
chain smart contracts.

Refactoring roles as subclasses for entity types and hier-
archical interface methods can also define role object
pattern with context. Different patterns can be com-
pared to aspects of execution and deployment cost in
the blockchain network.
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A blockchain-based local energy market
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Hochschule Bremen, Flughafenallee 10, 28199 Bremen

As part of the research project Trusted Blockchains for the Open, Smart Energy Grid of the Future (tbiEnergy),
one of the objectives is to investigate how a holistic blockchain approach for the realization of a local energy
market could be accomplished and how corresponding hardware security mechanisms can be integrated. This
paper provides an overview of the implemented prototype and describes the system and its processes.

1. Introduction

In the course of the energy transition initiated in Ger-
many, energy grid operators are facing the challenge to
restructure the traditional energy grid based on central
power plants to a decentralized and distributed power
grid that is based on renewable energy sources. [1]

The centralized structure of the traditional energy grid
provided predictable plannability to grid operators [1].
Through the rising numbers of prosumers [11] and de-
pendence on the availability of localized renewable en-
ergy sources such as wind and photovoltaic, the admin-
istration effort grows dramatically. This results in an in-
creasing demand for systems that can coordinate and
document these processes in a tamper-proof and trace-
able manner. Furthermore, the German energy industry
is striving for the development of smart grids that use
intelligent measuring systems, named Smart Meter
Gateways (SMGWs), to react more precise and faster to
loads. [2], [3], [4], [5], [6]

The research project tbiEnergy demonstrates how a lo-
cal blockchain-based energy market could be imple-
mented to handle the described problems.

This is achieved by using controllable local systems (CLS)
in form of ARMv7 based single board computers (CLS
boxes) taking hardware security mechanisms into ac-
count. The blockchain infrastructure is implemented
and operated in the cloud using the blockchain frame-
work EOSIO. In order to integrate operators of genera-
tion, consumption and storage plants in regard of Ger-
man national regulations, an existing central registry for
power and gas generation plant data the
Marktstammdatenregister (MaStR) of the German Fed-
eral Network Agency - is used and augmented with ad-
ditional functionalities. Energy suppliers act as interme-
diaries, operating a set of cloud-based microservices
and managing the CLS. This local energy market differ-
entiates itself from classic power exchanges and uses
flexibilities and capacities of local participants to trade
energy between customers and provide the energy sup-
plier an additional option to regulate their own balanc-
ing groups. These balancing groups are formed in order
to be able to control the supply and demand of electric-
ity within the grids without having to define direct rela-
tionships between entry and exit points. [10]

This paper presents a concept for the realization of a
blockchain-based local energy market and gives an over-
view of the necessary systems, processes and compo-
nents.

2. Concept of a local energy market

The local energy market, developed within the scope of
the research project, is limited to customers of the en-
ergy supplier and thus to its balancing groups. Currently,
the focus is on energy facilities that do not receive sub-
sidized feed-in rates under the Renewable Energy
Sources Act (EEG). The energy supplier operates the local
energy market and is responsible for the corresponding
systems. The platform enables customers to buy and sell
energy and at the same time it offers the energy supplier
the possibility to manage its own balancing groups. The
management obligations, remain on the side of the en-
ergy supplier as the balancing group manager. Discrep-
ancies between the forecasts and the matching of en-
ergy supply and demand are compensated by the en-
ergy supplier, for which it receives processing fees. In or-
der to avoid the shutdown of power plants, the local en-
ergy market was divided into a primary market and a
secondary market.

On the primary market, customers can buy or sell energy
from renewable energy production or storage facilities.
Customers can choose between a passive and an active
marketing model. In the case of active marketing, the
plants are managed by the energy supplier and the cus-
tomer receives a fixed payment for the flexibility it of-
fers. On the other hand, if the customer opts for active
marketing, offers for timeslots can be placed on the local
energy market after the plants has been registered. Be-
fore timeslot offers are placed on the market, power
generation and consumption forecasts are calculated
based on the power plant data from the MaStR and
utility's weather-based energy production forecast data.
These calculations ensure that the energy consumption
of consumers is matched with the offered generation
quantity or storage capacity prior to acquisition in order
to prevent the acquisition of very large quantities of en-
ergy due to incorrect input by end consumers or mali-
cious market participants. The primary market is closed
one hour before the timeslot starts and the sold
timeslots go to the highest bidder. This is where the sec-
ondary market comes in: The forecasts are recalculated
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and the initial forecast is compared with the new fore-
cast. In the next step, the utility is given the opportunity
to buy timeslots that previously have not been sold in
order to prevent shutdown of facilities. In addition, the
differences between the first and second forecasts are
compared by the utility and could be used to supply its
balancing group.

! CLS Box )

| [ARMV7 single board computer]
i

Figure 1 - Architectural Overview

3. Architectural Overview

Figure 1 gives an overview of the designed and proto-
typed demonstrator. As part of the conceptual design, a
microservice approach was developed based on AWS
Cloud Services. External services that are utilized are the
MaStR of the Bundesnetzagentur and external forecast
data e.g., for PV systems and heat pumps. Each plant lo-
cation is equipped with a CLS box that has a hardware
security module (HSM) and is able to communicate with
the AWS cloud components using an 10T LTE connection.
Interactions between users and the local energy market
are processed via a web application. Access to the web
application is secured by a user hardware security mod-
ule. In the following sections, the prototyped compo-
nents are discussed and an overview of the provided
features is given.

4.1 Plant Location / CLS Box

All services on the CLS box are deployed as docker ser-
vices based on docker-compose files. To allow flexible
communication between the service containers they are
separated in a docker network. The following subsec-
tions describe these various software components run-
ning on the CLS box based on Figure 2.

4.1.1 CLS-Box-Logic - REST-API

The CLS-Box-Logic is a RESTful web service that is
implemented with the Python framework Flask-RESTX. It
is designed as the control component of the CLS box. It
forms the link between the respective CLS box and the
microservice architecture in the AWS cloud. The status
of the CLS box can be queried and data from connected
devices such as smart meters or CLS devices can be re-
trieved indirectly via the OpenEMS energy management
system (refer section 4.1.4 OpenEMS). In addition, infra-
structure services deployable as docker services can be
managed. The CLS-Box-Logic ensures that the connec-
tion of physically connected CLS boxes and the devices
connected to them can be validated before they are
added to the local energy market. In addition, it is able
to react to events that have been forwarded by the
Watcher component of the Blockchain-Connector (refer
section 4.1.3 Blockchain-Connector) and process data
for example collecting data from OpenEMS or send data
to the chain via the Performer component of the Block-
chain-Connector.

Plant Location

=

D N CLSBox ’x ””””””””””

1 [ARMV7 single board cumpuler]\

<<container>>
Blochchain-Connector

° <s<non(amer>>
LS-Box-Logic
REST-API

Figure 2 - Plant Location / CLS Box

4.1.2 TPM-2.0 - REST-API

One goal of the project is to secure the key material used
for transaction signing on the CLS box. This task is per-
formed by the TPM-2.0 - API. It provides the Trusted Plat-
form Module (TPM) functions for generating key pairs,
retrieving public keys and signing transactions via a rest
interface secured with AWS Cognito. Currently, a soft-
ware based TPM is used within the container, which will
be replaced by a hardware TPM as part of the further
implementation within the scope of the field test.
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4.1.3 Blockchain-Connector

The Blockchain-Connector consists of several compo-
nents that can be used independently. Within the scope
of the project, the RESTful web services Watcher and Per-
former are deployed and utilized on the CLS box.

The Watcher's task is to react to on chain events and for-
ward these events to the CLS-Box-Logic. The CLS-Box-
Logic processes an event and decides whether data
must be written to the blockchain. In that case, it uses
the TPM-2.0 - API to sign the data and then writes it to
the chain via the Performer.

As a result, the Watcher and the Performer form the link
between the software components of the CLS box and
the blockchain.

4.1.4 OpenEMS

“OpenEMS — the Open-Source Energy Management Sys-
tem —is a modular platform for energy management
applications. It was developed around the requirements
of monitoring, controlling, and integrating energy stor-
age together with renewable energy sources and com-
plementary devices and services like electric vehicle
charging stations, heat-pumps, electrolysers, time-of-
use electricity tariffs and more.” [9]

In context of the project, it allows the development of
manufacturer specific modules that can integrate exter-
nal devices such as smart meters or CLS devices. The
data of the connected devices can be retrieved and
stored in a local database. The values collected are pro-
vided with the help of a RESTful webservice.

,,,,,,,,,,,,,,,,,,,,,,,

Figure 3 - User Device

5 User Device

The users can interact with the local energy market
through the Webportal as shown in Figure 3. To authenti-
cate to the Webportal, every participant has a User-HSM
that acts as a second factor for the authentication pro-
cess using the FIDO2 standard and utilizing AWS Cognito
in the backend of the Webportal.

External Services

AWS Cloud Components

Figure 4 - AWS Cloud Components

6 AWS Cloud Components

The AWS Cloud Components shown in Figure 4 are based
on a set of AWS services. The RESTful webservices and
the Webportal are deployed with AWS Fargate, the Trig-
ger Service utilizes AWS Lambda and the Blockchain
Nodes are deployed on an AWS -EKS-Cluster. The follow-
ing subsection will give a description about the function-
alities of the individual services.

6.1 RESTful Webservices

The RESTful Webservices are based on the Python
framework Flask-RESTX, which is an extension of the
Flask framework and integrates e.g., the documentation
of interfaces with the help of the so-called OpenAPI spec-
ification. It generates OpenAPIl documents based on an-
notations that contain a standardized, language-inde-
pendent description of the functions provided by the
RESTful web services. The OpenAPI document is also
used to generate TypeScript clients for the web applica-
tion and the possibility to display the available functions
using Swagger-Ul. Each webservice uses the service AWS
Cogpnito for authentication and authorization purposes.
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6.1.1 MaStR-Connector

In order to utilize existing databases that store Infor-
mations about facilities and their operators, the devel-
opment of the MaStR -Connector was started. The MaStR
contains information about power and gas production
plants which must be registered on a mandatory basis
and are assigned to clearly identifiable market players.
The MaStR provides its data via a SOAP web interface,
but this does not allow filtering of all units regarding
market actors. The MaStR-Connector was therefore de-
signed as a RESTful webservice that manages synchro-
nized copy of the units of the MaStR, while providing a
more flexible way to access the data. Other advantages
are the control over the availability of the service and the
avoidance of rate limits for data retrieval. The key func-
tionalities of the MaStR-Connector are the synchroniza-
tion via the MaStR SOAP web interface and the possibil-
ity to query units for a specific market actor. The MaStR-
Connector retrieves the MaStR data of electricity and gas
production plants, market actors such as plant opera-
tors, network operators and energy suppliers via the
MaStR database and then synchronizes them with its
own database. Two methods are used for this purpose:

When initializing the database for the first time, the
MaStR Connector populates the database with entries
read from XML files that are exported from the MaStR
database. After this first initialization, new entries or
changes since the last update are retrieved via the SOAP
web interface of the MaStR. Subsequently, the MaStR
data is parsed from XML into internal data types and
stored or updated in a DocumentDB hosted in the AWS
cloud environment. These functions are outsourced to
Redis jobs to run in the background asynchronously. The
current status of the jobs can be inspected by querying
corresponding job IDs. The MaStR-Connector allows to
query details of the stored units by their MaStR number.
Furthermore, all units of a market actor can be retrieved
via the MaStR-Connector.

6.1.2 Background-Manager-Logic

Along with the Trigger-Service and the Blockchain-Con-
nector the Background-Manager-Logic represents the
management sector within the microservice architec-
ture. In addition to executing background tasks, this area
bridges the blockchain network and the other micro-
services. The RESTful Background-Manager-Logic web
service uses an Amazon DocumentDB for data storage.
With the help of the collected data foundation of the da-
tabase, the Background-Manager-Logic can provide the
necessary auxiliary functions for the different user roles.
For the administrative user, these functions include add-
ing and querying energy-related components from the
database and retrieving the status of the service. Users
without extended usage rights for the background-man-
ager-logic are given the opportunity to register their own
units on the local energy market, place offers and bid on
offers. These requests are forwarded to the Performer
component of the Blockchain-Connector that executes

the corresponding smart contracts to write the data to
the blockchain.

6.1.3 Forecast-Connector

The Forecast-Connector is a RESTful web service that
processes and provides forecasts and secures the bal-
ancing group of the local energy market against manip-
ulations. These forecasts are calculated estimates of the
power consumption and production over time periods
(timeslots) of 15 minutes for a set of units from the
MasStR. The forecast data is created by the energy sup-
plier and uploaded daily to an Amazon Elastic File Sys-
tem (EFS) volume in the AWS cloud. The Forecast-Con-
nector then extracts the forecast data and migrates the
contained forecasts and timeslots into its own database.
The imported timeslots and their affiliated forecasts can
then be retrieved via REST routes.

6.2 Webportal

The Webportal is a responsive web Ul based on web ap-
plication framework Angular, which acts as an interface
to the local energy market for consumers, plant opera-
tors, the energy supplier as well as administrators. Users
are authenticated using credentials and a user HSM. De-
pending on their authorization level, users are offered
different functionalities. Users holding administrative
privileges are able to check the status of all associated
microservices. They are also able to link physically at-
tached hardware components such as CLS boxes, me-
ters and units in order to provide users access to the lo-
cal energy market as shown in Figure 5.
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Figure 5 - Developer Dashboard Webportal
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Figure 6 - Process of signing and sending data based on a triggered event

Based on these created links, users are able register
their own units and place offers on the local energy mar-
ket. Also, the energy supplier is able to get an overview
over its balancing group. The required functionalities are
provided by the web portal using the connected micro-
services in the backend (Forecast-Connector, Back-
ground-Manager-Logic, MaStR-Connector, CLS-Box-
Logic instances).

6.3 Trigger-Service

The Trigger-Service is tasked with triggering the execu-
tion of functions of other system components under cer-
tain conditions. In specified time intervals it requests the
synchronization operations of the MaStR-Connector, the
update of the Forecast-Connector and generation of
events through the Blockchain-Connector. The requests
are sent by AWS Lambda functions which in turn are ex-
ecuted by AWS EventBridge rules that check for the pre-
set time periods expiration.

6.4 Blockchain Node

The blockchain used within the project is the open-
source platform EOSIO which uses the consensus mech-
anism “delegated Proof of Stake (dPoS)". EOSIO executes
industrial-scale blockchains with the support of smart
contracts and the possibility to build private blockchain
networks. [7], [8]

7 Securing the signing of transaction data

Figure 6 describes the process when a specific send_data
event is triggered by the Trigger-Service. The Watcher on
the CLS box reacts to this event and calls the CLS-Box-
Logic that loads the eosAccountName generated within
an initial registration process. During the next step the
data for the corresponding meter or CLS device is re-
ceived from the OpenEMS system and sent to the Block-
chain Connector component Performer. The Performer
sends the hash of the transaction data and the corre-
sponding eosAccountName to the TPM-2.0 APl which
signs the transaction with the connected TPM 2.0. The
signed and encoded version of the transaction is then

passed back to the Performer which writes it to the
chain. Doing this, the transaction signing process on CLS
box has been secured by the utilization of the HSM. The
private-key of the keypair initially created within the
TPM-2.0 API thus, never leaves the TPM. A malicious at-
tacker would therefore have to gain physical access to
the system locations in order to transfer malicious data
in the name of an CLS box. Consumption or generation
data of the Smart Meters or CLS devices connected to
the CLS boxes can thus only be transmitted to the block-
chain with the key material generated on the CLS box
within the TPM 2.0 REST-API and it is not possible to ex-
tract the private keys from the TPM.

8 Conclusion

Within the project, a concept for a local energy market
was successfully developed and hardware security could
be securely integrated into the CLS box and the Webpor-
tal. To validate the technical feasibility, a prototype was
created, and its components have been described. Dur-
ing the implementation phase, we learned, that using
the blockchain also requires some traditional compo-
nents, such as RESTful web services and databases, to
manage the infrastructure components and process the
data before it could be written to the blockchain. Data
tampering security has also been implemented using
TPM 2.0 on the CLS box and authentication with the user
HSM within the web frontend. The presented prototype
implements the critical system processes that will be val-
idated in the next steps of the project within a field test.
In conclusion, the developed concept of a local energy
market and application of hardware security can con-
tribute to the desired energy transition in the German
smart grid.
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Cyberpunk als Frame fiir institutionellen Wandel durch Blockchain-
Anwendungen? Eine Narrative Analyse des Framings in drei
Blockchain-Projekten

Jan-Peter Schmitten, Julien Bucher
Technische Universitat Chemnitz, Professur fir Innovationsforschung und Technologiemanagement,

Thuringer Weg 7, 09126 Chemnitz

Diese Studie analysiert die Verwendung von Narrativen in drei Blockchain-Projekten im Hinblick auf institutio-
nellen Wandel. Es wird aufgezeigt, wie Blockchain-Projekte Cyberpunk-Narrative nutzen, um einen institutionel-
len Wandel herbeizufiihren. Ein kontrastierender Fall ohne Cyberpunk-Narrative verdeutlicht die interpretative
Offenheit der institutionellen Eigenschaften von Blockchain-Technologien im Wettbewerb um Deutungshoheit.
Die Untersuchung vertieft das Verstédndnis der Rolle fiktionaler Erzdhlungen fiir das Framing von Innovationen
im Kontext institutionellen Wandels und zeigt, dass Greimas' Aktantenmodell fiir die Frame-Analyse geeignet

ist.

(Eine umfangreichere Version dieses Artikels in englischer Sprache befindet sich gerade unter Begutachtung
beim International Journal of Technology Management)

1. Einleitung

Im Zuge der internationalen Bankenkrise im Jahr 2009
eingefuhrt, ist die Entstehungsgeschichte von Block-
chain-Technologien eine Geschichte vom Versagen des
Bankensystems und der gescheiterten Versprechen von
Freiheit und Gleichheit von Wissen des fruheren Inter-
nets [1,2]. Blockchain-Technologien versprechen das
verlorene Vertrauen wiederherzustellen indem sie zu-
verlassige, unveranderliche und transparente Transak-
tion von Werten und Informationen unter gleichberech-
tigten Peers ermdglichen. Intermediare, die bisher Ver-
trauen zwischen Interaktionspartnern hergestellt ha-
ben, sollen dadurch Uberflissig werden [3,4]. Banken,
Clearing-Hauser und machtige Plattform-Organisatio-
nen die den Konzernriesen aus dem Cyberpunk der
1980er Jahre gleichen, sollen durch Blockchain-Anwen-
dungen ersetzt werden [5,6]. So erklart etwa Vinay
Gupta, Mitgriinder von Consensys, einem bedeutenden
Unternehmen fur Blockchain-Technologien, dass wir
diese und die Programmierer dahinter nur verstehen
kénnen, wenn wir Cyberpunk verstehen [7].

Diese Studie analysiert die Verwendung von Cyberpunk-
Narrativen anhand von drei Blockchain-Projekten im
Hinblick auf institutionellen Wandel. Wir gehen davon
aus, dass Narrative als Frame fUr die Interpretation ak-
tueller institutioneller Arrangements durch Blockchain-
Projekte und als Mittel fur die Adoption der Anwendun-
gen dienen und stellen folgende Forschungsfragen:

* Wie werden Narrative verwendet, um spezifische
Blockchain-Anwendungen im Hinblick auf instituti-
onellen Wandel zu framen?

» Was sagen diese Frames Uber die Werte und
Uberzeugungen in Bezug auf die derzeitigen insti-
tutionellen Arrangements aus?

Theoretischer Hintergrund
Institutioneller Wandel und technologische Innova-
tion

Institutionen sind regelmaRige, wiederkehrende Muster
sozialer Interaktion und Organisation. Sie verringern Un-
sicherheit, indem sie Handlungsoptionen eréffnen und
andere verschlieen [8-10]. Institutionen sind trage
aber wandelbar. Ubergangsphasen lassen daher Raum
fUr interpretative Flexibilitat und damit fur Akteure, die
temporare Unsicherheiten in ihrem Sinne interpretieren
[10,111.

Alle Innovationen sind auch institutionelle Innovationen
[12]. Innovationen stellen etablierte Werte, Wissensbe-
stande und institutionelle Konfigurationen in Frage [12].
Genau wie Institutionen durchlaufen auch Technologien
Phasen, in denen Akteure um die Einschreibung von be-
stimmten ermdglichenden oder beschrankenden Eigen-
schaften von Technologien konkurrieren [13-15].

"Im Wesentlichen betonen diese Vorstellungen von
Technik als Institution, dass Technik und technische
Arrangements niemals neutral und beliebig nutzbar
sind, sondern immer strukturierende und regulie-
rende Eigenschaften haben, die individuelles, organi-
satorisches oder kollektives Handeln ermdglichen, ka-
nalisieren und mitbestimmen" [13, eigene Uberset-
zung]

Framing und institutioneller Wandel

Ein Frame ist das Verstandnis von Institutionen aus der
Perspektive der Akteure, auf den diese ihr Handeln stit-
zen. Wie Institutionen werden Frames sozial geteilt und
oft nicht klar definiert, was Raum flr Interpretationen
lasst.
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Der Akt des Framing ist der gezielte Versuch, um fur ge-
gebenen Arrangements alternative Interpretationsange-
bote zu machen und Menschen dazu zu bringen, soziale
oder institutionelle Veranderungen herbeizufuhren [16].

,Framing lenkt die Aufmerksamkeit darauf, wie Miss-
stande verstanden und von kollektiven Akteuren stra-
tegisch in Ungerechtigkeiten umgewandelt werden,
die eine Mobilisierung rechtfertigen, [...]1.” [16, eigene
Ubersetzung]

Der Erfolg dieser Versuche hangt u.a. von den Merkma-
len der angebotenen Frames, wie ihrer Flexibilitat oder
dem Grad der Resonanz bei der Zielgruppe ab [17]. Fak-
toren wie die Glaubwurdigkeit der Bedeutungsgeber o-
der die ,narrative Treue” der Frames, d. h. das AusmalR,
in dem sie mit den Uberzeugungen der Zielgruppe, ihren
Ideologien und kulturellen Erzdhlungen ubereinstim-
men, spielen eine wesentliche Rolle [17].

Science-Fiction und Innovation

Science-Fiction ist ein Genre in dem Wissenschaft und
Technologie eine zentrale Rolle bei der Erkundung ima-
ginierter ZukUnfte spielen. Die Zukunftsbilder sind dabei
in zeitgendssischen Entwicklungen verwurzelt und an-
schlussfahig fur Frames [18,19].

Narrative haben zwei wesentliche Rollen fir Innovatio-
nen [20,21]: Fiktion kann Innovationen inspirieren und
bietet Rahmen, die Innovationen interpretierbar und
verstandlich machen [22]. Sie werden daher auch ge-
nutzt um die Einsatzmoglichkeiten und Folgen von Tech-
nologien zu framen.

Menschen sind Geschichtenerzéhler, und die von ihnen
erzahlten Geschichten sind wichtig fir die Legitimierung
sozialer und politischer Praktiken und haben das Poten-
zial, Wissensordnungen zu verandern [23,24]. Sie kon-
nen dazu beitragen etablierte soziale Ordnungen und
Praktiken zu stabilisieren oder sie als "Geburtshelfer
moglicher Welten" [24,25] zu Uberwinden.

Cyberpunk Science-Fiction

Cyberpunk entstand als literarische Bewegung mit der
Entwicklung des friheren Internets in den 1980er Jahren
und brach mit den Traditionen klassischer Science-Fic-
tion der ersten Halfte des 20. Jahrhunderts. Blcher wie
"Neuromancer" von William Gibson [26] und der Film
"Bladerunner" [27], mit seiner dusteren Bildsprache, gel-
ten als pragend fir die zentralen Elemente und die As-
thetik des Genres.

Cyberpunk-Autoren reflektierten Uber Entwicklungen
und Veranderungen in ihrer politischen, kulturellen und
technologischen Umwelt, um deren mogliche Folgen ,,20
Minuten in die Zukunft” zu extrapolieren [5,6,28,29]. An-
stelle von Technologien und ihren méglichen Folgen ri-
cken die von Technik durchdrungenen Institutionen und
die von ihnen betroffenen Menschen in den Mittelpunkt
der Erzahlungen. Zentrale Themen sind ,Daten als
Ware”, kunstliche Intelligenz, Uberwachungsstaat und

Burokratie, sozialer Verfall und Ungleichheit, Umweltzer-
storung sowie die Rolle und Macht globaler Megakon-
zerne, wobei beide Seiten der Konflikte dieselben Tech-
nologien nutzen [5,6,28]. Die Protagonisten richten sich
mit subversiven, oft illegalen, meist ethischen, manch-
mal ritterlichen und in der Regel kreativen Aktionen ge-
gen Unternehmen oder Regierungsbehdrden [6].

Cyberpunk ist aufgrund seiner dystopischen Visionen,
die sich zumindest teilweise bewahrheitet zu haben
scheinen, auch heute noch relevant. Er ist Teil des sozio-
technischen Imagindren von heute und hat sich seit sei-
nen Anfangen zu einer multimedialen Kultur entwickelt.

Vom friiheren Internet zu Blockchain-Technologien

1993 wurde das World Wide Web der Offentlichkeit zu-
ganglich gemacht. [30]. Es erleichterte die Kommunika-
tion und Koordination der Bewegung fur freie und quell-
offene Software die bereits in den 1980er Jahren flo-
rierte und deren Geist auch bei den Internetpionieren
der frihen 1990er Jahre prasent war. Sie erkannten das
Potenzial des Internets fiur eine freiere und demokrati-
schere Gesellschaft. Diskussionen Uber den Zugang und
die Befahigung zur Nutzung und Erstellung von Software
in der Open-Source-Gemeinschaft wurden auf Informa-
tionen im Internet ausgedehnt: “Das World Wide Web.
Sollte ein Sammelplatz fir Informationen werden. Eine
weltweite Plattform fur kritischen Austausch und Dia-
log.” [31].

In den frihen 2000ern wandelte sich das WWW zu ei-
nem Medium, das immer mehr Moglichkeiten zur Inter-
aktion bot [32] und den Aufstieg von Unternehmen wie
Amazon, Alphabet, Meta und YouTube mit sich brachte.
Wé&hrend diese Unternehmen vieles erleichtert haben,
basieren ihre Geschaftsmodelle zum groRen Teil auf der
Ausbeutung der Daten ihrer Nutzer und haben zu Quasi-
Monopolen geflihrt, die den demokratischen Idealen
des friheren Internet entgegenstehen [33].

Hoffnung darauf die verlorenen Traume des friheren In-
ternet doch noch zu verwirklichen, brachten Blockchain-
Technologien. Im Zuge der globalen Finanzkrise 2008
wurden sie erfunden, um elektronisches Bargeld zu er-
moglichen [2]. Sie ermdglichen die eindeutige Registrie-
rung und Validierung von Daten und deren Eigentimer,
den Schutz ihrer Integritat und die eindeutige Ubertra-
gung von einem Nutzer zum anderen [2,34]. Neben
Kryptowahrungen ermdglichen sie viele Anwendungen,
die zu einem breiten Interesse gefiihrt haben [35-38].

Blockchain-Technologien werden haufig als neue Grund-
lagen- oder Transaktionstechnologien angepriesen, die
die Produktivitat oder Effizienz verbessern kénnen [39].
Aufgrund ihres Potenzials fir neue Formen wirtschaftli-
cher Koordination schlagen Davidson et al. [39] vor, sie
eher als institutionelle Technologien zu interpretieren,
die bestehende Institutionen verandern, erganzen oder
ersetzen konnten [39-41]. Ein Teil des Enthusiasmus fur
Blockchain-Technologien riuhrt vom Geist der Open-
Source-Softwarebewegung her, der in vielen Blockchain-
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Projekten ebenso prasent ist, wie im friheren Internet
[42]. Aus dieser Perspektive leben wir in einer Cyber-
punk-Gegenwart und Blockchain-Technologien verspre-
chen diese trostlose Realitat in eine bessere Zukunft ver-
wandeln zu kénnen [4,43].

Methode

Mittels eines Fallstudiendesigns sucht diese Studie die
~Semantischen Geister” [44] des Cyberpunks, die in den
Narrativen von Blockchain-Projekten enthalten sind und
als Frames verwendet werden [45-47].

Wir nehmen an, dass Blockchain-Projekte von Marktein-
steigern [48] die Cyberpunk Elemente verwenden, dies
tun, um ihre Adoption mit dem Ziel institutionellen Wan-
dels zu fordern [49,50]. Bei Projekten etablierter Unter-
nehmen ohne Cyberpunk-Elemente, gehen wir von kei-
nem Interesse an grundlegendem institutionellem Wan-
del aus und dass sie Narrative verwenden, die Block-
chains als komplementare Technologien darstellen
[14,39,40].

Durch ein theoretisches Sampling wurden zwei repra-
sentative und ein kontrastierender dritter Fall ermittelt
[47]. Relevante Daten wurden mit Hilfe einer Online-In-
haltsanalyse [51,52] identifiziert und gesammelt und an-
hand von Greimas' Aktantenmodell der narrativen Ana-
lyse ausgewertet [53,54].

Narrative Analyse

Erzahlungen sind zwischen Vergangenheit, Gegenwart
und Zukunft angesiedelt und werden geteilt, um eine
Botschaft zu vermitteln [55, nach 56]. Um die normative
Botschaft zu vermitteln, konzentrieren sich Erzahlungen
auf die relevanten realen oder fiktiven Ereignisse. Dieses
Grundverstandnis gilt fir individuelle Geschichten, die in
lockeren Gesprachen erzahlt werden, fur Erzahlungen in
institutionellen Zusammenhangen, in sozialen Bewe-
gungen und auch fur fiktionale Erzahlungen [57-59].

Aufgrund ahnlicher Ziele und verfligbarer Daten folgen
wir Biegon [60,61] bei der Wahl des Greimas'schen
Aktantenmodells fur die Analyse [54,60-62].

Das Greimas'sche Aktantenmodell unterscheidet 6
Aktanten, die in Beziehung zueinander stehen und auf
drei Achsen angeordnet sind (siehe Abbildung 1). Aktan-
ten kbnnen Menschen sein, aber auch ,andere aktive
und inaktive Krafte, wenn sie eine bestimmte Rolle in der
Geschichte Ubernehmen” [61,zitiert nach 63, eigene
Ubersetzung].

Sender und Empfanger befinden sich auf der Achse der
Ubertragung/des Wissens, auf der ein Sender das Sub-
jekt auffordert, eine Verbindung mit einem Objekt zu su-
chen. Der Sender stellt hierbei die treibende Kraft dar,
die die im Text aktiven Werte in Bewegung setzt. Der
Empfanger ist die Entitat, die von einer erfolgreichen
Verbindung zwischen dem Subjekt und dem Zielobjekt
auf der Achse des Begehrens profitieren wirde. Die
dritte Achse ist die Achse der Macht, verkorpert durch

Helfer und Gegner des Subjekts. Entlang dieser Achse
manifestiert sich der Konflikt um die Wertestruktur einer
Erzahlung, die durch die Verbindung von Subjekt und
Objekt verwirklicht wiirde [53,54,61,60].

Sender Empfénger
Achse der Ubertragung/des dpbjekt, dZS
Kraft/Ideologie, Wissens ie Werte des
die Werte in B Absenders
e Yverte In be- (aktive Wertestruktur) tragt oder von
wegung setzt - e
ihrer Realisie-
rung profitiert
Subjekt Objekt
Zentraler Ak-| Achse des Ziel auf das
Begehrens |das Interesse
teur der Er- )
Z3hlun des Subjekts
8 gerichtet ist
Helfer Gegner

Kraft, die sich

Achse der Macht
chse ger Mac dem Subjekt

Kraft, die das
Subjekt bei der

) . (,der Kampf um das Objekt | bei der Ver-
Erreichung seiner und wofir es steht”) wirklichun
Ziele/Bestrebun- ) ) &

seiner Ziele

en unterstutzt
& entgegenstellt

Abbildung 1: Aktantenmodell [53,54,61,60,64]

Um das Aktantenmodell fur die ausgewahlten Falle zu
ermitteln, haben wir das von Hébert vorgeschlagene
dreistufige Verfahren angewandt [24,53]. Zunachst
muss die allgemeine Handlung eines Textes identifiziert
oder ausgewahlt werden (1), denn sie gibt die Achse des
Begehrens zwischen Subjekt und Objekt im Zentrum des
Modells vor (2). In einem dritten Schritt missen die ver-
bleibenden Aktanten identifiziert und in Bezug auf die
Aktanten auf der Achse des Begehrens begriindet wer-
den (3) [53].

Da Blockchain-Anwendungen Dienstleistungen anbie-
ten, setzen wir das Zielpublikum mit dem Subjekt des je-
weiligen Narrativs gleich und das Objekt mit dem Ziel,
was das Subjekt (vermeintlich) erreichen will. Das ange-
botene Produkt ist Helfer bei der Erreichung dieses Ziels
und wird gegen die ,Gegner” ins Feld gefuhrt.

Das Aktantenmodell erméglicht die Identifikation rele-
vanter Einheiten in den Erzahlungen, ihrer Beziehungen
zueinander sowie der Kernaspekte der Frames, ahnlich
typischen Methoden der Frame-Analyse [65].

Ergebnisse

Die ausgewahlten Projekte - das Cellarius-Netzwerk und
das Erasure-Protokoll als Cyberpunk-Projekte und als
Kontrastfall TradeLens - haben oder hatten ihren Sitz in
den USA und wurden zwischen 2017 und 2020 gegrin-
det. Beide Cyberpunk-Projekte nutzen eine offentliche
Blockchain und implementieren ihre Anwendungen auf
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der Ethereum-Blockchain, wahrend TradelLens die Hy-
perledger Fabric Blockchain nutz. Hyperledger Fabric
wird von der Linux Foundation mit Beitragen mehrerer
Unternehmen, darunter IBM, als Open-Source-Projekt
entwickelt. TradelLens selbst ist proprietdr, wahrend
beide Cyberpunk-Falle zumindest teilweise quelloffen
sind oder planten, ihre Codebasis auf Open-Source um-
zustellen.

Cellarius- Erasure Pro- |Tradelens
Netzwerk tokoll (IBM, Maersk)
Ursprungsland |USA (New USA (San Fran-|USA (Jersey
York) cisco) City, NJ)
Gegrtindet 2017-2018 2020 2018
Status Eingestellt Aktiv Aktiv
(Sep. 2019)
Art der Block-  |Offentlich Offentlich Zugangsbe-
chain schrankt
Blockchain- Ethereum Ethereum Hyperledger
Netzwerk Fabric
Open-Source  |Proprietar Teilweise Proprietar
Status (Open-Source [Open-Source
angekundigt)
Analysierte Do- |Cellarius Erasure.world |TradelLens
kumente Homepage, Homepage, Homepage,
Cellarius Code readme |TradelLens Do-
Whitepaper (GitHub), kumentation,
(PDF), 4 Blog- |Smart-Con- TradelLens
Artikel, Cellar- |tract readme |Produkt-pra-
ius community |(GitHub), Jour- |sentation (39
guidelines nalistischer m Konferenz-
(PDF) Artikel beitrag + Dis-
kussion)

Tabelle 1: Falllbersicht

Das Cellarius-Netzwerk

Das inzwischen eingestellte Cellarius-Netzwerk [66] be-
tonte ausdrucklich die Rolle von Science-Fiction und Cy-
berpunk fur Innovation und Blockchain-Technologien
[67,68]. Kurz vor dem Launch von Cellarius erklarte
Vinay Gupta, Mitbegriinder von Consensys, der Mutter-
gesellschaft von Cellarius, dass man Cyberpunk-Litera-
tur verstehen muss, um Blockchain und die Blockchain-
Entwicklergemeinschaft zu verstehen [7]. Cyberpunk
habe die Entwickler dazu inspiriert, dezentrale Lésungen
far Probleme zu entwickeln, die heute von zentralisier-
ten Entitaten und Netzwerken gel6st werden. Das Cella-
rius-Netzwerk stellte sich als das erste multinationale,
medienUbergreifende Franchise vor, das von seinen
Schopfern und Fans kontrolliert werden sollte. Es sollte
Geschichten, Filme, Spiele und mehr umfassen, die in ei-
ner gemeinsamen Cyberpunk-Zukunft spielen, die posi-
tiver als der Cyberpunk der 1980er Jahre sein sollten
[66,69]. Ziel sei es, die von zentralen "Monolithen" be-
herrschten Medien zu dezentralisieren, die auf Gewinn

ausgerichtet hauptsachlich "sichere Kunst" produzieren
und nicht auf Befreiung abzielen [43,70].

Der Start von Cellarius wurde erstmals am 17. Oktober
2017 auf ihrer Website angekindigt. Im Jahr 2018 war
eine Menge Aktivitat zu beobachten, bevor die Website
im September 2019 eingestellt wurde [71].

Sender Empfénger
Fanszene (Nut-
zer/Kreative, die
den Urheber-
rechten und Ka-

Fanszene (Nut-

Achse der Ubertragung/des
zer/Kreative die
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non-Entschei- ) cyberpunk und
dungen der (aktive Wertestruktur) sci-fi konsumie-
zentralisierten ren/erschaffen
IP-Inhaber un- maochten)
terliegen) und
das Cellarius-
Netzwerk
Subjekt Objekt
Konsumenten Zugang zu"und
. Kontrolle Gber
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Geschichten
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.| Achsedes | und Mythen
punk- und Sci- ) o
L Begehrens | (einschlieBlich
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die Registrie- .
rung und Ver- rarchische) Kon-

& Achse der Macht zerne, die durch
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dienproduktion | (“der Kampf um das Objekt
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mit freieren Li-
zenzen und die
Cellarius-Platt-
form und -Mitar-
beiter

und wofiir es steht”)

Abbildung 2: Cellarius-Netzwerk Aktantenmodell

Mit einer warmeren Farbpalette und einem positiveren
Ausblick als ihre dystopischen Vorganger [68], war es
das Ziel von Cellarius, Fans und Kunstlern mehr Kon-
trolle Gber die Franchises zu geben, die sie konsumieren
und fur die sie Kunst schaffen [72] .

“Das Cellarius-Universum (CX) ist ein originelles, me-
dienlbergreifendes Cyberpunk-Franchise, dass die
Blockchain-Technologie und nutzergenerierte Inhalte
nutzt, um eine kollaborative, von Fans kuratierte Ge-
schichte zu schaffen. [...] Es ist auch ein kollektives
Storytelling-Projekt, dessen Inhalt und Konturen von
der Community gestaltet werden.” [73, eigene Uber-
setzung]

Das Subjekt von Cellarius' Narrativ sind Konsumenten
und Schépfer von Cyberpunk-Medien mit dem Ziel, das
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Franchise und die Fanszene, der sie angehdren, zu besit-
zen, zu kontrollieren und dazu beizutragen oder in an-
derer Weise davon zu profitieren (siehe Abbildung 2).

Die Gegner dieses Bestrebens sind die derzeitigen Urhe-
berrechtsgesetze, die um machtige, hierarchische Kon-
zerne und Inhaber von geistigem Eigentum aufgebaut
sind, die die Inhalte kontrollieren. Diese Kontrolle fUhrt
nach Cellarius zu "sicherer Kunst" gegen den Willen der
Community und zu einer ungerechten Behandlung von
Urhebern und Fans. Diese haben haufig keine Moglich-
keit, Anerkennung oder faire Bezahlung zu erhalten und
es ist ihnen teilweise verboten, derivative Werke zu
schaffen. Blockchain kann diese etablierten Institutio-
nen und die von ihnen verursachten Probleme I&sen, in-
dem es nicht verdnderbare Eintrage von Kunstwerken
erlaubt und neue Formen der Governance eines Fran-
chise ermdglicht. Kiinstler und Fans sollten Anteile kau-
fen und Uber einen Kernkanon abstimmen kénnen, der
unter der Kontrolle der Gemeinschaft entwickelt wird.
Restriktive Lizenzen sollen durch freizlgige Lizenzen er-
setzt werden, die von Open-Source- und Creative-Com-
mons-Konzepten inspiriert sind.

Der Sender ist in diesem Fall die Fanszene, die von
zentralisierten Rechteinhabern unterdrickt wird. Das
Cellarius-Netzwerk verstand sich als Vorreiter fur eine
demokratischere und gerechtere Art der Verwaltung
und Kontrolle geistigen Eigentums, von der Verbraucher,
Urheber und die Gesellschaft insgesamt profitieren wir-
den.

Das Erasure-Protokoll

Das Erasure-Protokoll wurde als Fall ausgewahlt, weil Cy-
berpunk-Elemente hier in zahlreichen Illustrationen auf
der Homepage und in Referenzen in Werbevideos von
Numerai zu finden sind: so z. B. eine Skyline voller
Leuchtreklamen oder eine Person, die ein VR-Headset
tragt und dabei mit Computern aus verschiedenen Epo-
chen verbunden ist [74]. Numerai ist eine von drei An-
wendungen, die das Erasure-Protokoll nutzen und kann
als ein Hedgefonds beschrieben werden, der Uber da-
tenwissenschaftliche Wettbewerbe Marktprognosen
crowd-sourced [75]. Numerai besteht seit 2016, wah-
rend das quelloffene Erasure-Protokoll erst 2020 verdof-
fentlicht wurde [76].

Ziel von Erasure ist es, das Problem schlechter Informa-
tionen zu l6sen, das sich aus den durch Wettbewerb im
Finanzwesen verursachten Informationssilos und aus
dem verschwindend geringen Preis fir die Verbreitung
schlechter, falscher oder unerwinschter Informationen
im Internet ergibt. Ersteres fUhrt zu ineffizienten Redun-
danzen bei der Datenerfassung und -analyse und ver-
hindert, dass wertvolle Signale aufgrund von Zugangs-
beschrankungen wahrgenommen werden. Letzteres be-
zieht sich auf die Belastung von sozialen Medien, Dating-
Apps und anderen Web-2.0-Phdnomenen, die durch

Bots und andere unlautere Akteure im Internet stark be-
lastet sind, was das Filtern und die Uberprifung von In-
formationen erschwert.

Erasure erhoht die Barriere fUr schlechte Informationen,
indem ein Einsatz fiir die bereitgestellten Informationen
gefordert wird, der verloren geht, wenn die Empfanger-
partei mit den erhaltenen Informationen nicht zufrieden
ist [74]. Dies ermoglicht Vertrauen zwischen Parteien,
die sich gegenseitig nicht kennen. Dies soll z.B. Men-
schen die Mdglichkeit geben, Marktsignale anzubieten,
die andernfalls aufgrund mangelnder Reputation und
fehlenden Zugangs zu etablierten Institutionen wie Ban-
ken keine Chance hatten Gehor zu finden und soll die
Kosten fur unlautere Informationen hoch setzen.
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Abbildung 3: Erasure-Protokoll Aktantenmodell

Die allgemeine Handlung von Erasures Aktantenmodell
ist der Austausch von Informationen, wobei das Subjekt
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bessere Informationen sucht oder schlechte Informatio-
nen vermeiden will. Gegner dieses Zugangs zu wertvol-
len Informationen sind die bestehenden hierarchischen
und konkurrierenden Strukturen im Finanzwesen und
die geringen Zugangskosten des aktuellen Web 2.0. Die-
sen wirkt das Erasure-Protokoll entgegen, indem Ver-
trauen in Informationen erhdht wird. Das aktive Werte-
system ist hier das Recht, wertvolle Informationen sen-
den und empfangen zu kénnen, ohne im Larm unterzu-
gehen oder Teil exklusiver Zugangs- und Reputations-
netzwerke sein zu missen. Neben Erasure ist der Absen-
der und Empfanger jeder, der Zugang zu wertvollen In-
formationen sucht oder diese bereitstellen kann.

Kontrastierender Fall: TradeLens

Im Marz 2017 kiindigten IBM und der Logistikriese Ma-
ersk TradelLens an: Eine Blockchain-basierte Plattform
fur das Dokumentenmanagement in Lieferketten, die im
Dezember 2018 auf den Markt kam und rund 1,5 Millio-
nen Ereignisse pro Tag erfasst.
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Abbildung 4: TradeLens Aktantenmodell

Obwohl es auf der quelloffenen Hyperledger Fabric [77]
basiert, sind die Anwendung und das Blockchain-Netz-
werk zugangsbeschrankt und werden von einer interme-
diaren Organisation betrieben, die zwischen 8 und 22
USD pro Container oder Frachtbrief berechnet [77-79].
Das System schafft Vertrauen zwischen den Akteuren im
internationalen Handel, die es fur den Austausch von
Dokumenten und anderen Daten nutzen, die ansonsten
in isolierten, oft papiergestutzten Systemen mit unter-
schiedlichen Standards verarbeitet werden wirden [80].

Die Verlagerung dieser Prozesse auf eine Blockchain
macht sie effizienter, weil Wartezeiten verkuirzt werden
und das System lernen kann, verschiedene Standards zu
integrieren. Auch die Effektivitat soll steigen, weil die aus
getrennten Silos befreiten Daten nun fur Innovationen
genutzt werden kénnen [78,79].

Die Subjekte in IBM/Maersks Erzahlung sind Akteure im
internationalen Handel, die versuchen Kosten durch
eine effektivere Daten- und Dokumentenverarbeitung
und Moglichkeiten fur produktivitatssteigernde Innova-
tionen auf der Grundlage zuverlassiger Versanddaten zu
senken [79,80]. Das in diesem Modell aktive Wertesys-
tem ist die Kosten-Nutzen-Optimierung, die von dem
Ubergeordneten Ideal des Gewinnstrebens durch den
Akteur Tradelens geleitet wird. Auf der Empfangerseite
stehen die Akteure des internationalen Handels und ihre
Kunden. Das auf Blockchain basierende Vertrauen in die
auf Tradelens geteilten und ausgetauschten Daten und
die Nutzung dieser Daten tragt zur Erreichung des Ziels
bei, wahrend traditionelle, organisatorische Datensilos
und die Abneigung, etablierte Geschaftsablaufe zu an-
dern, dem entgegenstehen.

Diskussion und Fazit

Wir wollten wissen, wie Narrative verwendet werden um
Blockchain-Anwendungen im Hinblick auf institutionel-
len Wandel zu rahmen, und was die Frames in verschie-
denen Blockchain-Anwendungen Uber die Werte und
Uberzeugungen in Bezug auf aktuelle institutionelle Ar-
rangements aussagen.

Die ersten beiden Falle zeigen, wie einige Blockchain-
Projekte etablierte Institutionen, die sie fur schadlich fur
die Gesellschaft halten, reflektieren und zu verdndern
suchen. Durch die Verwendung von Cyberpunk-Elemen-
ten versuchen sie ihr Framing dieser Institutionen mit
dem angenommenen Framing ihres Zielpublikums in
Einklang zu bringen und kénnen als ,institutionelle Un-
ternehmer” betrachtet werden, die Merkmale sozialer
Bewegungen aufweisen. Wie Bewegungen nutzen sie
Frames, um Akzeptanz und Legitimitat zu finden und so
soziale und institutionelle Veranderungen herbeizufih-
ren [16]. Der kontrastierende Fall stellt nicht die zugrun-
deliegenden Institutionen des internationalen Handels
in Frage, sondern wie dieser auf Ebene von Organisatio-
nen organisiert wird und setzt Blockchain-Technologien
in komplementarer und nicht substitutiver Weise ein
[39].

Die Ergebnisse scheinen die Annahmen von Davidson et
al. [39] und Lumineau et al. [40] zu stlitzen, dass in Block-
chain-Technologien das Potenzial gesehen wird, aktuelle
Institutionen zu erganzen, zu verandern oder zu erset-
zen. Sie bestatigen die interpretative Flexibilitdt von
Blockchain-Technologien und verweisen auf das Kon-
fliktpotenzial der Konkurrenz um die Deutungshoheit.

Wenn die beiden ersten Falle als Ausgangspunkt genom-
men werden kdnnen, enthalten sie Hinweise darauf,
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dass ihr Erfolg aber weder mit der Verwendung von Cy-
berpunk-Elementen noch mit ihrem hohen Produktions-
wert zusammenhangt. Das Cellarius-Netzwerk wurde
nach kurzer Zeit wieder eingestellt und das Erasure-Pro-
tokoll scheint, abgesehen von dem Hedge-Fond [81],
ebenso wenig erfolgreich: Der letzte Tweet von Erasure
Bay, einem Informations-Marktplatz, der das Protokoll
verwendet, ist bereits von Januar 2021 [82,83].

Moglicherweise sagt die Analyse der zwei ersten Falle
also, wie Vinay Gupta annimt, etwas Uber die fur die Pro-
jekte verantwortlichen Personen aus, nicht aber Uber die
Passung von Cyberpunk-Narrativen mit potenziellen
Nutzern. Die Attraktivitat fir Nutzer kdnnte durch dieses
Framing sogar geschmalert sein, wenn man bedenkt,
dass Cyberpunk-Science-Fiction ein Nischen-genre mit
einem eingeschrankten Publikum ist. Dystopische Nar-
rative scheinen zwar eine gewisse Wirkung auf die poli-
tische Meinungsbildung zu haben [84-86] aber vielleicht
sind sie nicht die effektivsten Frames, um Nutzer zu ge-
winnen und institutionelle Veranderungen zu bewirken.
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A technical approach for blockchain-based parametric insurance

Tim Kabisch, Lucas Johns
Hochschule Mittweida, Technikumplatz 17, 09648 Mittweida

Humans started using the principles of insurance thousands of years ago when they lived in tribes in smaller
villages. If one of the tribe members were injured, the others would take care of him and his family. The basic
principle of insurance is several people covering each other against a particular risk. Today, most people in
regions like Europe have access to insurance, while many people worldwide still have no access at all. The cost
and accessibility may be improved with a blockchain-based parametric approach. The insurance process in a
parametric approach is exclusively based on data, and decisions are made objectively. Blockchain is a neces-
sary and integral part of the approach to create transparency and connect the customer’s and investor’s risk
capital. The paper offers an overview of the opportunities and challenges of blockchain-based parametric in-
surance, a catalog of criteria for such insurance, a description of all components and their interaction for
implementation on Ethereum, and a reference implementation of a train delay insurance in Germany.

1. Fundamentals

Insurance is based on the principle that a collective as-
sumes the risk of the individual. The covered risk always
needs to be measurable in money amounts. The insured
pays a certain amount of money, the premium, to the
insurer to receive a payout in the event of a covered loss.
The conditions and circumstances under which the in-
surer makes a payout are set in a contract between the
insured and the insurer. This contract is called a policy.
The lifecycle of a policy primarily consists of the follow-
ing sub-steps: an inquiry from the customer, an exami-
nation of the inquiry by the insurer, a payment of the
premium by the customer, a claim, and a payout. [1]
“Manual activities are required in many of the individual
sub-steps in the classic insurance business” [cf. 1] (e.g.,
checking the details of a claim), thus incurring costs and
taking a long time. Only about 60% of the premium ends
up in the risk pool and is used to cover claims. [2] The
remaining portion is used for administrative, distribu-
tion, and claim settlement costs, among other things.

The insurance process can be designed more time effi-
ciently and more cheaply with a parametric approach.
[3] Parametric insurance uses a purely data-driven pro-
cess. It uses historical data for the risk assessment and
approves a payout to the insured when a predefined
triggering event occurs. This reduces the complexity and
costs of claim handling and enables full automation of
this process. For instance, triggering events can be cer-
tain weather conditions or a flight delay. [1]

The combination of parametric insurance and block-
chain offers further advantages. [4] Blockchain-based
parametric insurance creates transparency and ac-
countability for record keeping, minimizes friction and
transaction costs for payment handling, allows efficiency
gains with fully automated policies, and enables imme-
diate payouts. Due to the option of storing information
regarding policies, claims, and payouts on-chain, a level
of transparency is created that would be inconceivable

with classic insurance businesses. Furthermore, han-
dling the payment of premiums and payouts on-chain
may be a significant efficiency boost. Finally, near-real-
time payouts are enabled as no intermediate financial
layers are required. [1]

2. Catalog of criteria

An overview of relevant criteria for blockchain-based
parametric insurance products is presented in the fol-
lowing section. This catalog of criteria aims to function
as a kind of template. By using this catalog, one should
be able to quickly verify whether a new use-case idea is
suitable for a parametric blockchain-based implementa-
tion.

a) Automation: It is essential that the entire process,
from signing a policy to verifying a claim and possible
payout, can be fully automated. The risk calculation
must also be automated. The criterion of automation
thus describes the requirement to minimize manual in-
tervention in the process and ultimately offer an efficient
policy. For most parametric products, this should be the
case.

b) Independent triggers: It is necessary that the trigger
value is not provided by the insured itself but ideally by
an independent third party. This is to avoid moral haz-
ard, i.e., the malicious exploitation of the insurance. [5]
An excellent example is an insurance against natural dis-
asters or general weather events. These cannot be ma-
nipulated to one's advantage, so there is no risk of moral
hazard. It must be possible to verify the damage without
questioning the person concerned. Therefore, the de-
coupling of the trigger and the policyholder is an essen-
tial requirement.

c) Data availability: To constantly offer a policy, the data
required must also be continuously available. This in-
cludes historical data relating to the individual risk and
current data that serves as a trigger. This data must be
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available with sufficient reliability. This is important be-
cause a lack of recent data means the policy cannot be
processed. It is then not known whether a loss has oc-
curred or not. In turn, a lack of historical data means
there is no basis for a risk calculation. The risk calcula-
tion is an integral part as it is the basis for policy offers
and thus the foundation of the product itself. It is also
the centerpiece to attracting risk capital from investors.
Data availability considerations may include fallback
methods, e.g. if an API fails.

d) Data quality: A central concept of parametric insur-
ance is the so-called base risk. It represents that a cus-
tomer may not get a payout, even though they had dam-
age, and vice versa (i.e., payout even though there is no
damage). That is because the damage evaluation is ex-
clusively based on data. It may happen that the provided
data does not reflect the actual state of the situation. For
instance, a customer of flood insurance receives a pay-
out due to a high-water level according to the data, alt-
hough no water ran into their house. Thus, a parametric
approach requires an exceptionally high data quality to
keep the base risk as small as possible. The smaller the
base risk, the more the situation represented by the data
corresponds to the actual situation.

e) Market potential: An excellent economic attractive-
ness of the product is required. The problem must be big
enough that it seems sensible to purchase insurance.
Surveys conducted among a potential target group are
usually most effective here.

f) Onboarding: The hurdle of the onboarding process,
which typical blockchain applications usually involve,
must also be included here. Often, at least a MetaMask
wallet with funds is necessary to be able to use an appli-
cation within this ecosystem. Depending on the product
and target group, the potential user may have already
overcome this hurdle.

g) Scalability: When evaluating a use case, it also plays a
role in how the geographical area affects the implemen-
tation. Technical or regulatory adaptations may be re-
quired for expansion into other countries. It may also be
that the use case is not subject to any restrictions in this
regard. This point is less critical for the general imple-
mentation but should still be considered. In addition, the
scalability of a product also has a corresponding effect
on the market potential, which must be evaluated sepa-
rately.

h) Occurrence versus damage: This point strives to dis-
cuss the relationship between the probability of a dam-
age occurrence and the amount of damage. An insur-
ance product is most useful when damage rarely occurs,
and the amount of damage is relatively high. Insurance
is interesting for a customer, and sound policies can be
offered in this case. When it is the other way round (i.e.,
damage often occurs and is relatively small), insurance
gets quite unattractive due to high premiums and low

payouts. Furthermore, customers are most likely able to
cover the damage themselves.

i) Object of insurance: The damage of a covered risk by
insurance always needs to be measurable in money
amounts. The loss of private pictures due to hardware
failure or a wedding on a rainy day is considered emo-
tional damage. In general, the value of such damage is
not measurable in money. Therefore, the calculation of
a premium and a possible payout is infeasible. While de-
signing an insurance product, one should consider
whether it covers financial or emotional damage.

j) Consistency of the risk: It should be sure that an in-
sured risk is present in the future. This criterion works
the best when the risk is not influenceable by anyone
(e.g., risks caused by the weather). However, most risks
are influenceable in some ways. One should think about
if the presence of the risk depends on one entity or per-
son. The insurance product could be obsolete once a
rule, behavior, or process changes.

3. Proposal for an Ethereum-based architec-
ture

This chapter forms the central part of the paper and pro-
poses an Ethereum-based architecture for blockchain-
based parametric insurance (see figure 1). It covers all
components and sub-steps of the system in detail.

3.1 Components

Chainlink: A significant weakness of smart contracts is
that they cannot independently access data outside the
blockchain. They must be connected to an oracle, which
is the source of the data. Chainlink enables the transfer
of data from sources outside the blockchain to smart
contracts within the blockchain. This architecture uses
Chainlink to connect smart contracts with an APl outside
the blockchain and to automate smart contracts with the
Chainlink Keepers. [6]

Generic Insurance Framework: The smart contracts of
this architecture use the Generic Insurance Framework
(GIF). The GIF is a collection of open-source smart con-
tracts that implement essential functions and risk pool
infrastructure that all insurance products share in com-
mon. This includes the lifecycle of a policy with all its sub-
steps. Thus, it can be used to design and implement in-
surance products quickly and easily. Product-specific as-
pects such as pricing and the insurance logic need to be
implemented individually. A so-called GIF Instance is re-
quired to operate insurance products. It is used for sell-
ing policies, collecting premiums, calculating trigger
events, and handling payouts. GIF-based insurance
products are managed and operated in such a GIF in-
stance. There may be various GIF instances on different
EVM-based blockchains, for example, Polygon or Gnosis
Chain. One GIF instance may manage multiple insurance
products. Not all GIF details are shown in the component
diagram for better understanding. Some sub-steps may
be more complex than described. [1]
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(A) User Interface

(C) Data Source

[ (E) Risk Pool Contract ]

(B) APl Proxy . [

(F) Product Contract ] .

r

(l) Smart
Contract

Automation

(J) Chainlink Infrastructure

Figure 1: Component diagram

(A) User Interface: The system includes only one graph-
ical component: the user interface. This could be a web
application, for instance. The primary purpose of the
user interface is to connect the user with the services in
the back end. This includes purchasing a policy, display-
ing active policies, and other relevant status information
for the user. To buy a policy, the user needs to have a
wallet connected to the user interface. The wallet is re-
quired to sign transactions to interact with a smart con-
tract. However, all calculations for a policy offer are con-
ducted off-chain and only validated again in the smart
contract once the user accepts the offer. This way, only
one blockchain transaction is required.

(B) API Proxy: The primary purpose of the APl proxy is
wrapping the data source. It processes data from the
data source and allows to query for risk and status for a
specific policy. The risk calculation is done by querying
historical data from the data source and applying a pre-
diction model. Simple heuristic methods and more com-
plex machine learning models can be used since it is lo-
cal off-chain processing. Providing a status for a policy
requires querying live data from the data source. A pre-
defined data type can be guaranteed for every response
required to process Chainlink requests by using a proxy
in front of the API. Furthermore, the data source may
work via licensed API keys, which can be protected this
way. Thus, the API proxy is an essential part of the sys-
tem as an additional abstraction layer. Values and pro-
cessing steps could be made publicly available to create
transparency.

(C) Data Source: Since a parametric insurance product is
exclusively based on data, the data source plays a crucial
role in the system. It must provide historical data as well

as live data with good reliability. The data type depends
on the insurance product, for instance, weather data.

(D) Customer Wallet: The interaction with a smart con-
tract requires an Ethereum wallet. This wallet needs to
be connected to the user interface. Buying a policy re-
quires funds on the network the insurance product is de-
ployed on, for instance, MATIC on Polygon or xDai on
Gnosis Chain. The wallet must be used to sign a transac-
tion during the purchase process of a policy. If the user
gets a payout for their policy, it will be sent to the same
address used to pay the premium. To view the status of
a policy, the same wallet used to buy it needs to be con-
nected with the user interface.

(E) Risk Pool Contract: The risk pool contract's primary
purpose is insurance capital management. This consists
of risk capital from investors and premiums from cus-
tomers. A payout for a policy happens with funds from
the risk pool. The GIF manages the flow of funds to and
from the risk pool contract.

(F) Product Contract: The product contract makes use of
the GIF and is part of a GIF instance. Thus, this contract
only needs to implement the insurance logic and the
pricing model, while the GIF instance takes care of the
lifecycle of a policy. The product contract offers a func-
tion for policy applications. All off-chain information that
is necessary for the processing of a policy is queried via
so-called oracles. The GIF manages the communication
between the product contract and the oracles. If a policy
is entitled to a payout (i.e., the damage has occurred),
the product contract initiates this payout at the risk pool
contract.
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(G) Rating Oracle: This smart contract links the product
contract and the Chainlink Infrastructure. It is responsi-
ble for creating Chainlink Requests and handling the re-
sponses via a callback function. The rating oracle is used
to query the risk for a policy.

(H) Status Oracle: Similar to the rating oracle, this smart
contract links the product contract and the Chainlink In-
frastructure. It contains a queue of active policies wait-
ing for the resolution process (i.e., decide whether this
policy is eligible for a payout or not). The status oracle is
used to query the status of a policy once the Smart Con-
tract Automation component triggers the execution.

(I) Smart Contract Automation: Every action in a smart
contract needs to be triggered by another smart con-
tract or a wallet (i.e.,, an externally owned account).
Smart contracts cannot set a timer to execute them-
selves after some time. An incentivized bot network like
Chainlink Keepers or Gelato Network can be used to
achieve smart contract automation. The network checks
if the automated contract needs to be called at every
mined block. This check happens off-chain and does not
require any gas. The checking logic heavily depends on
the use case. For instance, it can be checked if a specific
date is reached or if an event happened. Once the con-
dition is met, a pre-defined contract function gets exe-
cuted. This function triggers the policy resolution pro-
cess. A different option is to make calls from a local
server. Theoretically, anyone can call the policy resolu-
tion function. If a policy is eligible to receive a payout, the
owner of the policy is automatically incentivized to call
the function. Thus, if the automation fails, there is no
trust issue, but it serves the user's convenience.

() Chainlink Infrastructure: Chainlink enables the trans-
fer of data from sources outside the blockchain to smart
contracts within the blockchain. This architecture uses
the Chainlink network, as it has become the quasi-stand-
ard in the industry in recent years. [7] However, every
oracle protocol that offers a similar functionality could
be used, for instance, Tellor.

(K) Wallet Investor: Risk capital from external investors is
required to ensure that the risk pool is solvent all the
time. This is especially important if there is a disaster
where many people get a payout. Investors risk their
capital for such an unlikely event and earn a profitable
yield. An investor does not actively affect the processing
of a policy. It just interacts with the risk pool of the insur-
ance product.

3.2 Interaction between components

(1) The user filled in all necessary information for the ap-
plication for a policy. The user’s input data is sent to the
API proxy for the risk calculation.

(2) The API proxy queries the corresponding data from
the data source to conduct the risk calculation. The risk
calculation is done by applying the prediction model to
historical data.

(3) The result of the risk calculation is sent back to the
user interface and appropriately displayed to the user.
The result of the risk calculation defines the maximum
payout the user can receive. The user can now decide
whether they want to buy a policy for the shown condi-
tions or not.

(4) The user decides to buy the policy. This requires an
on-chain transaction. Thus, the user must have a wallet
connected to the user interface. With the transaction,
the information about the policy is sent to the product
contract, and the premium is paid. In the best case, all
information relevant to the policy can be saved in the
product contract. In some cases, the data may require
too much storage space and is therefore too expensive
to be stored in a smart contract on-chain. It could be an
option to store the information in a publicly accessible
location, such as the InterPlanetary File System (IPFS).
The link to that information would then be stored in the
smart contract.

(5) The result from the risk calculation is the basis for the
payout calculation, requiring the product contract to
know that information. The information cannot be trans-
ferred in step 4 because the user can modify the trans-
action and the transmitted data. Thus, the user could
change the information to gain an advantage (i.e., a
higher possible payout). Therefore, this information
must be queried from the API proxy independently from
the user’s transaction. A smart contract needs an oracle
to be able to query data from a server. This architecture
uses the direct request jobs from Chainlink. [8] This step
sends all relevant information to perform the risk calcu-
lation (i.e., the same information from step 1) to the rat-
ing oracle. In case the system requires storing data in the
IPFS, the identifier of the information is transferred in-
stead. The product contract receives the result for this
query (i.e., the result of the risk calculation) in step 11.

(6) A Chainlink Request is built by the rating oracle. It
contains the transferred information from the previous
step. Finally, the request is sent to a Chainlink node.

(7) The Chainlink node queries the API proxy with an
HTTP request that contains the transferred information
from step 6 in its body.

(8) The API proxy queries the corresponding data from
the data source to conduct the risk calculation. The risk
calculation is done by applying the prediction model to
historical data. This step is the same as step 2.

(9) The result of the risk calculation is sent back to the
Chainlink node in response to the HTTP request.

(10) The result of the risk calculation is sent back to the
rating oracle. The callback function manages the further
processing of the result.

(11) The rating oracle calls the product contract's
callback function, and the risk calculation result is trans-
ferred one last time. This result is the basis for the pay-
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out calculation, as mentioned in step 5. The product con-
tract needs a pricing model implemented to calculate a
possible payout for the policy based on the result of the
risk calculation. Once the payout amount is defined, the
policy can be underwritten and is now eligible to receive
a payout. The logic may also implement rejections. Poli-
cies with a high risk for damage or where the risk calcu-
lation has failed can be rejected, for instance.

(12) The product contract creates a request to query a
policy's status information. The result of this query will
later decide whether this policy is eligible for a payout.
The request is put in a queue in the status oracle with a
condition for when it can be executed. This condition
most likely includes whether a specific time point or an
event happened.

(13) The smart contract automation component regu-
larly checks if the defined condition is met. Once the con-
dition is fulfilled, a pre-defined function is executed,
which triggers the execution of the queued request.

(14) A Chainlink Request is built by the status oracle out
of the queued request. This request contains the neces-
sary information about the policy. Finally, the request is
sent to a Chainlink node.

(15) The Chainlink node queries the API proxy with an
HTTP request that contains the necessary information
for the policy in its body.

(16) The API proxy queries live data from the data source
to determine the status of the policy.

(17) The status of the policy is sent back to the Chainlink
node in response to the HTTP request.

(18) The status of the policy is sent back to the status or-
acle. The callback function manages the further pro-
cessing of the result.

(19) The status oracle calls the product contract's
callback function, and the policy's status is transferred
one last time. The status is the basis for the damage eval-
uation. As described earlier, the damage assessment in
a parametric product exclusively relies on data. Usually,
this is a simple mathematical comparison if a trigger
value is exceeded. If not, the policy expires without fur-
ther action, and the process ends. However, if the trigger
value is exceeded, a payout in the amount of the calcu-
lated value in step 11 is triggered.

(20) The risk pool contract is responsible for managing
the funds of the insurance product. The product contract
instructs the risk pool contract to transfer the calculated
payout to the customer. Finally, the risk pool contract
transfers the funds to the customer’s wallet, and the pol-
icy expires.

3.3 Architectural drawbacks

The data source shown in the architecture is a central
component. Furthermore, the proxy API has full sover-
eignty over the data and can theoretically manipulate it

before an oracle retrieves it. Even if the blockchain is still
necessary for payment flows and transparency reasons,
the main advantage of a blockchain is being under-
mined: the possibility of building a trustless system.

Ideally, the architecture relies on a fully decentralized
data source in the future. One central aspect that is nec-
essary for this is an established data economy. This
means more people and institutions must make data
available and usable in an oracle network like Chainlink.
[9] Second, risk calculations could also be performed on-
chain in the future. This would make the API proxy and
the central data source obsolete. However, the demon-
strated architecture does not provide a fix for those two
problems and therefore is not entirely decentralized.
The user must trust the provider that builds a product
with this architecture for the time being.

The complexity of the system is also an important as-
pect. This affects the maintenance of the system and the
susceptibility to errors. The efficiency of the insurance
process must make up for the operating effort. Only
then is it worth using the system.

Another point to consider when using this architecture
is that a blockchain with low transaction costs should be
used. This is essential for products where the premiums
are low. Otherwise, the operational costs due to trans-
action fees may be higher than the premium itself. It
would also be reasonable to use a cryptocurrency that
has a stable price, i.e., a stablecoin. Otherwise, the pay-
out could be worth less due to volatility for products with
a more extended period between payment of the pre-
mium and the claim.

4. Reference implementation: Train Delay

This chapter describes the implementation of a train de-
lay insurance in Germany based on the stated architec-
ture.

4.1. Covered Risk

Insurance against train delays works in such a way that
a traveler specifies their train connection in an app
within a period before the start of the journey. A policy
is then created based on a forecast of the probability of
a delay in the journey. The official timetable information
from the transport companies, collected and made avail-
able by external aggregators, serves as the data source.
The traveler activates the policy by paying the premium.
A few minutes after the scheduled arrival, the real-time
data is used to check whether the train arrived on time.
If not, a payout is initiated.

Ajourney is defined by a departure station, a destination
station, a departure time, and a list of legs, i.e., connec-
tion subsections. A leg consists of a train number, a de-
parture station, a departure time, an arrival station, and
an arrival time. The important thing is that the entire
train connection becomes part of the policy. The subject
of the policy is the final delay of a connection at the des-
tination. Only in this way the insurance coverage for a
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traveler makes sense. While querying information for a
journey, the way the journey took place is checked. For
example, a train might have been canceled, but an alter-
native connection still got the traveler to his destination
or connecting train on time. From the real-time data, it
can be determined with a very high degree of certainty
whether a connecting train has been reached or missed.
If a connecting train is missed, the next connection is se-
lected accordingly. This means that cases can also be
considered in which a delay occurred but was made up
for in the end by a changed connection.

4.2. Implementation

Com

CSI Prototyp

Absicherung gegen Zugverspatung

RE 6 7.00€

Chemnitz Hbf > Leipzig Hbf

Preis fiir eine Absicherung
a31 > 1

Absicherung beantragen  Meine Al ’
CcBC14 2%

Mittweida > Chemnitz Hbf Wahrscheinlichkeit fiir eine Verspatung > 60min

1400 > 1819

ICE1601

Leipzig Hbf > Miinchen Hbf

Figure 2: Policy offer for a train connection in Germany

A MetaMask wallet is assumed on the client side to inter-
act with the contract. The on-chain components for this
prototype are deployed on the polygon test network.
The user interface is implemented as a web application
in JavaScript. The user may select their train connection
via an input mask. They input the connection by provid-
ing the departure station, the arrival station, and the de-
parture time. The front end can retrieve the entire con-
nection from a public timetable endpoint with that infor-
mation. It is assumed that this query provides reliable
data about future connections.

To offer a policy, the API proxy is queried for the delay
risk of the selected train connection. The prediction
model in this implementation is very basic as it just
serves for testing in this case. It should be replaced with
a real and more precise model in the future. Currently,
the history of this connection in the past eight weeks is
checked for a delay greater than 60 minutes. For in-
stance, if one out of eight checked connections had a de-
lay, a delay probability of 12.5% is assumed.

The user gets an overview of the policy with all corre-
sponding conditions after the risk was successfully cal-
culated (see figure 2). If they accept the shown condi-
tions, they can buy it and interact with the product con-
tract. In this interaction, they transmit the entire connec-
tion and pay the premium (see 3.2 step 4). The user’s
connected MetaMask wallet to the user interface must
have a sufficient balance. The product contract can store

the connection containing every leg on-chain as this in-
formation easily fits in a short string. The data is re-
quired to process a claim later. The contract then que-
ries the delay risk via the rating oracle. The user interface
and the oracle are using the same endpoint for this. Af-
ter receiving the delay risk, a possible payout is calcu-
lated, and the policy is underwritten. Thus, making it eli-
gible for a payout. Underwriting the policy triggers an
event that is used to update the user about their policy
status via the user interface.

From now on, no user interaction should be required.
When underwriting the policy, a trigger time for further
processing is defined. This results from the planned ar-
rival time of the train at the destination plus an offset.
Currently, this offset is set to 60 minutes. Chainlink
Keepers trigger the further processing of the policy once
the trigger time is reached. The product contract re-
quests the arrival time of this connection via the status
oracle. A payout is initiated if the train delays more than
60 minutes. If not, the policy expires without any further
action.

The data source in this implementation forms a central
component. Asignificantimprovementin the implemen-
tation would be achieved by using a completely decen-
tralized and trustless data source. Unfortunately, this is
not trivial and illustrates the so-called oracle problem.
[10]

5. Conclusion

This paper has shown a technical approach and the ben-
efits of blockchain-based parametric insurance. The po-
tential for automation, transparency, and fast payment
flows has been highlighted. One should be able to
quickly verify whether a new use-case idea is suitable for
a blockchain-based parametric implementation by using
the shown catalog of criteria. Once a use case is found,
it can easily be implemented using the stated architec-
ture.

Many use cases are infeasible in the classic insurance
business due to high administration costs and long pro-
cessing time due to manual activities. For instance, sell-
ing policies worth five euros and paying more than 30€
for the administration of that policy is infeasible. The
stated approach may enable such use cases due to au-
tomatic processing and low administration costs.

The transparency of a smart contract offers the possibil-
ity to see the entire business logic of an insurance prod-
uct. This is useful, especially in countries where corrup-
tion is a problem. People do not have to trust a big com-
pany representing a black box. This may play a less criti-
cal role in a stable and regulated market.

Classic insurance companies may decide who is allowed
to participate and who is not. Blockchain-based insur-
ance can be built virtually accessible by anyone with ac-
cess to the internet and a wallet. Furthermore, a block-
chain-based parametric approach allows for automatic
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and instant payouts. Automation is enabled by design by
using a parametric approach. Instant payouts are ena-
bled by using a blockchain as the layer for payments.

A big downside of the stated architecture is the central-
ized data source. The main advantage of a blockchain is
being undermined: the possibility of building a trustless
system. The connection between a blockchain and real-
world data is a much-discussed problem known as the
oracle problem. This architecture does not solve this
problem; however, it has many advantages in different
areas. ldeally, the oracle problem can be tackled by
providing and processing the data in a fully decentral-
ized way in the future. New technologies and procedures
may path the way to that state.
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In dieser Forschungsarbeit wird ein Uberblick dariiber gegeben, wie Grafikdaten eines NFT auf der Blockchain
gespeichert werden kénnen. Es werden verschiedene Ansdtze untersucht und vorhandene Projekte analysiert.
Dabei werden vor allem die Aspekte Sicherheit, Ressourcen und Anwendbarkeit betrachtet. Mithilfe einer Te-
stumgebung werden die recherchierte Ansdtze vergleichbar, wobei sich in der Arbeit auf skalierbare Vektorgra-
fiken (SVG) konzentriert wird. Letztendlich zeigt sich, dass es fiir simple SVG sinnvoll ist, ihren Code als String
oder auch in Base64 codiert im NFT selbst abzulegen. Fiir komplexere Grafiken wird ein Ansatz mit einem Smart
Contract empfohlen, um die Kosten pro NFT zu reduzieren. Die Vorgehensweise, die Grafikdaten durch eine
Funktion wiederherzustellen, eignet sich aufSerdem auch fiir Ansdtze, die nicht auf Vektor Grafiken bauen. Es
zeigt sich, dass durch einen gewissen Mehraufwand durchaus NFT und Grafikdaten auf der Blockchain abgelegt
werden kénnen und kein Risiko durch die Trennung zwischen On- und Off-Chain eingegangen werden muss.

1. Einleitung

Der Begriff NFT Kunst beschreibt die Verbindung von (di-
gitaler) Kunst und einem NFT, welcher als Besitzurkunde
Uber das Kunstwerk fungiert. Es wird als die Revolution
und Zukunft der Kunstbranche bezeichnet und wird so
bei Kunstsammler:innen, Spekulantiinnen und Kinst-
ler:innen immer bekannter. [1]

Doch bei der Kaufentscheidung sollte nicht nur auf die
Reputation der Kunstleriinnen oder die Raritat des
Kunstwerks geachtet werden, sondern es sollte auch ein
Blick auf die Technik dahinter geworfen werden. Wo ist
der NFT und wo ist das dazugehdrige Kunstwerk gespei-
chert? Denn auch wenn der NFT sicher auf einer Block-
chain wie Ethereum abgelegt ist, so muss sich dort nicht
auch das Kunstwerk befinden. Viel wahrscheinlicher ist
es, dass im NFT nur ein Link zu dem Kunstwerk hinter-
legt wurde.

In dieser Arbeit werden die damit verbundenen Prob-
leme gezeigt und mogliche Lésungen dafir vorgestellt
und miteinander verglichen. In den folgenden Kapiteln
wird die Problemstellung erortert, die Literaturrecher-
che vorgestellt und daraus abgeleitete Losungen und
Varianten verglichen.

Es wird gezeigt, wie grafische Daten auf der Blockchain
sicher, kostensparend und anwenderfreundlich abge-
legt werden kénnen. Denn nur so ist das Wertgebende
des NFT - die Kunst, genauso gut verwahrt wie der NFT
selbst. Und dies sollte genauso im Interesse der Kunst-
ler:innen sein, wenn sie ihre Kunst fur teilweise insge-
samt 69 Millionen USD versteigern, wie auch der Besit-
zer:innen von NFT. [1]

2. Problemstellung

Fur die digitale Ablage des Kunstwerks bzw. dessen gra-
fischen Daten bestehen grundsatzlich drei Moglichkei-
ten. Das Bild kann auf einem zentralen Server abgelegt
werden oder in einem dezentralen Serversystem. Die

letzte Méglichkeit ist, dass das nicht nur der NFT sich auf
der Blockchain befindet, sondern auch die grafischen
Daten selbst. Mit diesem Ansatz soll sich in diesem Pa-
per tiefergehend auseinandergesetzt werden. Zunachst
sollen aber die beiden auf serverbasierenden Ansatze
betrachtet werden.

Bei dem Ansatz, dass das Bildmaterial auf einem zentra-
len Server abgelegt wird, ist folgendes Szenario vorstell-
bar. Ein Start-up entwickelt verschiedene Bilddateien
und erzeugt zu jedem Bild einen NFT. Die Bilddateien
legt es auf einem Server ab und der NFT enthalt einen
Zeiger mit der URL auf die dazugehorige Datei. Mit die-
ser Ausgangslage wirde das Unternehmen nun einen
Launch anktndigen und die NFT versteigern. Die Person,
welche den NFT erwirbt, wird von da an auch als Besit-
zer:in der Bilddatei angesehen werden.

Allerdings kann es schnell zu Problemen kommen, da
die einzige Verbindung zwischen NFT und Bilddatei ein
Link auf einen zentralen Server des Unternehmens ist.
Dieser Single Point of Failure kann in verschiedenen Sze-
narien angegriffen werden, ohne dass die Person selbst
etwas dagegen vornehmen kann. Zum einen kann der
Server absturzen oder generell abgeschaltet werden
(bspw. bei Insolvenz des Unternehmens). Das Unterneh-
men kann die Bilddateien aber auch im Nachhinein ab-
wandeln, austauschen, verschieben oder 16schen. Auch
konnte der Zugriff auf diese Bilddatei verwehrt werden.
In jedem Fall ware der Besitz des NFTs wertlos, da das
wertgebende Bild nicht mehr erreichbar oder nicht
mehr damit verbunden ist. [2]

Selbst wenn zuvor eine Kopie des Bildes gesichert
wurde, kann dieses nicht mehr mit dem NFT verbunden
werden. In diesem Fall ware es hilfreich, wenn zusatzlich
Hash Uber die Bilddatei in den NFT integriert wird. So
kann bei Besitz einer Kopie zumindest nachgewiesen
werden, dass der NFT sich tatsachlich auf dieses Bild be-
zieht. [2] Auch fur den Fall, dass der Server (bspw. durch
das Unternehmen) gewechselt werden muss und sich

-73-



dadurch die URL andert, gibt es bereits eine Losung. In
dem Tokenstandard ERC1155 ist die Funktion integriert,
dass die URI gewechselt werden kann und sich die ein-
zelnen URL dann aus der NFT ID ergeben. [3]

Beide Ansatze sind aber keine Losung fur das Problem,
dass eine Unterbrechung zwischen On-Chain NF und
Off-Chain Bilddatei den NFT wertlos macht. Denn auch
die eigene Kopie kann verloren gehen und das Unter-
nehmen vielleicht gar kein Interesse mehr daran, die
URL aktuell zu halten.

Dem Problem von zentralen Servern sind sich Block-
chain-affine Menschen meist bewusst. Daher ist die po-
puldre Alternative eine Art dezentrales Serversystem. Im
InterPlanetary File System (IPFS) kénnen mehrere Ko-
pien einer Datei abgelegt werden und so die Absiche-
rung gegen Ausfdlle erhdht werden. Allerdings spei-
chern IPFS Server Daten nur so lange, wie ein Node des
Netzwerkes dies fordert. Uberldsst man die Sicherung
der Bilddateien wieder nur dem Herausgeber der NFT,
so kann dieser sie zu einem spateren Zeitpunkt von sei-
nem Node entfernen und damit entsteht die Gefahr,
dass es komplett vom IPFS geldscht wird. [4, 5] Dass es
nicht ungewahnlich ist, dass Dateien im IPFS nicht mehr
gefunden werden, zeigen verschiedene Twitter-Posts
des Dienstes CheckMyNFT. [6]

Die Betrachtung der beiden Server-Speichermdglichkei-
ten zeigt, dass beide nicht ausreichend sind, um die Bild-
daten eines NFT sicher aufzubewahren. Aus Sicherheits-
grinden ware es also am sinnvollsten, Kunst und NFT
am gleichen Ort zu speichern - auf einer Blockchain. [7]
Diese Mdglichkeit und welche Varianten sie besitzt soll
im folgenden Kapitel betrachtet werden.

3. On-Chain Speicherméglichkeiten

Der Ansatz, neben dem NFT auch die eigentliche Kunst
auf der Blockchain zu speichern, wurde vor allem auf-
grund der Kosten erst von wenigen Projekten umge-
setzt. [7] Doch vor allem aus Aspekten der Sicherheit
sollte sich intensiver mit dieser Moglichkeit befasst wer-
den. Grundlegend gibt es zwei Varianten, wie das Kunst-
werk auf der Blockchain abgelegt werden kann. Beide
werden im Folgenden vorgestellt.

Die erste Moglichkeit ist, dass die Kunst durch eine Funk-
tion in einem Smart Contract generiert wird. Als Beispiel
fur diese Variante eignet sich das Projekt Autoglyphs von
LarvaLabs. Auf ihrer Webseite bezeichnen sie sich als
Herausgeber der ersten On-Chain generierten Kunst. [8]
Die Kunstwerke basieren auf einer Auswahl von Symbo-
len, wobei der ID eines NFT jeweils ein Symbol zugewie-
sen wird. Mit der draw-Funktion im Smart Contract wird
dieses Symbol ausgelesen und basieren auf einem Seed
bzw. dessen Hash geplottet. Also wird fur jede Stelle des
Kunstwerks entschieden, ob ein Symbol gesetzt wird o-
der ein Leerzeichen entsteht. Das Ergebnis wird als
Base64 codiert ausgegeben und kann mit dem Prafix
"data:text/plain;charset=utf-8," von allen gangigen
Browsern interpretiert und ausgegeben werden. [9] Die

dadurch entstandenen Kunstwerke sind einzigartig und
werden so lange bestehen, wie es die Ethereum Block-
chain geben wird.

Die Kosten fur das Erzeugen eines solchen NFT sind
recht gering. Betrachtet man die dazugehdrige Transak-
tion, so hat diese laut Etherscan zum damaligen Zeit-
punkt knapp $0.90 (0.0053 Eth) gekostet. [10] Und auch
das Erzeugen des Smart Contract selbst kostete nur
etwa 0.012 Ether. [11] Um das Bild aus dem Seed erneut
erstellen zu lassen, reicht ein Funktionsaufruf, der draw-
Funktion, welche pure ist. Der Aufruf verursacht dem-
entsprechend keine Kosten. Diese Variante ist also nicht
mit horrenden Kosten verbunden und bietet dennoch
die komplette Sicherheit fur NFT und Bild. Die glinstigen
Preise hangen allerdings auch mit der simplen Art der
Kunst und Symbole zusammen. Fir komplexere Bilder
oder Bilder, welche nicht (komplett) mit einem Algorith-
mus erzeugt werden sollen, bestehen andere Mdglich-
keiten.

Eine andere Moglichkeit, welche auch von verschiede-
nen Projekten umgesetzt wurde, ist, die Bilddaten in den
Metadaten des NFT zu speichern. Dabei handelt es sich
zumeist um eine Vektorgraphik (SVG), welche anschlie-
Bend in einen Base64-String codiert wurde. Dieser wie-
derum muss nur mit dem entsprechenden Préafix in ei-
nen Browser eingefligt werden und wird von diesem in
die Grafik umgewandelt. [12] Ein Projekt, welches darauf
basiert, ist CardanoTrees, welches ebenfalls generative
Kunsttechniken nutzt und das Ergebnis dann in dem NFT
auf der Cardano-Blockchain ablegt. [13]

Neben den genannten Projekten gibt es einige weitere
NFT Projekte, welche komplett On-Chain arbeiten. Dabei
unterscheiden sie sich in verschiedenen Faktoren. Wie
bereits vorgestellt, kdnnen die Daten, welche in der
Blockchain abgelegt wurden, auch in der Blockchain ge-
rendert werden. Das Ergebnis kann dann von einem
Browser als Bild interpretiert werden. Oder aber die ge-
speicherten Grafikdaten mussen durch ein externes
Skript bearbeitet und gerendert werden. Dies ermdg-
licht ein komplexeres Vorgehen und kann neben grafi-
schen Daten auch Musik verarbeiten. [14]

Neben dem Ablegen in den Metadaten und dem Gene-
rieren der Kunst On-Chain gibt es also weitere Zwischen-
I6sungen, welche teilweise ein externes Skript bendti-
gen. Dieses Skript kann beispielsweise auf der Block-
chain gespeichert werden, ohne dass es dort ausgefuhrt
werden kann. Dieses Skript entspricht also eher einer
Anleitung, was Nutzer:innen Off-Chain durchfihren
mussen, um aus den Informationen auf der Blockchain
ihr Kunstwerk zum NFT wiederherstellen zu kénnen.
Wichtig ist dabei, dass die Anleitung tatsachlich On-
Chain abgelegt wird. Schreibt man die Anleitung hinge-
gen in die Kommentare, so wird sie in den Metadaten
des Contracts abgelegt, welche in einem automatisch ge-
nerierten JSON gespeichert werden. Diese Datei wiede-
rum ist dafur gedacht, auf IPFS abgelegt zu werden, der
Hash der Datei wird am Ende des Bytecodes angehangt.
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Auf diese Weise kann die Korrektheit authentifiziert wer-
den, allerdings liegt die Anleitung dadurch nicht auf der
Blockchain, sondern im IPFS. Um auch die Anleitung auf
der Blockchain abzulegen, muss sie bspw. in einer Vari-
ablen im Contract abgelegt werden. Um Kosten zu spa-
ren, kann diese Variable als Konstante definiert werden.

Je nach Art der Anleitung sollte geprift werden, ob eine
Base64 codierte Ablage Sinn macht oder nicht. Fur die
Anwendbarkeit kann es sinnvoller sein, die Daten ohne
Codierung abzulegen, sodass leichter erkennbar ist, was
in der Anleitung erklart wird und nicht erst in lesbare
Form gebracht werden muss. Sollen die Daten hingegen
direkt von einem Browser in ein Bild Ubersetzt werden
kénnen, so ist der Base64 codierte String leichter han-
delbar als bspw. der Code einer SVG. Fur eine nicht co-
dierte Ablage spricht, wenn Informationen in der ID
selbst oder in Form eines Seeds abgelegt werden und
dann in eine Art Maske eingesetzt werden mussen. Das
Ablegen von Informationen in der ID ist besonders sinn-
voll, um eh bezahlten Speicherplatz effektiv zu nutzen.
In den 256 Bit der ID kénnen bereits Informationen Uber
die Bilddaten abgelegt werden. [15]

Eine weitere Moglichkeit, um bei der Ablage On-Chain,
Kosten zu sparen, wird im EIP4883 vorgestellt. Dabei
wird eine neue SVG fir ein NFT erzeugt, indem bereits
bestehende SVGs anderer NFT verkettet werden.
Dadurch kénnten neue On-Chain Bilder fur NFT kosten-
sparend erzeugt werden, wenn sie auf bereits hinterleg-
tes Bildmaterial zurtickgreifen. Dieser EIP befindet sich
allerdings noch in Bearbeitung und klart beispielsweise
noch nicht, unter welchen Bedingungen die Grafikdaten
anderer NFT genutzt werden durfen. [16]

4. Vergleich der Méglichkeiten

Fur eine bessere Entscheidungsgrundlage wurden ver-
schiedene Ansatze in einem Test umgesetzt. Die Aus-
gangslage war dabei, dass auf der Ethereum-Blockchain
sowohl NFT als auch Bilddaten abgelegt werden sollten.
Die Bilddaten sollten nicht durch eine Funktion im Smart
Contract erzeugt werden mussen, sondern es kann auf
ein externes Skript zurlckgegriffen werden. Allerdings
ist die Anleitung fUr das Erstellen der Grafiken mit im
Smart Contract abgelegt. Gepruft werden sollte nun,
welches die optimale Losung fur das Ablegen der SVG
auf der Blockchain sein kénnte. Als Grundlage fur den
Token wurde der Umsetzung des Standards ERC1155
durch Open Zeppelin genutzt. [3]

Als Umgebung wurde die Truffle Suite mit einer lokalen
Blockchain mit Ganache genutzt. Und flr die Entwick-
lung selbst wurde Visual Studio Code verwendet. Fir
den ersten Vergleich wurde eine SVG mit dem Bild ei-
ner Fackel genutzt. Sowie der SVG Code in Base64 co-
diert.

-75-

Abbildung 1: Fackel

Abbildung 2: SVG Coder der Fackel
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gIDxjaX]jbGUgY3g91jQx0SIgY3k9ljlyMylgcjoiMjYuO-
SlgZmlsbDO0il2Y20WM3ZilvPgo-
gIDxnIHNOcm9rzS1saW5IY2FwPSJyb3VuZzCl+Ci-
AgIDxwYXRolGQIIMOOMTMuOSAxNi4xczl4LjggMjE-
uNiAyOC44IDQ3LJEtMTIUOSAONI4XLTI4LjggN-
DYuMSOyOC44LTIwLjYtMjguOCOONi4xIDI4LjgtND-
CUMSAYOC44LTQ3LjF6liBmaWxsPSIjZjYzli8+Ci-
AgIDxwYXRolGQIIMOOMTMuOSAOMS42czIXLiEgM-
TUUMSAYyMS4xIDMzLjgtOS40IDMzLjgtMjE-
UMSAzMy44LTIXLJEtMTUuMiOyMS4xLTMzLjkgMjE-
uMS0zMy43IDIXLjEtMzMuN30ilGZpbGw9liNmOT-
MiLz4KI-
CAgPHBhdGggZD0ibTQxMy45IDc4LjNzOS4xIDYuOS
AS5LjJEgMTUUNSOOLjEgMTUUNSOS5LjEgMTU-
UNSO5LJEtNi45LTkuMSOxNS41IDkuMSOXNS411D-
kuMSOxNS41eilgZmlsbD0il2ZmNilvPgo-
gIDwvZz4KIDwvZz4KPC9zdmc+

Abbildung 3: Code der Fackel in Base64




Bereits der Vergleich der Dateigrof3en zeigt, dass die
Base64-Codierung mehr Speicherplatz bendétigt. Fur ei-
nen Vergleich auf der Blockchain bzgl. der Gas-Kosten
wurde zweimal der gleiche Contract aufgesetzt. Dabei
wurde die ¢ffentliche Konstante ,torch” einmal codiert
und einmal als SVG Code eingefligt. Dabei wurde der
SVG Code insofern verandert, dass die doppelten Anfih-
rungszeichen () durch einfache Anflihrungszeichen (')
ersetzt wurden und alle Zeilenumbriiche entfernt wur-
den. Beide Contracts wurden auf der lokalen Blockchain
deployed und die Gaskosten konnten verglichen wer-
den. Dabei entstanden die folgenden Werte: Bei der
Base64 Variante wurden 2.728.024 Gas verbraucht und
bei der SVG Code Variante 2.665.545 Gas. Der Unter-
schied betragt also etwa 60.000 Gas zwischen codiert
und nicht codiert.

Je nach Anwendung kann die Codierung mit Base64 wei-
tere Nachteile oder auch Vorteile in der Anwendung mit
sich bringen. Wird zu jedem einzelnen NFT in den Meta-
daten das Bild mit abgelegt, ist es fur den Anwender
leichter, einen Base64 codierten String zu kopieren und
von einem Browser (mit entsprechendem Prafix) inter-
pretieren zu lassen. Sollen jedoch im SVG-Code selbst
noch Anpassungen oder Personalisierungen vorgenom-
men werden, so ist dies in nicht codierten Form leichter.

Zusatzlich kénnten in verschiedenen Grafiken mehrfach
vorkommende gleiche Codezeilen als Overhead extra-
hiert werden und mussten nicht redundant, sondern nur
einmal in einer weiteren Konstante abgelegt werden.
Verzichtet man in dem genutzten Beispiel auf die ersten
beiden Zeilen des SVG Code, verringern sich die Gas-
Kosten beim Deployen des Contracts um etwa 39.000
Gas. Diese mussten zwar dennoch im Contract hinter-
legt werden und in der Anleitung das Zusammensetzen
erlautert werden, dennoch spart es fur jede weitere zu
speichernde SVG diese Menge an Gas. Zusatzlich ermdg-
licht die nicht codierte Ablage eine Weiterverarbeitung
durch andere Programme/Skripte, ohne dass diese er-
neute decodieren mussen.

Eine weitere genannte Variante, um Gas-Kosten zu spa-
ren, ist das Ablegen von Informationen in der ID. In den
NFT Tokenstandards ERC721 und ERC1155 bekommen
die einzelnen NFT eine ID zugewiesen. Diese ist 256 Bit
groR und kénnte dafur genutzt werden, bereits Informa-
tionen Uber die Gestalt des NFT zu enthalten. Dabei
muss beachtet werden, wie viele NFT es geben wird und
wie viele Stellen der ID noch frei sind, sodass die IDs den-
noch eindeutig bleiben. Die gréfite (Dezimal-)Zahl, wel-
che mit dem Datentyp uint256 dargestellt werden kann,
ist

115.792.089.237.316.195.423.570.985.008.687.907.853.
269.984.665.640.564.039.457.584.007.913.129.639.935".
Diese Zahl hat 78 Ziffern, zieht man eine davon ab, hat
man 77 Ziffern, welche man mit Informationen fullen
kann. Ist beispielsweise geplant, 120 NFT zu erzeugen,

so bendtigt man nur drei dieser 77 Stellen fur die ein-
deutige Zuordnung. Die restlichen Stellen kdnnen fur an-
dere Informationen genutzt werden.

Ausgehend vom Beispiel der Fackel kdnnte die Farbe des
Fackelstabs variiert werden und diese Information mitin
der ID abgelegt werden. Wirde man den RGB-Farbcode
daflr nutzen, warden flr diese Information dreimal drei
Stellen, also 9 insgesamt bendtigt werden. Auf diese
Weise kénnten auch die Farbcodes fur die verschiede-
nen Schattierungen der Flamme und der Hand in der ID
hinterlegt werden. Insgesamt waren dann funf
Farbcodes mit je neun Stellen in der ID hinterlegt. Und
selbst dann waren immer noch 29 Ziffern der ID unge-
nutzt.

Doch auch die Nachteile werden im inspirierenden Twit-
ter-Post genannt. So kann ausgehend von der ID nicht so
einfach abgelesen werden, wie viele NFT es gibt und
auch URL, welche die ID enthalten, werden sperriger.
Auch wenn Uber verschiede NFTs diskutiert oder die ID
anderweitig angegeben werden soll, muss so mit grofl3en
Zahlen hantiert werden. Eleganter kann es daher sein,
das Gas fur ein zusatzliches Mapping id=>seed zu inves-
tieren. Dabei werden die genannten Metadaten (Farbin-
formationen) im Seed (ebenfalls uint256) abgelegt und
den IDs zugeordnet. Hier mlssen die Seeds nicht einein-
deutig sein, sondern nur die IDs.

In der Testumgebung ergab das Einsparen des Map-
pings und der Funktion zur Abfrage des Seeds zur gege-
benen ID einen Unterschied von 28.000 Gas. In der mint-
Funktion zum Kreieren eines neuen NFT ergab sich ein
Unterschied von 6000 Gas, da keine Information im
Mapping abgelegt werden musste. In beiden Fallen
musste in der Anleitung erklart werden, welche Stellen
was codieren und inwiefern sich daraus Anpassungen
des SVG-Codes ergeben. Im Fall der Fackel kénnten die
Farbcodes fur die Fullung der einzelnen Elemente im
SVG durch Platzhalter ersetzt werden, wobei Platzhalter
1 durch den Farbcode der ersten neun Stellen des Seeds
bzw. der ID ersetzt werden soll.

Als weitere Moglichkeit, Gas-Kosten zu sparen, wurde
sich mit den SVG auseinandergesetzt. SVG sind im Allge-
meinen recht platzsparend, da nicht einzelne Punkte de-
finiert werden, sondern geometrische Elemente. Je na-
her man bei diesen Elementen bleibt, umso kleiner die
SVG-Datei. Diesen Effekt erkennt man beim Vergleich
der beiden Versionen der Fackel.

Abbildung 4: Vergleich Fackel Version 1 und Version 2
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Der Unterschied zwischen den Fackeln liegt in der Ge-
staltung der Flammen, bei der Version 1 wurden diese
durch Pfadelemente erzeugt und in der Version 2 durch
Ellipsen. Durch den vermehrten Einsatz von geometri-
schen Elementen (Ellipsen statt zu definierende Pfade)
unterscheiden sich die beiden Versionen bereits in der
DateigroflRe um fast 200 Bytes. Beim Speichern im Smart
Contract als Konstanten ergab sich fir die Version 2 eine
Einsparung von etwa 26.000 Gas gegenUber der
Version 1.

Neben diesen offensichtlichen Unterschied in Kosten
und Gestalt konnten aulerdem Verbesserungen ge-
schafft werden, in dem die Anzahl der Nachkommastel-
len reduziert wurde. Eine weitere Vereinfachung des
Codes der SVG kann durch automatisierte Optimierung
mit Programmen wie Inkscape erreicht werden. Zusatz-
lich gibt es weitere Tools wie SVGminify, welche unnétige
doppelte Informationen entfernt. [17] So reicht bei-
spielsweise die einmalige Angabe der Strichbreite
(stroke-width) innerhalb einer SVG und muss nicht fur
jedes Element neu mit angegeben werden. Neben dem
Entfernen der Zeilenumbriche kdénnten auch noch die
Leerzeichen entfernt werden, was allerdings die Lesbar-
keit verschlechtern wirde. [18] Ebenso bringt die Verein-
fachungen der Grafik Einbul3en in Bezug auf die gestal-
terische Freiheit bzw. die kiinstlerische Finesse.

Grundsatzlich sollte beim Abwagen der verschiedenen
Ansatze und Moglichkeiten nicht nur auf die Kosten ge-
achtet werden, sondern auch auf die Anwendbarkeit.
Fur die Besitzer:innen der NFT ist es am komfortabels-
ten, wenn die Grafikdaten ihres NFT auch im NFT abge-
legt werden und nicht im Smart Contract. Wenn die Ab-
lage im Smart Contract ist es wiederum leichter aus Sicht
der Anwender:innen, wenn eine Funktion aufgerufen
werden kann, welche die Grafikdaten zurtckgibt und
nicht erst eine Anleitung gelesen, nachvollzogen und
umgesetzt werden muss. Auf der anderen Seite ist die
Ablage auf der Blockchain vorrangig fur ein Notfallsze-
nario gedacht und muss nicht jedes Mal beim Anzeigen
des NFT vollzogen werden. Fir die normale Nutzung
kénnten die Bilddaten eines NFT auch weiterhin auf ei-
nem Server abgelegt werden und von dort bezogen wer-
den. Und nur in der Situation, wo dieser nicht (mehr) er-
reichbar ist, kann auf die Informationen im Smart
Contract zurlickgegriffen werden.

5. Fazit

Nachdem in diesem Paper verschiedene Speichermdg-
lichkeiten fur grafische Daten auf der Blockchain vorge-
stellt und zum Teil verglichen wurden, sollen die Er-
kenntnisse an dieser Stelle zusammengefasst werden.

Zunachst hat sich gezeigt, dass SVG, als Format fur die
grafischen Daten, verschiedene Optimierungsmaglich-
keiten bereithalt. So waren bereits bei der Entwicklung
der Bilder groRRe Einsparungen moglich. Dabei muss al-
lerdings eine Balance zwischen Kostenreduktion und

Einschrankung der kulnstlerischen Freiheit gefunden
werden.

Ausgehend von den Vektor-Grafiken kann dann ent-
schieden werden, ob der Code als solcher gespeichert
werden soll oder ob er in Base64 codiert werden soll.
Dies ist vor allem dann praktikabel, wenn die einzelnen
Bilder direkt im zugeordneten NFT abgelegt werden soll.
Besonders praktisch ist dies fur die Nutzer:innen, welche
diesen String nur in ihren Browser einfligen mussen. Der
Nachteil daran ist, dass dieses Verfahren teurer ist und
Anpassungen nur mit Zwischenschritten moglich sind.

Hat man viele dhnlich aufgebaute Grafiken, dann ist es
sinnvoll, gleiche Codeteile zu separieren und in einer An-
leitung das Zusammensetzen zur urspringlichen Grafik
zu erklaren. Dieses System kann als Back-up zusatzlich
zur Ablage im IPFS genutzt werden, sodass Nutzer:innen
nur im Notfall die Grafik selber zusammensetzen mus-
sen.

Auch bei der Entscheidung, wo Metadaten des NFT ab-
gelegt werden sollen, muss zwischen Anwendbarkeit
und Kosteneinsparung abgewogen werden. Speichert
man Metadaten direkt in der ID des NFT, wird diese un-
handlich und schwer lesbar. Das Speichern der Metada-
ten in einem struct fur jeden NFT wiederum sollte aus
Kostengriinden vermieden werden. Eine gute Zwischen-
I6sung scheint der Einsatz eines Mappings von ID zu ei-
nem Seed zu sein, welches die Metadaten enthalt.

Letztendlich konnte gezeigt werden, dass die Mdglich-
keit, grafische Daten fur NFT auf der Blockchain abzule-
gen, durchaus umsetzbar ist und mit verschiedenen Ab-
wandlungen an die Gegebenheiten des eigenen NFT-
Projekts angepasst werden kann. So kdnnen sichere
NFT-Projekte entstehen, deren Kunst genauso lange er-
halten bleibt wie der NFT selbst.
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Polkadot-Governance versus
Rechtliche Konzepte fir Unternehmen, Staaten und DAOs

Gustav Hemmelmayr
Hochschule Mittweida, Technikumplatz 17, 09648 Mittweida

Blockchain-Governance wird immer wieder mit der Flihrung von Unternehmen oder von Nationalstaaten ver-
glichen, obwohl diese sich oft eher als Decentralized Autonomous Organizations (DAOs) definieren. In diesem
Beitrag werden rechtliche Konzepte, die den Rahmen fiir die Entscheidungsfindung in Unternehmen und Staa-
ten bilden, sowie die Grundlagen einer DAO mit der Governance von Polkadot verglichen.

Im Ergebnis weist der Staat aufgrund der starken Prdgung durch die physische Sphdre und der Selektion seiner
Biirger die gréfSsten Unterschiede zur Polkadot-Governance auf. Von den Unternehmen ist die Genossenschaft
in ihrem Ziel der Férderung der Mitglieder und Verwaltung gemeinsamer Infrastruktur, die sich jeweils auch in
den Rechten der Mitglieder und der Besetzung der Organe niederschlégt, am néchsten. Die héchste Uberein-
stimmung hat die Polkadot-Governance jedoch mit der DAO, insofern als sie tiber die Zeit immer stérker den
Gedanken der dezentralen und autonomen Entscheidungsfindung umsetzt.

Blockchain governance is often compared to the governance of companies or nation states, even if they often
self-define as Decentralized Autonomous Organizations (DAOs). This paper compares legal concepts that pro-
vide the framework for decision-making in companies and nation states, as well as the fundamentals of a DAQ,
with Polkadot's Governance. In the result, the nation state is the most different due to the strong characteriza-
tion through the physical sphere and the selection of its citizens. Of the enterprises, the cooperative is closest
in its objective of promoting members and managing common infrastructure, which are also reflected in the
rights of members and the composition of bodies. However, Polkadot governance is most similar to a DAO in
that it gradually implements the idea of decentralized and autonomous decision-making.

1. Einleitung dass sie Systeme ermoglichen, in denen die Einhaltung
von Verfahren automatisch durchgesetzt wird, wobei sie
sich weder auf Normen noch auf ein Rechtssystem stuit-
zen und keinen Raum fur individuellen Ermessensspiel-
raum lassen.

In dieser Arbeit soll zu Beginn die Polkadot-Governance
in ihrer aktuellen und ihrer zuklnftigen Form dargestellt
und in der Folge analysiert werden, in welchen Punkten
es Ahnlichkeiten zu oder Unterschiede von rechtlich ge-
setzten Rahmenbedingungen fir Entscheidungsfindung ~ Ein weiteres Missverstandnis ist laut Fischer & Valiente
in Unternehmen, Staaten und DAOs gibt, um letztlich  [1], dass die Bezeichnung Blockchain-Governance in
auch darzustellen, welchen dieser Konzepte die Polka- zwei vOllig unterschiedlichen Kontexten nahezu unter-

dot-Governance am ahnlichsten ist. scheidungslos gebraucht wird. In der einen Verwendung
referenziert Blockchain-Governance auf die Governance
2. Blockchain & Polkadot-Governance tber die Blockchain, wahrend die andere Blockchain-

Governance sich der Frage der Nutzung von Blockchain

Im Gegensatz zu Governance-Strukturen aus der realen R i
flir Governance widmet.

Welt, kdnnte man annehmen, dass Governance in IT-

Systemen einfacher zu Gberblicken sind, weil sie sich im  Gecchoncoemance

Code direkt manifestieren, unmittelbar und eindeutig Verfassungsebene
erfahrbar und damit auch einfach analysierbar sind. Fi- |
scher & Valiente [1] hingegen schreiben, dass jede Art I e i ———_ Icgdemw
von Governance letztlich ein soziales Konstrukt ist, das I HiE

nicht nur aus Gesetzen (oder Satzungen), sondern auch
aus Normen, Kultur, Institutionen und Personen be-
steht. Mini & Gregory [2, S. 2] attestieren, dass man tra-
ditionell im Bereich Software-Governance von Gover-  Aufder Ebene des Protokolls wirken Blockchain und ihre
nance of IT sprach; man beschéftigte sich beispielsweise  Akteure zusammen, um on-chain und off-chain Gover-
damit, wie ein bestehendes IT-System am Laufen gehal-  nance im reguldren Betrieb der Blockchain sowie Durch-
ten oder an neue Bedirfnisse oder Technologien ange-  flhrung von einfachen Updates zu koordinieren, wah-
passt werden kann. Mit dem Aufkommen von Decentra-  rend aufeiner dariberstehenden Ebene die Governance
lized Autonomous Organizations, kurz DAOs, ist ein Shift ~ Uber die Blockchain selbst stattfindet, die sich nach Sta-
in Richtung Governance via IT zu bemerken. Das spezi-  tuten und Zielen richtet und ein menschliches Korrektiv
fisch Neue an Blockchains ist laut Fischer & Valiente [1], ermadglicht.

Blockchain-Protokoll

| L LI
H .[ Blockchain ‘. 108

Abbildung 1: Zwei Ordnungen der Blockchain-Governance
Grafik des Autors nach Fischer & Valiente und Mini & Gregory
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In Polkadot sind diese zwei Ordnungen der Governance
auf einem Metaprotokoll aufgesetzt [3, 12:11], sowie mit
Parachains, Bridges und der Ausgabe von Geldern an an-
dere Projekte Uber die Treasury-Schnittstellen geschaf-
fen, die die Interaktion innerhalb des eigenen, sowie mit
anderen Okosystemen erlauben und zusatzlich die For-
derung neuer Okosysteme erméglichen, sodass die
Struktur in Polkadot wie in Abbildung 2 aussieht.

Andere Blockchains Andere Projekte

| /

Drei Ordnungen der
Bridges Treasury

Blockchain-Governance Parachains

in Polkadot A\ | s

Governance, Parachains, Bridges, Treasury

Al L] T
Schnittstelle nach AuRen

Regeln iber das System

1
111

Handlungen der Akteure (Validator, User,et: *  Durchfuhrung

Code is Law

Blockchain-Protokoll

Meta-Protokoll

Abbildung 2: Drei Ordnungen der Polkadot-Governance
Grafik des Autors auf Basis Wood, 2020 [3],

Im Folgenden soll nun die Governance Uber das Polka-
dot-Protokoll" dargestellt werden, die in der Grafik als
~Regeln liber das System" bezeichnet ist.

2.1. Polkadot-Governance 1.0

Die Governance in Polkadot ist autonom und besteht
aus drei zentralen Elementen: stimmengewichteten Re-
ferenda, dem gewahlten Council und einer finanzierten
Treasury [3, 18:50]. Einen Uberblick Gber das aktuelle
Dreikammern-System der Governance [4, 3:33], beste-
hend aus Token-Holdern?, Council und Technical Com-
mittee gibt Polkadot mit Abbildung 3. In der Grafik er-
kennt man, wie alle Governance-Entscheidungen von
den DOT-Holdern ausgehen, die direkt Public-Proposals

DOT Holders

Technical
[

Council
Rotating Approval Vote

v

H

-4

asodoid

esodoid

Public Referenda

Public Proposals

Most Sponsored Selected
for Referendum Periodically

Abbildung 3: Uberblick Polkadot-Governance [17]

vorschlagen und unterstitzen, Uber Public-Referenda
abstimmen und das Council wahlen kénnen. Das Council

1 AuRer Acht bleibt dabei die Ebene ,Code is Law”, die den je-
weiligen Stand der Blockchain herstellt, also die oben als
Governance Uber die Blockchain bezeichnet wurde, sowie die
darunterliegende technologische Basis des Meta-Protokolls.

wiederum kann selbst Proposals fir Referenda abgeben
sowie die Mitglieder des Technical-Committee bestim-
men. Das Technical-Committee kann mit Unterstutzung
des Councils Emergency-Proposals fur Public-Referenda
einbringen. Alle Public-Referenda bendtigen wiederum
die Zustimmung der DOT-Holder, die Uber Public-Refe-
renda abstimmen, wobei immer abwechselnd ein
Public-Referendum des Councils und eines aus einem
Public-Proposal abgehalten wird und die erforderlichen
Zustimmungsquoren davon abhangen, ob es sich um
ein Public-Proposal, ein Proposal des Councils mit Stim-
menmehrheit, ein Proposal des Councils mit Einstimmig-
keit oder ein Proposal des Technical-Committees mit Zu-
stimmung des Councils handelt.

Neben den oben beschriebenen Mitteln der on-chain-
Governance gibt es zahlreiche off-chain-Vernetzungen
und Zusatzinformationen Uber die Governance -bei-
spielsweise Uber Subscan [26]. Dadurch werden die In-
halte von anstehenden Entscheidungen laufend publi-
ziert und kénnen in Referenz darauf auch in anderen on-
line-Foren wie Riot/Element, Twitter, Discord, etc. dezent-
ral diskutiert werden oder auch dafur geworben werden,
an der Abstimmung teilzunehmen.

2.2. Anderungen in der Polkadot-Governance 2.0

Am 29. Juni 2022 verkliindete Gavin Wood im Rahmen
der Konferenz ,Polkadot Decoded", wie die nachste Gene-
ration der dezentralisierten Governance in naher Zu-
kunft aussehen soll. [4]

Mit der neuen Governance sollen einerseits konkrete
Probleme der bestehenden Governance geldst werden
[4, 5:30], die neue Governance soll aber auch einen
nachsten Schritt zur weiteren Dezentralisierung darstel-
len, indem das Council und das Technical Committee ab-
geschafft werden. Uber die Mitglieder des Council wurde
zwar dezentral gewahlt, nichtsdestotrotz sind bisher Mit-
glieder mit ihren Namen sichtbar fir bestimmte Ent-
scheidungen zustandig und dies stellte ein Risiko der
Zentralisierung auf diese Personen dar. [4, 6:20]

Die Sicherheit von Vorschlagen fir ein Referendum wird
zukUnftig anhand von zwei Kriterien in Bezug auf ihre
moglichen Auswirkungen kategorisiert: nach der Opera-
tion, die vorgeschlagen wird, und nach dem Ursprung
des Vorschlags [4, 12:57]. Nun soll es dementsprechend
in der Governance zahlreiche unterschiedliche Tracks -
quasi Pipelines - mit unterschiedlichen Parametern und
Schwellenwerten geben. Dafir wird der Abstimmungs-
zyklus eines Referendums in der Governance 2.0 ange-
passt und soll nunmehr aus den folgenden Phasen be-
stehen: Vorschlag, Entscheidungsphase, Bestatigungs-

2 Ebenfalls auRer Acht bleibt fiir diese qualitative Betrachtung
des Polkadot-Governance-Systems die Aufteilung der DOTs
auf bestimmte Personen oder Personengruppen, sowie deren
jeweiliges Abstimmungsverhalten in der Governance.

- 80 -



phase, Ende sowie ggf. Umsetzungsphase. [4, 17:35], wo-
bei ein Referendum in jeder dieser Phasen gekippt wer-
den kann. [4, 30:10] Durch agile Delegierung kénnen
DOT-Holder ihre Stimme fur jeden Ursprung eines Refe-
rendums auf unterschiedliche Wahler Ubertragen [4,
31:24] und fur zeitkritische Referenda soll es einen Whi-
telisting-Prozess geben, in dem diese eine Art Vorpru-
fung durch eine neu geschaffene Fellowship durchlau-
fen und dann eine vereinfachte Abstimmung bekom-
men [4, 37:00]. Last but not least werden in der Gover-
nance 2.0 durch die Abschaffung des Councils auch
Tipps, Treasury-Ausgaben Uber Referenda gemacht. [4,
43:50]

In der Governance 2.5 sollen dann zusatzlich passive De-
legierungen, also das Delegieren der Stimmen ohne
Transaktion und damit ohne Gebuhren, sowie die kos-
tenfreie Aufhebung der Delegierung implementiert wer-
den. [4, 33:57]

3. Vergleich Polkadot mit Unternehmen

Ahnlich wie ein Unternehmen wurde auch Polkadot ge-
grundet, allerdings nicht als Unternehmen, sondern als
Vorzeigeprojekt der Web3 Foundation, einer Stiftung
nach Schweizer Recht, und mit Hilfe der Parity Technolo-
gies Limited [11, 12].

Die Intention der Grindung war dabei nicht der unter-
nehmerische Zweck oder die Bindung an ein bestimmtes
Gewerbe, sondern ein Beispiel fir ein voll funktionieren-
des und nutzerfreundliches, dezentrales Netz zu er-
schaffen.

Teil des PoIkadot-Okosystems, das als Blockchain-Proto-
koll angelegt ist, ist die Kryptowahrung DOT. Der DOT
wurde in mehreren Sales Runden verkauft [5, 6].

Damit hat Polkadot insofern eine Gemeinsamkeit mit
Aktiengesellschaften, als der Verkauf des DOT prima fo-
cie dhnlich aussieht, wie ein Aktienverkauf zur Finanzie-
rung einer Aktiengesellschaft. Tatsachlich hat aber man-
gels eigener Rechtspersonlichkeit nicht Polkadot, son-
dern die Web3 Foundation die DOTs verkauft [7]. Diese
kann nur im Rahmen ihres Stiftungszwecks tatig werden
und ist gemeinnutzig [8].

Die Einnahmen aus den Sales kommen nicht nur Polka-
dot zugute, sondern werden auch zur Fdrderung von
Projekten im Rahmen eines Grants-Programmes ver-
wendet [9], sowie flr andere Projekte [10, 11 ,12]. Auf-
grund der Zweckgebundenheit des Vermogens der
Web3 Foundation scheiden Gewinnauszahlungen aus.
[13]

Im Unterschied zu Aktien als Anteile einer Aktiengesell-
schaft ist der DOT durch den Polkadot zugrundeliegen-
den Code determiniert und ist seine Funktionalitat im
Netzwerk durch Governance-Beschluss veranderbar,
wahrend Aktien nur in jenen Arten ausgegeben werden
konnen, die diesen rechtlich zugesprochen werden. [14]

Ein weiterer Unterschied zu Aktien ist die konkrete
Governance-Ausubung Uber den DOT, wahrend Aktio-
nar*innen keinen direkten Einfluss auf das unternehme-
rische Handeln der Aktiengesellschaft haben [14, 15].
DOT-Holder haben wie oben gezeigt schon in der Gover-
nance 1.0 eine direkte Mitbestimmung hinsichtlich aller
Proposals. Daruber hinaus sind sie derzeit noch an den
personellen Entscheidungen Uber die Mitglieder des
Councils unmittelbar beteiligt. Mit der neuen Polkadot-
Governance 2.0 und der Abschaffung des Councils und
des Technical-Committees fallen personelle Entschei-
dungen weg und sollen alle Entscheidungen - auch Tipps
und Treasury Ausgaben - Uber Referenda gemacht wer-
den. [4, 43:50] Damit wird die Entscheidungsfindung in
Polkadot hinsichtlich aller Angelegenheiten vollstandig
in die Hande der DOT-Holder gelegt.

Im Gegensatz zur Aktie ist mit dem Halten des DOT kei-
nerlei Gewinnausschuttung verbunden.

Auch die Genossenschaft [16] gibt ihren Mitgliedern
nicht mehr Rechte an der Mitbestimmung als die Aktien-
gesellschaft - Hauptunterschied in der Entscheidungs-
findung ist, dass die Genossenschaftsmitglieder ein
Stimmrecht pro Kopf statt pro Anteil haben.

Die Idee einer Stimme pro Person wie sie in der Genos-
senschaft gelebt wird, scheitert in einem Blockchain-
Okosystem daran, dass die Identitit hinter der Wallet
nicht offengelegt ist und die Anzahl der Wallets einer
Person nicht begrenzbar ist. Stattdessen wird mit dem
Conviction-Voting [17] jenen, die ein langfristigeres Inte-
resse am Ausgang der Entscheidung und an dem Netz-
werk an sich haben, ein Vielfaches ihrer DOTSs als Stim-
men gegeben [4, 4:40].

Hinsichtlich der Reprasentation - in der Kapitalgesell-
schaft [15] wie in der Genossenschaft [16] typischer-
weise durch den Vorstand, ggf. kontrolliert von einem
Aufsichtsrat - hat Polkadot derzeit noch Vertretungsor-
gane, die mit der Governance 2.0 wegfallen.

Das noch existierende Council hat mit den reprasentati-
ven Organen der Genossenschaft gemein, dass nur Per-
sonen, die auch Uber DOT verfiigen, Mitglied des Council
werden kénnen.

Hinsichtlich der DAO LLC aus Wyoming sei noch kurz an-
gemerkt, dass die Polkadot-Governance sehr wahr-
scheinlich die gesetzliche Grundlage der zugrundelie-
genden Norm WY Stat § 17-31-109 [18] erfullen kénnte.
Dafur musste sie die konkrete Ausgestaltung der Gover-
nance in einer Satzung regeln, kdnnte dann einen in
Wyoming ansassigen eingetragenen Vertreter bestim-
men und eine DAO LLC anmelden.

Allerdings wuirde durch eine solche Anmeldung einer
DAO LCC die Identitat von Polkadot geandert werden -
Polkadot ware dann eine Gesellschaft beschrankter Haf-
tung, also eine Kapitalgesellschaft.
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Die Eintragung einer DAO LLC hat eine gesellschafts-
rechtliche Funktion, die DOT-Holder waren damit auto-
matisch Eigentimer*innen von Polkadot. An ihren Rech-
ten in Polkadot mitzubestimmen, wirde dies nichts an-
dern, aber die Qualitdt des DOT ware verandert - die
DOT-Token wirden dann unmittelbar fur das anteilige
Eigentum an Polkadot stehen.

Als Grinder einer DAO LLC musste am ehesten die
Web3 Foundation auftreten, deren Projekt Polkadot ist.
Ob das mit ihrem Stiftungszweck vereinbar ist, misste
man nach Schweizer Stiftungsrecht prifen.

Zusammenfassend kann man sagen, wenn man nach
dem Grundsatz substance over form, den auch die United
States Securities and Exchange Commission (in der Folge
kurz SEC bezeichnet) [24, S. 11] anwendet, dass Polkadot
im Vergleich zu Unternehmen am ehesten als Genossen-
schaft zu sehen ist. In Polkadot wird eine gemeinsame
Infrastruktur geschaffen, von den Beteiligten verwaltet
und kontinuierlich weiterentwickelt. Das enge Korsett ei-
ner DAO LCC passt hier ebenfalls nicht, weil hier zwar die
Form der virtuellen Organisation mit eingebunden ist,
die Substanz der Rechtsform aber auf Eigentumsverhalt-
nissen an der Infrastruktur, Gewinnorientierung und
Haftungsbeschréankung liegt, nicht auf der angestrebten
Schaffung einer gemeinsamen technischen Infrastruk-
tur und eines gemeinsamen Okosystems. Die Struktur
einer Aktiengesellschaft passt hier noch weniger, weil es
bei der Aktiengesellschaft um gemeinschaftliche Investi-
tion, zur Streuung von Risiko und zur Erlangung von Ge-
winnen geht, ohne dass gemeinschaftliche Nutzung mit-
einbezogen wird.

4. Vergleich Polkadot mit Staaten

Ausgehend von den Voraussetzungen eines Staates in
Form von Staatsgewalt, Staatsvolk und Staatsgebiet [25,
S. 32ff], findet man einige Parallelen im Polkadot-Oko-
system.

So ist die Staatsgewalt reprasentiert durch den Code,
der im Meta-Protokoll die Etablierung von Polkadot als
Blockchain mit Parachains samt Governance erlaubt. In-
nerhalb dieses Codes werden Entscheidungen per Refe-
rendum oder vom Council gefallt und direkt im Code
umgesetzt. Diese Polkadot-Staatsgewalt ist funktional,
solange kein Fehler im Code den Vollzug von Entschei-
dungen verhindert oder Hackerangriffe Anderungen
vornehmen - ahnlich wie die Staatsgewalt intakt ist, so-
lange nicht eine Armee einmarschiert oder ein Burger-
krieg sie auer Kraft setzt.

Als Staatsvolk kann man die DOT-Holder sehen, die §hn-
lich wie Staatsblrger oder Bewohner eines Landes von
der vorhandenen Infrastruktur profitieren, dort ihre Bu-
sinessmodelle umsetzen und sich Uber die Polkadot-
Governance an den Entscheidungen des Netzwerks be-
teiligen konnen. Derzeit werden die DOTs in knapp einer
Million Wallets gehalten [26], es handelt sich also noch
eher um einen kleinen Staat. Anders als im Staat, in dem
Burger*innen den Status beispielsweise automatisch

qua Geburt oder auf Antrag erwerben, mussen Perso-
nen, die im DOT-Okosystem mitwirken wollen, DOT-To-
ken erwerben. Ebenfalls anders als im Staat gibt es keine
Beschrankungen, wer DOT-Holder*in werden kann oder
darf und auch keine Exklusivitat, sodass jemand auch
nebenbei zahlreiche andere Kryptowahrungen halten
kann. Es gibt - ebenfalls anders - auch gar keine Erfas-
sung, wer einen Coin halt, sodass Polkadot selbst zumin-
dest allein aufgrund des Besitzes von DOT gar nicht
weil3, wer Teil ihrer Community ist und wer nicht. Die
Moglichkeit, einer Wallet einen Namen zu geben, kann
darauf hinweisen, wer die Wallet halt - eine Uberpr[j—
fung der dahinterstehenden Identitat wird allerdings
nicht durchgefuhrt [27, 28]. DOT-Token kénnen von na-
tdrlichen Personen, juristischen Personen und jeglicher
anderen handlungsfahigen Entitat gehalten werden und
Exchanges kdnnen auf einer oder mehreren Wallets die
DOTs fur samtliche ihre Kunden verwalten; auch der Zu-
griff auf DOT-Token per Bot ist denkbar, solange dahin-
ter jemand steht, der diese bezahlen kann und fur den
der Bot dann tatsachlich agiert. Als Bewohner der Polka-
dot-Infrastruktur, ggf. sogar, ohne im Besitz von DOT-To-
ken zu sein, kann man die Nutzer der Parachains sehen
- diese nutzen die Vorteile der Relay-Chain indirekt mit
ohne dass sie deswegen in Polkadot direkt involviert sein
zu mussen.

Bezlglich des Staatsgebietes gibt es kein entsprechen-
des, physisches Territorium, man kdénnte aber die tech-
nische Infrastruktur in dem Polkadot lebt, als Gebiet se-
hen, in dem auch die Staatsgewalt ausgelbt wird.

Zusammenfassend kann man sagen, dass es zu den drei
Saulen des Staates teilweise parallele Konstrukte in Pol-
kadot gibt, dass diese aber aufgrund der Natur des Pol-
kadot-Protokolls als virtuelle Infrastruktur und digitales
Netzwerk andere Auspragungen hat.

Hinsichtlich der Aufgaben eines Staates [25, S. 198] und
ob diese mit Polkadot vergleichbar sind, meint Gavin
Wood, dass schon Bitcoin zwei wesentliche Elemente ei-
nes Staates aufweist - die Miner, die wie eine militari-
sche Einheit fur die Sicherheit des Netzwerkes zustédndig
sind, und eine eigene Wahrung. Er ist Uberzeugt, dass es
in Blockchain- bzw. Krypto-Okosystemen viel mehr sol-
cher staatlichen Elemente und Staatsapparate geben
wird. Eines der Elemente, die diese staatsahnlichen Ge-
bilde ausmachen, ist, dass diese Botschaften brauchen,
um mit anderen Staaten interagieren zu kénnen. Dies ist
im Interesse aller, denn wer miteinander interagieren
kann, kann Handel treiben und davon profitieren alle Be-
teiligten. [3, 5:55]

In diesem kurzen Abschnitt sind schon mehrere Kompo-
nenten und Aufgaben eines Staates angesprochen - die
innere und aulere Sicherheit, ein funktionierendes
Wahrungssystem und eine Aul3enpolitik zur Verbesse-
rung der wirtschaftlichen Lage [25, S. 198].

Die Sicherheit von Polkadot wird auf der Ausfuihrungs-
ebene der Blockchain durch die Relay-Chain und ihren
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Proof-of-Stake Algorithmus, das Zusammenspiel von Va-
lidatoren, etc. gewahrleistet, notfalls kann das Technical-
Committee eingreifen, wenn die Sicherheit durch einen
Fehler bedroht ist. [29] Auf der Ebene der Governance
Uber die Blockchain, also der Entscheidungsfindung
rund um die eigentliche Blockchain, gibt es derzeit das
Council, das mit einer Regierung vergleichbar, eine Rich-
tung vorgibt, dabei aber Legitimation durch &6ffentliche
Abstimmungen benétigt. Nach Abschaffung von Council
und Technical-Committee soll die Sicherheit durch ein
komplexes, aber anwenderfreundliches Wahlsystem ge-
wahrleistet werden [4, 20:55].

Das funktionierende Wahrungssystem ist iUber den DOT-
Token reprasentiert. Dieser ist fur das Abstimmen UGber
Parachains und fir die Governance-Teilnahme verwend-
bar, Belohnungen werden damit ausbezahlt und er kann
frei gehandelt werden, sodass die Belohnungen auch in
andere Okosysteme transferiert werden kénnen.

Die Kommunikation zwischen unterschiedlichen Parach-
ains in Polkadot funktioniert mit XCM und die Kommuni-
kation nach aul3en findet Uber sogenannte Bridges statt.
Dadurch wird der von Wood erwahnte Handel mdglich -
Uber Bridges kénnen direkt DOT oder andere Wahrun-
gen aus dem Polkadot-Okosystem mit Wahrungen ande-
rer Blockchains - beispielsweise Ethereum - getauscht
werden. [29]

Hinsichtlich der Ziele des ,Staates” Polkadot kann man
in der Einleitung zum Whitepaper nachlesen, dass an-
dere Blockchains schon einige Anwendungen ermagli-
chen, dass aber die technologischen Versprechungen
noch auf relevante Umsetzung in der realen Welt war-
ten. Als Grunde daflr werden das Fehlen von Skalierbar-
keit, Isolierbarkeit, Entwickelbarkeit, Governance sowie
Anwendbarkeit angefuhrt [30, S.1]. Mit den im Whitepa-
per etablierten Grundlagen sollen die ersten beiden
Problemfelder - die Skalierbarkeit und die Isolierbarkeit
- gelost werden. Aber auch die anderen Themenkreise
hat Polkadot inzwischen adressiert - fur die Entwicklung
hat Polkadot umfassende Materialien im Polkadot-Wiki
zur Verfugung gestellt [beispielsweise 29], fur die Gover-
nance gibt es kontinuierliche Weiterentwicklungen und
um Polkadot ist ein ganzes Okosystem von Anwendern
gewachsen, die sich in den Parachains von Polkadot und
Kusama mit ihren speziellen Anwendungen befassen
[31,32].

Bisher gab es drei Gremien, die als Organe der Polkadot-
Governance fungieren - die DOT-Holder, das Council
und das Technical Committee. Aufgrund der geringeren
Anzahl an Organen, der gleichzeitigen Zustandigkeit fur
alle Entscheidungen und den Vorbehalt der Zustimmung
der DOT-Holder in allen Referenda, gab es keine Gewal-
tenteilung in Legislative, Exekutive und Judikative in dem
Sinn, wie das in Staaten Ublich ist (vgl. beispielsweise Art.
20 Grundgesetz fur die Bundesrepublik Deutschland - in
der Folge mit GG abgekurzt). Man kdnnte allerdings ar-
gumentieren, dass es diese auch nicht braucht, weil
Staaten diese ja einflhren, um zu verhindern, dass die

Organe die vom Volk kommende Macht missbrauchen,
wahrend in Polkadot alle Gesetzgebung direkt von den
DOT-Holdern bestatigt werden muss. Damit ist anstelle
der Gewaltenteilung eine sehr ausgepragte Partizipation
der Betroffenen, insbesondere die Einflussnahme des
~Volkes” auf die Willensbildung und Entscheidungsfin-
dung, gegeben.

Die Ausfuhrung von Entscheidungen erfolgt direkt im
Code, sodass es dafur keiner gesonderten Ausfihrungs-
organe bedarf.

Polkadot hat eine quasi-foderale Struktur ahnlich wie
der deutsche Staat mit seinen Bundeslandern (Art. 20ff
GG) - es gibt nicht nur Polkadot als Blockchain-Projekt,
sondern die in Polkadot etablierten Parachains beher-
bergen jeweils nochmal eigene Projekte. Uber die Auf-
nahme als Parachain-Projekt stimmen die DOT-Holder
ab, indem sie im Rahmen eines Crowd-Loans ihre DOT
fur ein bestimmtes Projekt gelockt halten. Auch hier gilt,
wie im deutschen Grundgesetz, dass quasi Bundesrecht
Landesrecht schlagt (Art. 31 GG) - wenn die Relay-Chain
ein Update bekommt, so mussen die Parachains dieses
ggf. in ihren eigenen Strukturen weitertragen, um das
weitere Funktionieren ihrer Infrastruktur sicherzustel-
len. [33]

Im Unterschied zu den Bundeslandern sind die Parach-
ains immer nur fir einen bestimmten Zeitraum verge-
ben [33].

5. Vergleich Polkadot mit Decentralized Auto-
nomous Organizations

Laut der SEC ist eine Decentralized Autonomous Orga-
nization eine virtuelle Organisation, die in Computer-
code verkorpertist und auf einem verteilten Ledger oder
eine Blockchain ausgefuhrt wird [24, S. 1]. Des Weiteren
geht aus dem Report Uber The DAO hervor, dass fur die
Qualifizierung als DAO der Erfolg eines Projektes nicht
unbestreitbar von den Bemuhungen einzelner Personen
oder Gruppen abhangen sollte und dass die Governance
tatsachlich autonome Entscheidung durch die Token-
Holder zulasst [24, S. 12ff]. Fur die Qualifikation als DAO
ebenfalls dienlich erscheint es, wenn ein Projekt die
Technologie, die Verwendbarkeit fur User und Features
in den Vordergrund stellen und die technologische Inf-
rastruktur tatsachlich genutzt wird, sowie, dass in diesen
Zusammenhangen auch die Vermarktung und der Ver-
kauf von Token so von statten geht, dass die technologi-
sche Perspektive Uber Anreize zur Spekulation etc. Gber-
wiegen [34]. DarUber hinaus erkennt die SEC an, dass
Dezentralisierung eines Netzwerkes ein Projekt ist, das
Uber einen bestimmten Zeitraum erfolgt, sodass selbst
wenn die Voraussetzungen ursprunglich nicht erfullt ge-
wesen sein sollten, ein Projekt dennoch mit der Herstel-
lung der entsprechenden Voraussetzungen, als vollstan-
dig dezentralisiert gesehen werden kann [34, 35].

Wenn es gegen ein autonomes Netzwerk spricht, dass
die Anstrengungen von anderen als dem Investor unbe-
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streitbar bedeutsam sind und derartig essenzielle Ma-
nagementbemuhungen darstellen, dass diese Uber den
Erfolg oder Misserfolg des Unternehmens entscheiden
[24, S. 12], heilRt das im Umkehrschluss, dass bei einem
autonomen dezentralen Netzwerk der Erfolg oder Miss-
erfolg nicht von einzelnen Personen oder Gruppen ab-
hangen sollte bzw. es zumindest bestreitbar sein sollte,
dass deren Managementbemuhungen essenziell waren.
Die Argumentation der SEC selbst ist hier eine Gratwan-
derung und Begriffe wie ,unbestreitbar" und ,essentiell"
sind relativ dehnbar.

Relativ griffig jedoch ist der Begriff Managementbemi-
hungen - ,entrepreneurial or managerial efforts of others"
- dabei geht es um jene Bemuhungen auf Management-
ebene, die den wirtschaftlichen Erfolg eines Unterneh-
mens ausmachen. Mehrere Argumentationen sprechen
dafir, dass die Bemihungen von Grindern, Foundation
und Parity keine solchen Managementbemihungen
sind.

Generell kann man sehen, dass eine komplexe Gover-
nance wie oben fir Polkadot beschrieben, effektiv dazu
dient, dass die tatsachlichen Entscheidungen, unabhan-
gig von den jeweiligen Vorarbeiten, eben nicht von den
Grindern oder dahinterstehenden Unternehmen gefallt
werden, sondern von jenen, die die Infrastruktur benut-
zen und daher Uber entsprechende DOTSs verflgen.

Einer der wichtigsten Faktoren fiir den Erfolg des Polka-
dot-Okosystems ist die Wahl der Projekte, die sich in den
Parachains niederlassen, weil diese innerhalb von Polka-
dot unterschiedlichste Features und Anwendungsmaog-
lichkeiten bauen, die auch eine kommerzielle Nutzung
erlauben [31, 32]. Die Entscheidung, wer einen solchen
Slot bekommt, treffen die DOT-Holder.

Die Arbeit von Gavin Wood zur Erneuerung der Gover-
nance, wie sie von ihm am 29. Juni 2022 als ,meine Arbeit
im letzten Jahr" [4, 1:35] vorgestellt wurde, findet sich tat-
sachlich auf GitHub als Pull-Request, das zur Genehmi-
gung aussteht. Offentlich sichtbar haben vier Accounts
darin gearbeitet, moglicherweise waren es mehr, die
nicht public gestellt sind [36]. Bei einer Management-Ent-
scheidung wuirde typischerweise nun jemand, der die
hierarchische Befugnis dazu hat, beschlieen, ob dieser
Code verwendet werden soll, oder eben nicht. In Polka-
dot wird die tatsachliche Managemententscheidung, ob
die neue Governance eingefuhrt werden soll, von der
Community getroffen, nachdem sie Gelegenheit hatte,
die neue Governance zu prufen und auszuprobieren. [4,
44:20]

Die Web3 Foundation unterstitzt Web 3.0-Teams und O-
pen-Source-Projekte durch Finanzierung, Forderung,
Forschung und Kooperationen [9, 10]. Parity Technolo-
gies Limited ist ein Unternehmen in der Software-Ent-
wicklung und arbeitet ebenfalls an Polkadot mit [11].
Diese Art der Arbeit, die die Foundation und Parity unter
anderem fur Polkadot leisten, ermdglicht neue Projekte,
greift aber nicht in deren Management ein.

Hinsichtlich der Dezentralitat der Entscheidungsfindung
kann man mit Verweis auf die Ausfuhrungen zur Gover-
nance von Polkadot sagen, dass in Polkadot effektiv alle
Abstimmungen sowohl direkt als auch ggf. zusatzlich in-
direkt von den DOT-Holdern ausgehen und letztlich der
Zustimmung der DOT-Holder bedurfen. Nur die Quoren,
die fUr die Annahme eines Referendums notwendig
sind, variieren, je nach Herkunft des Referendums.

In der Governance 2.0 fallen das Council und das Tech-
nical-Committee weg, sodass alle Entscheidungen, die
getroffen werden, allein von der DOT-Offentlichkeit ein-
gebracht, abgestimmt und in der letzten Phase nicht ver-
hindert werden.

Mit dem Fellowship-Programm [4, 37:00] soll dartber
hinaus eine moglichst groBe Anzahl an Experten ge-
schaffen werden, sodass einerseits eine wachsende
Gruppe selbst hohe Kompetenz in den fiur Polkadot re-
levanten Themen entwickelt, diese dann aber auch
der*m einfachen Wahler*in fur Fragen zu anstehenden
Referenda, fur entsprechende Evaluationen bezlglich
der geplanten Anderungen, und fiir breite 6ffentliche
Diskussionen zur Verfigung steht - ahnlich, wie das bei
The DAO die Grinder und die Kuratoren getan haben,
nur eben dezentral organisiert und nicht eingeschrankt
auf eine bestimmte, abgeschlossene Gruppe.

Diese Fellowship soll auch dazu dienen, im Falle von An-
griffen oder Schwachstellen, ein Referendum durch ei-
nen schnelleren Prozess zu schicken [4, 37:00], sodass
auch hierimmer grofRere Unabhangigkeit von den Griin-
dern oder Gesellschaften hinter Polkadot bestehen soll.

Diese Anderungen in der Governance 2.0 zeigen auch
gut, wie Dezentralisierung als Projekt funktioniert, in-
dem anfangs die Entscheidung fur alle Teilnehmer*in-
nen geoffnet wird, dann aber dieser status quo auch im-
mer weiter verbessert wird, sodass mit dem Wachstum
des Okosystems und der Verbreitung des Wissens tiber
die Technologie auch bestehende und erprobte Struktu-
ren hinterfragt und weiter aufgeweicht werden, ohne
dabei die Sicherheit des Netzwerks zu gefahrden.

Hinsichtlich der technischen Verwendbarkeit des Polka-
dot-Protokolls sei nochmal auf die zahlreichen Parach-
ains verwiesen, die dort unterschiedliche, nitzliche Pro-
jekte im Okosystem vorantreiben. Nebenbei bemerkt
scheint dieses Feature 6ffentlich als sehr wertvoll einge-
schatzt zu werden, sind doch teilweise sehr hohe Sum-
men fur Parachains gebunden [31,32].

Auch die 6ffentliche Kommunikation beispielsweise auf
Twitter oder Youtube [38, 39] fokussiert sich auf Software,
technologische Neuerungen, Hackathons, Wachstum
des Okosystems durch neue Parachains sowie Gover-
nance, um nur einige Themen zu nennen, und spricht
gar nicht von DOTSs als digitalem Vermogenswert oder
regt sonst irgendwie zu spekulativen Investitionen in
DOT an.
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Insgesamt sieht man starke Parallelitaten zwischen der
Polkadot-Governance und der von der SEC im Umkehr-
schluss fur The DAO definierten Governance einer De-
centralized Autonomous Organization. Polkadot kénnte
damit eine DAO sein, auch weil, deren technologische
Funktionalitdten in ihrer Kommunikation im Vorder-
grund stehen und diese Funktionalitaten auch tatsach-
lich schon genutzt werden. Dartber hinaus findet sich
Polkadot in einem kontinuierlichen Prozess, der danach
strebt, die Dezentralisierung und Autonomie von den ur-
springlichen Grindern auf allen Ebenen immer weiter
zu verstarken.

Als einzige zentralistische Elemente der dezentralen
Struktur kénnte man - derzeit noch - das Council und
das Technical Committee ansehen; bei naherer Betrach-
tung ist die Besetzung des Council allerdings einer stan-
digen demokratischen Bestatigung unterworfen und da-
mit auch das Technical Committee, das von Council er-
nannt wird.

6. Fazit

Mit Staaten hat Polkadot einiges gemein, insofern als
Polkadot ahnlich wie ein virtueller Staat funktioniert -
also Entscheidungen autonom trifft und sich nicht als
eine Gesellschaft nach einer bestimmten Rechtsord-
nung verhalt. Die Aufgaben, die zur gemeinschaftlichen
Erledigung stehen und die Organe, die dafur tatig wer-
den, weisen einige Ahnlichkeiten zu einem Staat auf, al-
lerdings ist Polkadot aufgrund der fehlenden physischen
Komponente sehr anders konfiguriert, hat eine viel nied-
rigere Komplexitat und verwendet anstelle von Gewal-
tenteilung zunehmend starke Elemente direkter Legiti-
mation von Entscheidungen durch die DOT-Holder.

Council und Technical Committee
U.u. kénnte man Council und Technical Committee als
Zentralisierungspunkte im dezentralen System sehen,
obwohl das Council regeimagig direkt gewahit wird
und damit auch die Benennung des Technical
Committees indirekt regeimaBig bestatigt baw.
verandert wird.

Dezentralisierte Autonome Organisation
Vergleich zwischen den Aussagen der SEC mit der
Polkadot Governance ergibt eine hohe Parallelitat,

Entscheidungen hangen in der Governance nicht an
bestimmten Personen oder Gruppen sondern direkt
2m Willen der DOT-Halter*innen

Innovation fir neue Méglichkeiten im Web 3.0
Polkadot hebt sich Gber die Konkurrenz aus dem
Web2.0 durch technische Innovation und kénnte

Gemeinschaftlich verwaltete infrastruktur
Gemelnschaftiiche Verwaltung von wirtschaftlicher
Infrastruktur zur Forderung der Mitglieder und
Verbesserung von deren wirtschaftlicher Situation in

2unehmender Konkurrenz

Genossen:
schaft damit als Teil des Web3.0 zu einem starken

Konkurrenten bestehender Web 2.0 Unternehmen
werden (Angriffsfunktion).

Direktere tion im virtuellen Raum
Keine physische Komponente & Gewaltenteilung
Weniger komplexes System dafir direktere

Autonome Entscheidung geht von Birgern aus
Herrschaft Gber eine Infrastruktur mit bestimmten
Teilnehmer*innen, von denen die
Entscheidungshoheit ausgeht und die durch
festgelegte Regeln Entscheidungen treffen

Einflussnahmen
Freiwillige Teilnahme ohne Aufnahmekontrolle

Abbildung 4: Gemeinsamkeiten und Unterschiede
Grafik des Autors

Als Unternehmen ware Polkadot am ehesten mit einer
Genossenschaft zu vergleichen, weil in Polkadot eine
technische Infrastruktur gemeinschaftlich verwaltet wird
und Uber deren weitere Entwicklung gemeinschaftlich
bestimmt wird. Vertretungsorgane sind ebenso wie bei
Genossenschaften mit Mitgliedern der Community be-
setzt, die entsprechend auch DOT halten mussen um
teilnehmen zu kénnen. Im Gegensatz zur Genossen-
schaft, die ihre Mitglieder durch die Schaffung von ge-

meinsamem Vermogen oder gemeinschaftliche verwal-
teter Infrastruktur gegen die Konkurrenz durch machti-
gere Unternehmen schitzen mochte, versucht Polkadot
mit Innovation der Offentlichkeit einen Web 3.0 Baustein
zur Verfugung zu stellen, um die im Web 2.0 zu machtig
gewordenen Unternehmen in Schranken zu weisen.

Am ahnlichsten sieht Polkadot der DAO, wie sie von der
SEC abgegrenzt wurde, weil sie tatsachlich zunehmend
dezentralisiert autonome Entscheidungen fur die Hal-
ter*innen ihrer DOT organisiert und bei der Gebarung
von Polkadot die Zurverfigungstellung von funktionie-
render, offentlich nutzbarer Infrastruktur im Vorder-
grund steht und diese auch schon genutzt wird.
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Abstract: Current research in identity management is focusing on decentralized trust establishment for dis-
tributed identities. One of these decentralized trust models is Self-Sovereign Identities (SSl). With SSI each entity
should be able to independently present and manage provable information about itself as well as request and
review evidence from other entities. Using a distributed blockchain, information for verifying the authenticity
of this evidence can be obtained from any other entity. This concept can be used not only for people, but also
for authentication and authorization during the life cycle of devices in the Internet of Things (loT). This paper
presents an SSI-based concept for authentication and authorization of loT devices among each other, intended
to contribute to the change in trust on the internet. The SSI methodology employing a blockchain offers the
possibility to establish mutual trust and proof of ownership without relying on any third party. The paper de-
scribes the concept, offers a reference implementation, and gives a discussion of the approach.

1. Introduction

Communication and interaction over digital channels of-
ten require that the entities involved are able to author-
ize themselves mutually before exchanging information
or committing transactions. Authenticity and the confir-
mation of certain abilities become more and more im-
portant, for human users as well as for IoT devices.

In the physical world certificates are one example to pro-
vide this confirmation for certain information, like an ac-
ademic degree or the skill to maintain certain machines.
In numerous countries, these certificates are also used
for the authentication and authorization of an entity, like
a driver’s license. In this context, trust is established by
trusting the author and signatures of the certificates and
testing if the certificate is still valid. Then the checking
entity can decide to trust this information or not. If the
verifier trusts the issuer of the credential, the infor-
mation stored in the certificate can also be trusted. This
model is well known and has been used in various forms
for decades in our connected world [1], [2].

In the digital world, a similar model is widely used to es-
tablish trust between entities and to check the authen-
ticity of information. For this purpose, a third party is
used as an anchor of trust, which stores and manages all
relevant information and makes it available to others,
for example in the form of digitally signed certificates.
This anchor is intended to ensure the integrity and au-
thenticity of this data to establish trust between the en-
tities [2], [3], [41, [5], [6], [7].

What is already economically crucial in e-commerce or
financial services systems, is even more important for
cyber-physical systems like power plants or trains,
where errors could endanger the safety of many people.
Especially for the devices in the Internet of Things (loT)
[8] that are becoming more and more popular in these
facilities a robust 10T system architecture is required. For

this, it is necessary, among other things, that infor-
mation and attributes of 10T devices can be securely
managed, maintained, received and tracked across com-
pany boundaries throughout their lifetime [9], [10], [11],
[12]. One approach to ensure such a system is to use a
life cycle view on |oT devices [3], [4], [5], [111, [12], [13].
During this lifecycle, 10T devices interact with each other.
For this interaction a system for authentication and au-
thorization is required. Today most of such systems are
using a central trust anchor, holding the data of system
participants. Each entity that uses this trust anchor is
forced to trust it in order not to leak, misuse or change
any sensitive data. Protecting own data from such a mis-
use is hard because the data is stored in the data pro-
cessing system with trust anchors [3], [4], [5], and [14].

For solving this trust issue, research and development
currently focusses on concepts to eliminate centrally ori-
ented trust anchors for the interaction between entities,
including 10T devices. One promising approach utilizes
blockchain architectures, leveraging the concept of self-
sovereign identities (SSI for short) [3], [9], [15], [16]. With
the help of SSI, entities can establish trust between each
other on their own using digitally signed certificates,
eliminating the need of a central trust anchor. Data can
be stored and managed by the entities themselves.

Those previously mentioned certificates could also be
used for unequivocal and verifiable proofs of attributes
of 10T devices in their life cycle. While stored and man-
aged by the devices, those certificates give a device the
possibility to provide evidence for authentication and
authorization without involving a third party. Any de-
vices can be programmed in such a way that trust to an
entity for particular actions during various scenarios in
its lifetime is only given under certain conditions, de-
pending on information in a digital certificate.

In this contribution we present a concept including a ref-
erence implementation and evaluation of a system that
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can establish an authentication and authorization mech-
anism for the management and tracking of the life cycle
of a cyber-physical system, consisting of several differ-
ent |oT devices from different manufacturers, using SSI,
without the need for a central storage of private data.
Other issues of the security of loT systems, which could
theoretically be addressed by SSI, are not discussed
here. This paper is structured as follows: First, back-
ground is provided about loT, cyber-physical systems,
project context, self-sovereign identities, and the block-
chain systems Hyperledger Indy and Aries. Next, the pro-
posed concept will be introduced including a view on re-
lated works by other authors. Afterwards an implemen-
tation of this concept, using Hyperledger Indy and Hy-
perledger Aries together with the Python web frame-
work Flask, will be discussed and evaluated. At the end,
the main aspects will be summarized, and possible fu-
ture work will be presented.

2. Background
2.1 Trust Anchors

The Internet of Things, or 10T for short, is a network of
devices with embedded microcontrollers collecting in-
formation about their physical environment using sen-
sors [8]. Within this network, those devices can com-
municate with each other or with other systems. A typi-
cal property of an 10T device is its limitation of resources
like computing capacity, RAM, bandwidth, or available
energy.

This work has been conducted in the context of a project
focusing on cyber-physical systems in trains [17], [18].
We define a cyber-physical system as an entity consist-
ing of one or several 0T devices as computational units
collecting information about its environment and for-
warding this information via wired or wireless networks.
An example for such a system is a train, consisting of
multiple actuators, sensors, and subsystems realized
with loT devices.

Currently a central anchor of trust is often used for au-
thentication and authorization in a cyber-physical sys-
tem. Humans and devices rely on this anchor to author-
ize activities during the lifecycle of 10T devices - in man-
ufacturing, in trains as well as in various other scenarios.
It is very important in such cyber-physical systems to
provide evidence that an information has not been al-
tered.

Such a central instance must be trusted unconditionally.
The trust anchor is necessary for the authentication and
authorization of all actions in the system holding all nec-
essary information about the connected devices. Tech-
nically, authentication is usually realized by asymmetric
cryptography, offering public keys in X.509 certificates,
signed by a trust authority [19], [13, p. 5]. In many use
cases the trust anchor additionally provides signed infor-
mation for the mutual interaction of the 10T devices, like
the affiliation of the owner of a public key. This third

party is also necessary for authentication and authoriza-
tion between the entities. In complex environments like
manufacturing sites or trains it is very hard to select the
right entity that should hold the role of such a trust an-
chor. The IoT devices in this system have been manufac-
tured by different vendors. Those are seeking not to re-
veal anything about their devices. Determining who
should provide the trust anchor may easily result in long
discussions and strict regulations. Even during opera-
tion, no one can be really sure that the trust anchor does
not misuse its role.

2.2 Self-Sovereign Identity (SSI)

The goal of SSl is to eliminate the need for a trust anchor
and give entities the opportunity to regain control over
their data. In addition, entities should be able to decide
on their own, if a piece of information should be trusted,
whom to show selected information and whom to issue
a certificate under certain conditions. In an SSI system
the check for authenticity of information provided as a
certificate is not carried out by a third party, but by the
entities themselves, using information in a distributed,
publicly available data storage [3], [5], [20], and [21]. Fur-
thermore, no information associated with the entity
should be made publicly available without the permis-
sion of the entity in question.

The identification of entities should also take place with-
out a third party. When receiving information as well as
when checking and presenting it to other entities, only
two parties at most should be involved in these pro-
cesses [2], [3], [14], and [22]. Attempts to realize SSI sys-
tems are using the W3C standards Decentralized Identi-
fiers (DIDs) and Verifiable Credentials (VCs) together with
the Blockchain technology [2], [3], [14], and [22].

A DID is a pseudonymized and portable representative
of an identity, not disclosing any information about the
entity behind it. It is associated with a DID document
which provides publicly available information. This infor-
mation can be used to contact the entity behind the DID.
Furthermore, it contains public keys owned by that iden-
tity for the establishment of a secure communication
channel. This DID with the associated DID document can
be securely made persistent on a distributed data stor-
age like a blockchain [3], [20], [23], and [24].

Verifiable Credentials represent the digital counterpart
to signed certificates from the physical world. A VC can
be used to issue information about a device or a person.
Using the issuer’s signature, each entity can check by
whom a Verifiable Credential was issued and whether its
contents are authentic. For this purpose, Verifiable Cre-
dentials are signed by the issuer and a corresponding
entry is written to a distributed data storage like a block-
chain. On this storage the entry itself however contains
no information about the contents of the VC or the re-
ceiver of it [3], [20], [24], and [25]. So there are three
roles involved (according to [24]): the issuer issues the
credential and hands it to the holder, often on his re-
quest. The holder keeps all his credentials in a wallet.
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The verifier requests proof from the holder, e.g., about
authenticity. The holder presents the proof using its sig-
nature which the verifier in turn may check. All these ac-
tions are based on DIDs that are stored in a public block-
chain or another DID network.

2.3 Hyperledger Indy and Hyperledger Aries

A possible option for such a blockchain is a combination
of the Hyperledger Indy and Aries [26], [27]. Both are
open-source projects founded by the Linux Foundation
to establish SSI systems providing the necessary infra-
structure. Hyperledger Indy provides tools and libraries
to establish the infrastructure for an SSI system. It pro-
vides a blockchain solution to store DIDs and infor-
mation to verify VCs. It also provides an implementation
of the W3C standards DID and VCs. It offers a digital
identity wallet called Indy-wallet to store those creden-
tials and DIDs [20], [26].

The provided data storage and infrastructure in Hy-
perledger Indy is a distributed and public permissioned
blockchain. Each entity can read its contents, while writ-
ing to itis only allowed for entities with the roles trustee,
steward, or endorser. In context of this paper, those
roles will be summarized as the role “endorser” or “is-
suer”. The blockchain provided by Indy is not controlled
by one entity but distributed across the so-called valida-
tor pool. Each member of this pool holds a copy of the
blockchain. To write a new entry into the blockchain one
member executes a write request from an endorser and
broadcasts its result to the other members. After each
member has received a certain number of identical an-

|
Credential Issuer ABC

(0} Issue

swers, related to a write request, the system finds a con-
sensus and this result will be written to each copy of the
blockchain [26], [28], and [29].

Only publicly available information will be stored on a
Hyperledger Indy blockchain. The blockchain consists of
information like DIDs, DID documents and the used pub-
lic key as well as algorithms etc. to verify an issued digital
credential [26], [28], and [29].

Hyperledger Aries emphasis lies on how entities using a
Hyperledger Indy SSI system can interact and communi-
cate with each other in a peer-to-peer and secure way.
To achieve this, it provides several protocols like DID
Communication, Issue Credential, Connection and Basic
Message [29], [27]. Other open-source projects, like Aries
Cloud Agent Python (ACA-PY), are establishing some kind
of framework, implementing the defined protocols in
Hyperledger Aries. In particular, Aries Cloud Agent Py-
thon (ACA-PY) is recommended to be used by the Aries
group [29].

ACA-PY provides a so-called agent as a webservice, offer-
ing a REST interface to enable the usage of the Aries pro-
tocols. The agent needs a controller for managing the
agent, which must be implemented individually for each
use case. The controller tells the agent what to do, for
example, to issue a new VC, establish a new DID commu-
nication connection using the connection protocol, or to
send messages with the basic message protocol. The
agent also informs its controller via webhooks about
events like receiving a new VC from an issuer.
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Fig. 1: Overview of the authentication and authorization concept Idea
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One major protocol defined by Hyperledger Aries is DID
communication. With it, two entities can encrypt their
messages independent of the used transport protocol
like HTTP or MQTT. To ensure this, both entities must
exchange their DID and DID document, containing a
public key. This can be done by using the connection
protocol of Aries. To transmit encrypted messages or
verifiable credentials the protocols basic message and is-
sue credential can be used.

3. Conceptual Approach

We propose to make use of DID Communication and
basic message to establish an authentication and au-
thorization system using Verifiable Credentials and JSON
Web Tokens (JWT). For the communication between en-
tities, we defined message protocol called Commands.
With this message protocol, entities may transfer tasks
or solutions with basic message to each other, such as
asking for authentication. Before that, a connection be-
tween the entities must be established using, for exam-
ple, the connection protocol.

Using Commands, entities can transmit asymmetric en-
crypted requests and answers independent of any mes-
sage transport protocol like HTTP or MQTT. This is real-
ized by the Aries protocol DID communication. In this
work, the Commands message protocol was used for the
message exchange during the authentication and au-
thorization process between two entities. This design
was chosen to rely only on the security mechanism pro-
vided by DID Communication.

To authorize transmitted commands an authentication
is needed first. After success, the loT device can decide
whether to execute the command or to decline it. For
this, it will check the role of the authenticated entity. In-
formation about which entity has which role is saved by
means of a certificate in the |oT device. Therefore, a VC
called Authorization Credential, or AuthS-VC for short,

(1) Request Authentication

as Owner N
(B) Solve Challenge S
using private key by \Q,\F

o

decrypting the

1 -
JSON Web Token Entity (5) Send Encrypted JSON

Web Token as Challenge

(7) Use Decrypted JSOM VWeb Token
for Authenticafion and Authorization

was defined. It contains the role and public key of an en-
tity and is stored on an loT device. Fig. 1 gives an over-
view of the described concept.

The device will accept this VC if it has originated from a
credential issuer it trusts. If the device has an owner con-
figured, it will ask this entity whether to accept or decline
the VC instead.

The loT device has a role-based access system that al-
lows the requested execution of certain commands, like
changing the owner, only to entities with certain roles.
To authenticate and authorize an entity for such a com-
mand, a JWT holding the role of the entity is used com-
bined with a challenge-response mechanism.

To authenticate, the requesting entity presents its public
key to the device. The device is then able to check
whether the presented key is known or unknown by re-
trieving VCs. If known, the device can find the corre-
sponding VC with the provided public key, containing the
role of the requesting entity. Then, the device uses its
own secret key to create a JWT. After the JWT has been
created, a challenge is constructed by encrypting the JWT
using the public key of the requesting entity found in the
VC. If the entity can decrypt this JWT with its secret pri-
vate key, it has proven its authenticity. By attaching the
JWT in future requests, the entity can authorize.

While the public key and role of this entity is saved as a
VC, the device can check at any time on its own if this
information was somehow altered. Fig. 2 shows the de-
scribed flow.

Storing information about its owner on a loT device pro-
vides full control over this data by the device itself. Mis-
use of this information by others is prevented. By hold-
ing this information as a Verifiable Credential, the device
can even use this information in other domains, because
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Fig 2: Proposed authentication and authorization system. Messages are delivered using the Aries basic message protocol.
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there is no dependency to a trust anchor. Only a connec-
tion to the Hyperledger Indy blockchain, holding the cor-
responding verification information to this VC, is needed
when the device wants to check its own VCs even in an-
other domain.

New roles are easily defined. An entity with the role
maintainer for example could be configured by issuing a
corresponding VC to the device. By defining a public key
to the role, the VC would identify an entity with the role
maintainer. Corresponding access rights to certain com-
mands for this role would be defined in the device itself.
Because the VC is verifiable, this information can even
stay valid if the device changes its domain or is trans-
ferred to a new owner. Therefore, the same authentica-
tion and authorization system is appliable over the en-
tire lifecycle of an loT device across company bounda-
ries.

4. Related Work
4.1 RBAC-SC

Cruz et al. propose a distributed role based access con-
trol system called RBAC-SC using blockchain technology
[16]. The goal is to use a role of an entity, like a student
at University X, across company boundaries.

An instance that wants to assign roles to entities defines
a smart contract on the Ethereum blockchain. For exam-
ple, if a university wants to assign its students the role of
X student, the smart contract is used and assigns this
role to an address on the blockchain. This address is
owned by an entity.

Later, this address will be used to check whether the en-
tity has the role of X student. Before that, the smart con-
tract is checked. Next, a challenge is used to evaluate
whether the entity has access to the address in question
to which the student role of university X has been as-
signed. To do this, the entity must sign information from
the public address block with its private key. The associ-
ated public key is also stored on the Ethereum block-
chain.

4.2 SSIBAC

The core idea of SSIBAC from Belchior et al. in [15] is to
map Verifiable Credentials presented by entities to ac-
cess rules. To use a resource, an entity first sends a re-
quest to the system. The system checks the defined rules
for the requested access, in which the necessary attrib-
utes or roles are specified. On this basis, the requesting
entity is checked by means of a challenge, by using veri-
fiable credentials to generate a verifiable presentation
(VP) that proves the required attributes or role of the re-
questing entity in a VC. If the entity responds with a VP,
this is first validated and passed on to an access control
engine, if the VP is valid. The engine then uses the infor-
mation from the VP to calculate whether the access re-
quest is to be granted or denied. The authors used Hy-
perledger Indy for the necessary infrastructure of their
system.

5. Reference Implementation

To implement the system proposed above, we used Hy-
perledger Indy as SSl infrastructure and Hyperledger Ar-
ies framework to implement our process. As mentioned
before, we defined a message protocol called Commands
to exchange commands like an authentication and au-
thorization request. Also, we defined a Verifiable Cre-
dential called AuthS-VC. Its schema is written to a block-
chain based on Hyperledger Indy. To exchange mes-
sages with basic message, structured using the Com-
mands protocol, a controller was implemented with Py-
thon web framework Flask [30]. The controller receives
notifications as webhooks from the agent. The agent in-
forms the controller, when, for example, a new basic
message has been received. The controller also contains
an implementation of the Commands protocol to send
and interpret messages using it. It also possesses the
logic to get an AuthS-VC using a public key and to create
and send a JWT challenge over the Commands protocol.
To achieve this, the controller uses the ACA-PY agents
REST interface to send basic messages.

The system consists of two major components: a web
portal that sends a request with the Commands message
protocol and a device that receives and processes such
a request. To be able to authenticate, the device holds
an AuthS-VC about the owner in its wallet. Fig. 3 shows
the issued AuthS-VC with role owner in the wallet of the
device. The cred_def id field provides the information
who has signed this VC and where to look at in the block-
chain to verify the authenticity of this VC.

"referent”: "5le3aad8-e227-4c5e-8040-ba7831226a78",
"attrs”: {

"endpoint": "http://localhost:9863",

"public_key": "AAAAC3NzaCllZDIINTESAAAAIFE9xj2JxMIDyzke

"role": "owner"
},
"schema_id": "PfUQbbAm8mSp2zvGoquabn:2:Autorisation:0.1",
"cred_def_id": "Y5q6MYZrDnZ6Q3BnoYZduk:3:CL:2294:0.157719

Fig. 3: Owner stored as VC in the wallet of the device

Using the basic message protocol, the web portal sends
a Commands formed request to authenticate to the de-
vice with its public key. Fig. 4 shows the authentication
request sent by the web portal to a device using basic
message and Commands.

BEGIN;

AUTH:public key-= AAAAC3NzaCllZDIINTESAAAAT
FE9x]j2JxMJIDyzKkOyWIrbMEMWyRvdNos6xJA/Y2XYBQy;
END

Fig. 4. Authentication request from the web portal, sent to the
device. This request is transmitted using the Aries basic mes-
sage protocol and formatted using the Commands protocol.
This string is the content of the basic message to be sent using
ACA-PY.

The device checks if the presented public key is saved as
an AuthS-VC. If so, a JWT is created using the information
public key and role inside the VC. Subsequently, the JWT
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is encrypted using the public key and sent back to the
web portal as challenge. This is shown in Fig. 5.
BEGTIN;
RESP AUTH:
challenge-= <string with encrypted JWT>,
role-= <role of the requester found in the VC>
END

Fig. 5: Response from the device, after it receives an AUTH re-
quest with a known public key.

With the JWT, the web portal can authenticate itself to
the device, in this case as its owner. The JWT is also used
as a proof of authorization for certain actions. In case the
presented public key is not saved in an AuthS-VC, the de-
vice responds with an error message shown in Fig. 6.
BEGIN;

ERROR:msg-= Auth Rejected. Public key
AAAAC3NzaCllZDIINTESAAAATIFE9x)2JxMIDyzk0yW9rbMEmWyRvd—
Nos6xjA/Y2XYBqgy is unknown!;

END
Fig. 6: Error response when the provided public key is un-
known.

6. Evaluation

For evaluation, we defined a function called Change
Owner that changes the owner of a device. If an entity
could authenticate as the owner, this function can be ex-
ecuted. To be able to transfer the ownership to a new
entity, the device holds two AuthS-VCs. They represent
the current owner and the new owner.

During the change owner process, the device will con-
nect to the new owner and test if he is able to authenti-
cate and authorize. After all steps have succeeded, the
device deletes the VC corresponding to the current
owner, leaving only the new owner’s VC in the wallet. Af-
ter that, the previous owner is not able to gain access
anymore. All previous JWTs, which are still valid, become
automatically useless, because the device always checks
if the public key in the JWT corresponds to a public key
stored as a VC.

To execute Change Owner, the owner has first to obtain
a JWT. This is done by setting up a connection to the de-
vice using the connection protocol of Hyperledger Aries.
After a connection has been established, a connection ID
is returned. This can then be used to send an authenti-
cation request as basic message with the Commands
protocol to the device.

For this, we implemented a function called Ask for new
Access Token shown in Fig. 7 for the web portal.

Ask for new AccessToken

Enter the connection ID of the device to be authenticated to
fe020410-8de8-466f-8146-73f1e08boddF
Enter your public key

AAAAC3NzaC11ZDITNTESAAAAIFE9xj2JxMJDyzkOyWIrbMEmWyRvdNos6xjA/Y2XYBqy

Fig. 7: Ask for new access token function on the web portal

By presenting the connection ID and the own public key,
the request to a specific device can be constructed by
the application. After clicking the submit button, the soft-
ware prepares an authentication request to the device.
The request received from the device is shown in Fig. 8.

Hey! I received a Webhook because of a basic message!
"BEGIN; AUTH:public_key-="AAAAC3NzaC11ZDI1INTESAAAAIFE

'content':
j D", 'connection_id':

'e31e9a67-6d17-495d-a8b9-5f9ff2353f70', 'message_1id':

f30-42c2-abbd-9267682e29%a4'}

27.0.0.1 - - [02/Junf2021 15:14:24] "POST /webhook-receiver/topi

/basicmessages/ HTTP/1.1" 200 -

Fig. 2. The device controller receives an Auth request.

After the request, the device checks if the provided pub-
lic key is known. If the key is stored in an AuthS-VC, it
responds with an encrypted JWT. The web portal re-
ceives this challenge and tries to solve it by using its own
private key. This is shown in Fig. 9.

DEBUG: Hey! I received a Webhook because of a basic message!

{'content': "BEGIN;RESP_AUTH:chellange-=hEueW@afd]7cCR1jQCEWhINGE
01931LdCrduCApBolWnONaBp3Vu+9 /NKEALUZ+9PoZyBRtx3hjd@FpY1PVONFgdsw
CDHITAFdV4FMiF1/Ezt+071Bo0Xt+qaiAD4QDebv4CACZ /tQBodGHGOYNTMBVOVIF
6Br26nVLHGKyuoNG9qsgbESMC+AoRaQWByedWjrunZkkTTusMhvKZm9eiz3gc5005
SRBGYY /HriWcYbgQRe80IhgIFwiGqA8wqBQbyEYCGQF8vq51IPTxcB8XA21vn581sPn

sfod/g9M/ETSN7W1908A9Zp2ewdLRawbhkM2rRZ3cIPtiMp7 /VFXWNAhYPFOBYe W
7tFDUXCUMLxOHvS79DFqPDcQ5afH8fmuKINKUP7Qpu7lEIKsc=,role-="owner"';

END", 'connection_id': 'e731d784-1379-461c-9f4a-d956e0a7f877', 'm
essage id': 'c4bBbcc®-f589-4alc-a56c-6d83c5d2dd7f'}

127.0.0.1 - - [02/Jun/2021 15:14:24] "POST /webhook-receiver;topi
c/basicmessages/ HTTP/1.1" 200 -

Fig. 9. Console output of the web portal controller, after receiv-
ing a challenge as a response to the previous AUTH request.

After the challenge has been mastered, the web portal
obtains a new JWT and stores it. The user of the web por-
tal will see this on his screen as shown in Fig. 10.

@ localhost:9800

Received new access Token

Fig. 10: Response of the web portal after successful authenti-
cation

Now, with the newly obtained JWT, the entity can author-

ize to let the device execute the process of changing its

owner. For this, the user calls the “change owner” func-

tion and provides all necessary information for this pro-

cess as shown in Fig. 11.

Send "Change Owner" command.

Enter the connection ID of the device you want to send the command to
b57d3543-f2c3-44dc-a6b4-b479e7532abc

Enter the public key of the new owner
AAAAC3NzaC1lZDITNTESAAAAIOKjonz6SpxMXIQVFhEQ20B6Sgm/TsFA9z)pxT3ctmmd

Enter the Endpoint of the new owner for the aca-py invitation
http://localhost:9823/invitation

(Optional) Enter the DID of the new trusted Endorser

PFUQbbAmMBmMSp2zvGoquabn

Fig. 11: Change Owner function on the web portal.

-03-



The controller of the web portal constructs a Command
representation of this request by adding the obtained
JWT for authentication and authorization.

If the owner could authenticate and authorize correctly,
the device responds to the WebPortal with the message
that the Change Owner process has been completed. Af-
ter that, the entity sending the Change Owner command
is not able to receive a new JWT or use its old JWT to au-
thenticate and authorize. Attempting to do this will re-
sult in an error message, informing that the provided
public key is unknown.

@ localhost:9800
Something went wrong:

{"msg":"Auth Rejected. Public key
AAAAC3NzaC1lZDI1NTESAAAAIFEIXj2IxMIDyzk0ywWIrbMEmWyRvd

Nos6xjA/Y2XYBqy is unknown!"}

Fig. 12: Response, when old owner tries to authenticate itself
to the device after Change Owner completed successfully

7. Conclusion

In this paper a possible solution has been introduced
how to design and implement an authentication and au-
thorization system, needed for the tracking and man-
agement of the lifecycle of loT devices, using Verifiable
Credentials and DIDs. A concept and an implementation
of it could be provided and presented in a demonstra-
tion. The proposed system responds with an encrypted
JWT as a challenge to an authentication request. The
challenge will be constructed by only using public infor-
mation from an entity stored as a VC on the device itself.
The entity requesting an authentication can only solve
the challenge when it possesses the right private key to
the public key of an entity with a certain role.

Using a message format on top of Hyperledger Aries
basic message protocol, the partners can communicate
securely using asymmetric encryption for their mes-
sages. This is handled via DID communication. The only
requirement is the ability to send and receive DID com-
munication based basic messages. This can be achieved
by using an ACA-PY agent.

Using Verifiable Credentials to store information, the
proposed system becomes easily portable into other en-
vironments. In those, the VCs can be verified, when a
connection to the corresponding Hyperledger Indy
blockchain can be established. Those VCs can be used to
configure any entity to a certain role even across com-
pany boundaries.

Future work is still necessary to analyze how to check if
a trusted endorser or any credential issuer can be
trusted to be allowed to issue certain credentials. For ex-
ample, there should be research about how to verify that
entity A is allowed to issue certificates of type X. One so-
lution could be to ask for signed VCs proving this ability.
Then of course the question pops up recursively, how to

verify that the issuer of those VC is also allowed to do
that. There should be research about this topic, concern-
ing how to break this circle.
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Blockchain fur die Supply Chain des griinen Wasserstoffmarktes -
Eine innovative Losung?

Volker Wannack
Blockchain Competence Center Mittweida (BCCM)/Hochschule Mittweida,

Technikumplatz 17, 09648 Mittweida

Bisher gibt es keine einwandfreie manipulationssichere Nachweisfiihrung fiir klimafreundlichen ,griinen” Was-
serstoff und der damit méglichen Nachverfolgung der Herkunft vom Erzeuger erneuerbarer Energien bis zum
Endverbraucher, sodass die gesamte Supply Chain des ,griinen” Wasserstoffs nicht im Sinne einer 6konomi-
schen, dkologischen und sozialen Nachhaltigkeit dargestellt und in einem sicheren und transparenten Markt
abgebildet werden kann. Mit einer geeigneten Blockchain kann dieses Problem geldst werden, die dariiber hin-
aus weitere noch nie dagewesene Mehrwerte fiir die Supply Chain des ,griinen” Wasserstoffmarktes und fiir
den nachhaltigen Strukturwandel insgesamt bietet und deren Entwicklung demndchst im Rahmen des Forder-
aufrufs , Technologieoffensive Wasserstoff” innerhalb der Forschungsférderung des Bundesministeriums fiir
Wirtschaft und Klimaschutz im 7. Energieforschungsprogramm der Bundesregierung startet.

1. Einleitung

Durch die regionalen, nationalen und internationalen
Wasserstoff (Hz)- und Blockchain-Strategien [1,2,3,4,5]
wird dem Wasserstoff und der Blockchain-Technologie
auf Landes-, Bundes-, europdischer und weltweiter
Ebene zum Durchbruch verholfen und somit die politi-
sche und gesellschaftliche Grundlage fur das bespiellose
Projektvorhaben “Blockchain Basierter Wasserstoff-
markt (BBH2)" gelegt, das im Rahmen des Forderaufrufs
.Technologieoffensive Wasserstoff” innerhalb der For-
schungsférderung des Bundesministeriums flr Wirt-
schaft und Klimaschutz im 7. Energieforschungspro-
gramm der Bundesregierung geférdert wird. Die Projek-
tidee ist die Entwicklung eines funktionierenden Block-
chain-Minimum Viable Product (B-MVP), also einer ge-
eigneten Blockchain als Basistechnologie mit einer ge-
meinsamen Datenbank & Plattform (sowie die dazuge-
horige Implementierung von automatisch abwickelnden
Smart Contracts), fur die gesamte Supply Chain des
(,grunen”) Wasserstoffmarktes. Der Betrieb dieser
Blockchain stellt eine paradigmenwechselnde, innova-
tive Losung fur einen klimafreundlichen und nachhalti-
gen Strukturwandel dar, weil er noch nie dagewesene Al-
leinstellungsmerkmale, Vorteile und Mehrwerte im Rah-
men einer dkonomischen, ékologischen und sozialen
Nachhaltigkeit bietet, die in Kapitel 3 dargestellt werden.

2. Stand der Wissenschaft und Technik

Durch die Blockchain-Technologie konnen Daten in Un-
ternehmen und Behdérden dezentral, schnell, (fal-
schungs)sicher, transparent, nachverfolgbar, automati-
siert und deutlich kostensparender weitergegeben wer-
den. [6] Aufgrund dieser Vorteile wurden bereits im Be-
reich Medizin, Logistik, Finanzwesen, Immobilien, Identi-
tatsmanagement, Verwaltung und Energie verschiedene
Anwendungsfalle dieser Technologie identifiziert[7, 8, 9,
10, 11] und bereits teilweise umgesetzt. [9, 10, 12, 13] Im

Bereich der Energiewirtschaft gibt es beispielsweise ver-
schiedene Regionalstrommodelle, welche auf der Block-
chain-Technologie basieren. Blockchain-Handelsplatze
fur lokal erzeugten Okostrom werden zum Beispiel von
den Stadtwerken Wuppertal mit Tal.Markt [14], im Land-
kreis Biberach mit BiberEnergie [15] und von enviaM in
Kooperation mit Elblox [16] angeboten. Dartber hinaus
wird von der Bundesregierung die Entwicklung & Imple-
mentierung Blockchain-basierter Herkunftsnachweis-
prozesse fiir (Oko)Strom und (Bio)Gas empfohlen [11],
die in den nachsten Jahren im Kontext des Schaufenster-
programms ,Sichere digitale Identitaten” [13] umgesetzt
werden. Denn fir Strom- und Gasabnehmer ist heute
die tatsachliche Herkunft der Energie nur schwer nach-
vollziehbar. Ein Nachweis erfolgt lediglich Uber un-
scharfe Zertifikate im Nachhinein. Zudem ist fur
(Oko)Strom und (Bio)Gas in Deutschland jeweils eine
zentrale Stelle geschaffen worden (das Umweltbundes-
amt fur Okostrom [17] und die Deutsche Energie-Agen-
tur GmbH fur Biogas [18]), die aufwendig in den teilweise
manuellen Prozess eingebunden ist. Der mégliche Ein-
satz der Blockchain-Technologie fur Nachweise Uber
Ausgabe, Handel, Verfolgung und Einzug von Strom oder
Gas erlaubt dann erstmals eine Ende-zu-Ende-Zertifizie-
rung und damit einen ,anlagenscharfen” Nachweis.
Nachdem eine Anlage registriert ist, wird mit einem Ver-
braucher ein Energiebezug vereinbart. Nach Eintragen
des Handelsabschlusses auf einer Blockchain werden
die erzeugten und verbrauchten Mengen von den ver-
antwortlichen Messstellenbetreibern in einen Smart
Contract Ubertragen. Auf diese Weise werden fUr die er-
zeugten Einheiten auf der registrierten Anlage Her-
kunfts-Tokens erzeugt und anschlie3end dem Verbrau-
cher Ubermittelt. Die Vorteile, die eine Blockchain fur
diesen beispielhaften Prozess fur Herkunftsnachweise
hat, bietet sie naturlich auch fir Wasserstoff, um z.B.
den automatischen einwandfreien manipulationssiche-
ren Nachweis von ,grinem” anstatt z.B. von ,grauem”

-06 -



Wasserstoff (ohne ein hier bereits existierendes, subop-
timales Nachweisregister zu berucksichtigen) zu erbrin-
gen. Daruber hinaus bietet sie weitere noch nie dagewe-
sene Mehrwerte fur die Supply Chain des (,grinen”)
Wasserstoffmarktes und fir den damit verbundenen
nachhaltigen Strukturwandel insgesamt (wie im nachs-
ten Kapitel dargestellt), sodass ihre Entwicklung durch
das Projekt BBH2 notwendig ist.

3. Nutzen von BBH:

Der wesentliche Nutzen von BBH: ist der folgende: Ers-
tens verbessert das in Abbildung 1 dargestellte B-MVP
erstmalig die Logistik-, Handels- und Transaktionspro-
zesse innerhalb der gesamten Wasserstoffmarkt-Ak-
teursprozesskette (Erzeuger erneuerbarer Energien, die
Uberschussenergie nutzenden Wasserstoffproduzen-
ten, Wasserstofftransport- und Verteilnetzbetreiber und
die Wasserstoffverbraucher) dergestalt, dass diese nun
gemeinsamen geschutzten Zugriff gewahren, kostenef-
fizienter sind und transparent & nachvollziehbar, flexibel
standardisiert & automatisiert abgewickelt, revisions- &
falschungssicher gespeichert, geteilt und ausgewertet
werden kénnen. Der Schwerpunkt der Blockchain liegt
somit in der einwandfreien manipulationssicheren
Nachweisfiihrung des klimafreundlichen “griinen” an-
statt des z.B. klimaschadlichen “grauen” Wasserstoffs
und der damit méglichen Nachverfolgung der Herkunft
vom Erzeuger erneuerbarer Energien bis zum Endver

Wasserstoff
Logistikkette, Speicherung und Handel

braucher, sodass die gesamte Supply Chain des ,gri-
nen” Wasserstoffs im Sinne der 6konomischen, ékologi-
schen und sozialen Nachhaltigkeit dargestellt und in ei-
nem sicheren und transparenten Markt abgebildet wird.
Zweitens konnte das B-MVP landerubergreifend gultig
sein und bedarf demnach keiner landerspezifischen Da-
tenhaltung. Drittens schafft das B-MVP Uber eine damit
einhergehende mogliche Grindung einer Blockchain-
Betreibergesellschaft langfristig Arbeitsplatze und dient
der Fachkraftegewinnung sowie Qualifizierung und Aus-
bildung. Viertens lasst das B-MVP neue tragfahige Ge-
schaftsmodelle entstehen, die Grundlage fir weitere
Unternehmensansiedlungen bzw. Neugrindungen sind
und wiederum mit einer zusatzlichen langfristigen
Schaffung von Arbeitsplatzen einhergeht. So kdnnen z.B.
Produzenten und Transportnetzbetreiber durch Daten-
auswertung individuelle Tarife entwickeln sowie be-
darfsgerechte Netzkapazitaten bereitstellen. Weiterver-
teiler und Endkunden wirden von bedarfsgerechten Ta-
rifen und falschungssicheren Nachweisen profitieren.
FUnftens tragt das B-MVP zu einer Steigerung der Wert-
schopfung durch technologischen und wirtschaftlich
nutzbaren Vorsprung bei und zu einer damit verbunde-
nen besseren, nationalen und internationalen Stan-
dards-setzende Sichtbarkeit im Sinne einer klimafreund-
lichen, nachhaltigen, zukunftsfahigen und -weisenden
Vorzeigeregion, die sich als Vorreiter mit Gberregionaler
Strahlkraft manifestieren wird. Sechstens schaffen die

A
Herkimmlicher, redundanter
Datenabgleich, teilw. manuel

. Eigene Datenhaltung, die durch

<8 Herkunftsnachweisregister i Nachrichten und Schnittstellen mit den
E g Marktpartnem abgeglichen werden muss
om BNetzA
Eo P
e e [ e[ e 8
0 Stromlieferun Eingpeisun Transport ;
I Strom- —I-g H, L.. Netz- —p,, Weiter- Liferung Endver-

produzent | *—— | Produzent betreiber | #————— | verteller | g—————» | braucher

v— Abnafmeprels - Transportentgelt Transportenigelt 7 Bezugspreis —

Neue Abbildung mit
Blockchain

Ein Smart Contract fiir die Prozesse
Sicher: Herkunftsnachweis ist automatisch enthalten

1 BLOCKCHAIN
Kein Datenabgleich zwischen Partnem notwendig

Neuer Datenabgleich mit
einer Blockchain

Abbildung 1: Design & Vorteile des Blockchain-Minimum Viable Product (B-MVP) fiir den Wasserstoffmarkt

(Eigene Darstellung)
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vorherigen genannten Punkte zusatzliche Anreize fir
Forschung und Entwicklung und tragen zur Verbesse-
rung & Bundelung des Wissenstransfers von Hochschu-
len und Unternehmen, zur Steigerung der wissenschaft-
lichen Leistungsfahigkeit und somit zu einer Entspre-
chung des Verstandnisses von strategischem Innovati-
onsmanagement und Innovationskultur bei, weil damit
in Ubergeordneter Weise zwei zukunftsweisende Tech-
nologien im innovativen Mantel der Sektorkopplung ge-
bundelt werden.

4. Umsetzungsmethode
Die geplante Methode der Umsetzung ist die folgende:

a) Evaluierung & Abbildung einer geeigneten Blockchain-
technologie und -architektur: Hierzu gehoért die Anfor-
derungsaufnahme, das evaluierende Anforderungsma-
nagement, die Entwicklung von Erhebungs- und Erarbei-
tungsmethoden, die Evaluierung des deutschen & euro-
paischen Marktes hinsichtlich der Regulierung, das Fest-
legen der prozessualen Abbildungsmadglichkeiten des
deutschen und des europadischen Marktes fur den
B-MVP, die Evaluierung der Konformitat mit der Daten-
schutzgrundverordnung, die Erstellung eines Daten-
schutzkonzeptes, das Herstellen von Marktkonformi-
tat/Marktstandards/Akzeptanzforschung, die Konzeptio-
nierung zur Erfassung und Auswertung der gesammel-
ten Daten, die Erstellung eines UX/Ul-Konzeptes, die Er-
stellung der Systemarchitektur unter Einbezug der Be-
standssysteme, die Analyse von Verbundsystemen, de-
ren Datenhaltung sowie Prozessintegration, die Bestim-
mung der technischen Parameter fiir die Blockchain und
der notwendigen Infrastruktur, sowie die Erstellung ei-
nes Hosting- und Sicherheitskonzeptes.

b) Entwicklung & Implementierung der Blockchain, der
Smart Contracts und der Hinterlegung von Herkunfts-
nachweisen: Hierzu gehort die Aufnahme konkreter Pro-
zesse fUr die Abbildung von Smart Contracts, die Konkre-
tisierung und Auswahl der umzusetzenden Smart
Contracts, deren fachliche, inhaltliche, prozessuale Aus-
gestaltung und konkrete technische Beschreibung, die
Definition der Auslésepunkte fur Aktionen im Kontext
des physikalischen Lieferprozesses, die juristische Pra-
fung und Legitimation, die Entwicklung von Smart
Contracts, die Prifung von KI-Anwendungen zur auto-
matisierten Entscheidungsfindung, die Anforderungs-
aufnahme zur fachlichen Ausgestaltung der Herkunfts-
nachweise, deren Konzeptionierung zur technischen
Umsetzung und die Definition der Ausldsepunkte flr die
Weitergabe von diesen, die Verknipfung mit externen
Handelspunkten (Borsen/OTC-Markte), die Entwicklung
von digitalen Herkunftsnachweisen, die Analyse, das
Festlegen und das Aufsetzen einer geeigneten Block-
chain, der Aufbau einer realen Demoumgebung, die An-
bindung der erfassten Systeme und der analysierten
und standardisierten Daten, die Implementierung der
Smart Contracts auf die Blockchain, die Umsetzung der

Herkunftsnachweise innerhalb des B-MVP, die Fron-
dend- und Backendentwicklung, die Umsetzung sicherer
Identifizierung mittels selbstsouveraner Identitaten, die
Verknupfung der Smart Contracts mit dem Smart
Contract-Register und der Security Check des B-MVP.

) Entwicklung geeigneter Schnittstellen zu bestehenden
Systemen der Nutzer: Hierzu gehort die Anforderungs-
aufnahme zur Schnittstellenanalyse im Wasserstoffpro-
zess, die Definition von bendtigten Datenschnittstellen,
die Schnittstellenarchitektur zu Nominierungs-, Portfoli-
omanagement-, Trading- und Abrechnungssystemen
und die Schnittstellenentwicklung in Abhangigkeit der
B-MVP-Entwicklung.

d) Entwicklung geeigneter Datenformate fir den Aus-
tausch der prozessrelevanten Daten: Hierzu gehért die
Anforderungsaufnahme fur prozessrelevante Daten
und Datenformate, deren Beschreibung und Harmoni-
sierung, die Abbildung technischer relevanter Prozesse,
die Gegenuberstellung mit dem zu beschreibenden
Workflow und die technische Beschreibung der Automa-
tisierungsschritte als Vorbereitung fur die B-MVP-Ent-
wicklung.

e) Durchfihrung von Feldstudien zur Verprobung des
B-MVP und Prufung der Skalierung des B-MVP auf ande-
ren Markten und Nutzergruppen: Hierzu gehort: die Aus-
wahl geeigneter Testuser, die Erstellung des Testdurch-
fuhrungskonzeptes, die Formulierung und Erstellung
der Testfalle, die Verprobung des B-MVP im Markt, ein
Review der Testergebnisse innerhalb der Feldstudie,
eine iterative Teststellung, die Evaluation der Ergeb-
nisse, die Vorbereitung zu Markteinfuhrung, die Anpas-
sungen und Dokumentationen und die Kommunikation
der Ergebnisse mit Politik, Wirtschaft und der Bevolke-
rung.

5. Fazit

Das Projekt Blockchain Basierter Wasserstoffmarkt
(BBH2) schafft eine paradigmenwechselnde, innovative
Lésung fur einen klimafreundlichen und nachhaltigen
Strukturwandel, weil sie noch nie dagewesene in Kapitel
3 beschriebene Alleinstellungsmerkmale, Vorteile und
Mehrwerte im Rahmen einer ékonomischen, 6kologi-
schen und sozialen Nachhaltigkeit bietet. Deren aktive
Umsetzung, die im Rahmen des Forderaufrufs ,Techno-
logieoffensive Wasserstoff” innerhalb der Forschungs-
forderung des Bundesministeriums fur Wirtschaft und
Klimaschutz im 7. Energieforschungsprogramm der
Bundesregierung geférdert wird, ist nicht nurim beson-
deren Interesse der zahlreichen sich am Projekt engagie-
renden beteiligten Partner aus der Wirtschaft, sondern
wird auch durch politische Partner unterstutzt, sodass
BBH2 Uberregionale Aufmerksamkeit und eine expo-
nierte nationale und internationale Stellung erhalt und
sich somit im Sinne einer zukunftsfahigen und -weisen-
den Frontrunner-Ldsung mit Uberregionaler Strahlkraft
manifestieren wird.
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